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Foreword

Cybercrime is one of the biggest challenges we face today. In the past decade, as technology has
grown at anincredible pace, so has our dependence on the internet. While this has improved our
lives in countless ways, it has also created new opportunities for criminals. From disrupting
critical infrastructure to stealing financial assets and sensitive data, cybercrimes can cause
serious harm. What makes it even more alarming is how easy and rewarding these crimes can
be, often happening across borders without much cost.

Technology has brought great opportunities but also increased our vulnerability to cyber threats.
As cybercrimes grow more frequent and complex, the lack of trained professionals to handle
such cases effectively is a major challenge. The shortage of skilled officers leads to delays and
unresolved cases, highlighting the need for stronger efforts to build a capable workforce to
combat these threats efficiently and on time.

At the Sardar Vallabhbhai Patel National Police Academy (SVPNPA), we’ve been working hard to
bridge this gap. Through our CyberX unit (previously NDCRTC), we’ve trained over 15,000 officers
and staff since 2015. These officers are now better equipped to handle the complexities of
cybercrime investigations.

To further support our investigators, the CyberX unit has developed five comprehensive manuals.
These manuals are designed to be practical, user-friendly guides to help officers navigate the
often-complicated process of cybercrime investigations. They focus on bridging the knowledge
and skill gaps, offering clear and actionable insights.

I strongly encourage all investigators to use these manuals to their full advantage. They-cover the
latest tools and techniques, providing the confidence and clarity needed to take on even the most
challenging cases. Together, we can make significant progress in the fight against cybercrime
and ensure justice in this ever-changing digital world.

Amit Garg, IP
Director
Sardar Vallabhbhai Patel
National Police Academy
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1. Basics of Disk Forensics

1.1 Concept of Disk Forensics
Disk forensics is the science of extracting forensic information from digital storage media like

Hard disk, USB devices, Firewire devices, CD, DVD, Flash drives, Floppy disks etc. The process
of Disk Forensics includes Identification of digital evidence, Seizure & Acquisition of the
evidence and authentication of the evidence.

Main process of Disk Forensics involves the following actions:

Identification (recognize incident, requirement for action, intelligence for investigation)
Authentication

Preparation (intelligence for search, adequate toolkits, operational briefing, task
allocation)

Securing and Evaluating the Scene (ensure safety, confirm computer equipment present
and recognize further possibilities, secure equipment, identify and protect evidence,
conduct interviews)

Documenting the Scene (create a permanent record of the scene by means of photography
and note taking, document condition and location of computers and related components
whether these are to be removed or not, mark and label artefacts, use seals and sealable
containers, evidence bags)

Evidence Collection (cater for computer devices found to be switched on or off, attending
to order of volatility (see Glossary), collect computer hardware and media while preserving
evidential value, obtain analogue evidence such as passwords, handwritten notes,
computer manuals, printouts)

Packaging, Transportation and Storage (protect equipment and media during transfer
avoiding extreme temperatures, physical impact and vibration, static electricity and
magnetic sources, establish procedures for reception and storage of machines and media,
maintain chain of custody, inventory for storage in secure area free of contaminants)
Initial Inspection (identification of devices, external and internal physical examination of
computers, tool selection and expectations)

Forensic Imaging and Copying (e.g. for hard drive — removal of physical disk from
computer, digital preview and capture using physical or logical disk acquisition, with write
blockers, followed by return of original media to evidence custodian)

Forensic Examination and Analysis (use forensic techniques and tools for analysis and
processing including: creation of cryptographic hash values and filtering with hash
libraries, file viewing, file exporting and expansion of compound files (e.g. email),
extraction of metadata, searching and indexing)

Presentation and Report (document procedures, analysis and findings, use log files,
bookmarks and notes made during the examination, make conclusions, prepare exhibits
suitable for court)
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1.2 Digital Evidence
Computer forensics involves acquiring digital evidence from a computer hard drive, a mobile

phone, a tablet or PDA, or other storage media (like CD/DVD, USB thumb drive) among other
places, in a systematic way.

‘Digital evidence’ is any kind of file or data/metadata that is presented in digital format and could
be used for trial in court of law.

a) Digital Evidence Types
There are two main types of digital evidences with respect to who has created them. i.e., User-

created data and Machine/ Network Created Data.

User-created data includes anything created by a user using a digital device. It includes the
following and more:

Text files (e.g., MS Office documents, IM chat, bookmarks), spreadsheets, database, and
any text stored in digital format, Audio and video files, Digital images, Webcam recordings
(digital photos and videos), Address book and calendar, Hidden and encrypted files
(including zipped folders) created by the computer user, Previous backups (including both
cloud storage backups and offline backups like CD/DVDs and tapes), Account details
(username, picture, password), E-mail messages and attachments (both online and client
e-mails as Outlook), Web pages, social media accounts, cloud storage, and any online
accounts created by the user.

Machine/network-created data includes any data which is auto generated by a digital device. It
includes the following and more:

Computer logs. These include the following logs under Windows OS: Application,
Security, Setup, System, Forward Events, Applications, and Services Logs.

Router logs, including third-party service provider (e.g., Internet service providers (ISPs)
commonly store users’ account web browsing history logs)

Configuration files and audit trails

Browser data (browser history, cookies, download history)

Instant messenger history and buddy list (Skype, WhatsApp)

GPS tracking info history (from devices with GPS capability)

Device Internet protocol (IP) and MAC addresses in addition to the IP addresses associated
with a LAN network and the broadcast settings,

Applications history (e.g., recently opened file on MS Office) and Windows history,
Restore points under Windows machines

Temporary files

E-mail header information

Registry files in Windows OS

System files (both hidden and ordinary)

Printer spooler files

Hidden partition and slack space (can also contain hidden user information)
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e Bad cluster

e Paging and hibernation files
e Memory dump files

e Virtual machines

e Surveillance video recordings

1.3 File system and data storage
File systems provide a mechanism for the operating system to keep track of files in a partition.

Before user can use a storage device to store data and install applications and OS, user need to
initialize it first through writing the data structures of the file system to the drive. Windows OS
uses either the FAT or the NTFS file system to install itself on hard drives.

File system analysis examines data in a volume (i.e., a partition or disk) and interprets them as a
file system. There are many end results from this process, but examples include listing the files in
a directory, recovering deleted content, and viewing the contents of a sector.

a) FAT
The File Allocation Table (FAT) file system is one of the most simple file systems found in

common operating systems. FAT is the primary file system of the Microsoft DOS and Windows
9x operating systems, but the NT, 2000, and XP line has defaulted to the New Technologies File
System (NTFS), which is discussed later in the book. FAT is supported by all Windows and most
Unix operating systems and will be encountered by investigators for years to come, even if it is
not the default file system of desktop Windows systems. FAT is frequently found in compact flash
cards for digital cameras and USB "thumb drives. "Many people are familiar with the basic
concepts of the FAT file system but may not be aware of data hiding locations, addressing issues,
and its more subtle behaviors.

The layout of the data is slightly different in FAT12/ 16 and FAT32. In FAT12/ 16 the beginning
of the data is reserved for the root directory, but in FAT32 the root directory can be anywhere in
the data area (although it is rare for it to not be in the beginning of the data area). The dynamic
size and location of the root directory allows FAT32 to adapt to bad sectors in the beginning of
the data are and allows the directory to grow as large as it needs to. The FAT12/ 16 root directory
has a fixed size that is given in the boot sector. The starting address for the FAT32 root directory
is given in the boot sector, and the FAT structure is used to determine its size. Figure 1.1 shows
how the various boot sector values are used to determine the layout of FAT12/16andFAT32 file
systems.
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FAT12/M16
Researved FAT Root Data
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Figure: FAT file system layout and data from the boot sector that is used to calculate the locations and sizes

b) NTFS
NTFS is a proprietary file system developed by Microsoft for its modern Windows operating

system; formatting a volume with NTFS results in the creation of several metadata files such as
the master file table ($MFT), $Bitmap, $LogFile and others, which contain information about all
the files and folders on the NTFS volume.

Partition boot

Master File Table System Files File Area
seclor

Figure: Sample formatted new technology file system volume
In the NTFS file system, each file stored within it is composed of a set of data streams: the primary

stream is the one that holds the actual data a user sees when opening a file. The other stream is
called the alternative data stream (ADS). Digital forensics examiners should search within data
streams of all files stored on an NTFS partition, as they can contain hidden data.
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2. Live Forensics

2.1 Introduction - Live Forensics

Live forensics considers the value of the data that may be lost by powering down a system and
collects it while the system is still running. The other objective of live forensics is to minimize
impacts to the integrity of data while collecting evidence from the suspect system. Live Forensics
is a methodology for extracting forensically sound evidence from “live” system. According to
traditional forensics procedure, power plug is pulled to switch off the system when the system is
in the running mode. But in live forensics, before pulling the cord we collect information such as
details in memory, running process, network connection etc. In Live Forensic volatile data that
may be lost by a power down is collected from a running system.

% Why Live Forensics
Live forensics considers the value of the data that may be lost by powering down a system and

collects it while the system is still running. It is a methodology, which advocates extracting “live”
system data before pulling the cord to preserve memory, process, and network information that
would be lost with traditional forensic approach

e Extract volatile forensic data that would be lost on power off

e Will have minor impacts to the underlying machine’s operating state
e Often used in incident handling to determine if an event has occurred
e May or may not proceed a full traditional forensic analysis

Data on a system has an order of volatility. Live Forensics focuses on extracting and examination
of the volatile forensic data that would be lost on power off. Data from the memory, swap space,
network processes, and running systems processes is the most volatile and will be lost on system
reboot. The goal live forensics is to extract and preserve the volatile data on a system while, to the
extent possible, otherwise preserving the state of the system. When powering down a computer
system, a lot of volatile information is lost. So, Live Forensics has become an important part of
digital forensic investigations. This information will not be available for further analysis, although
it may contain valuable clues regarding the incident, and there is sometimes no other way to obtain
it other than collecting it on the running system.

s Live/ Volatile Data
The information that can be collected during Live Response includes the system date and time, a

list of current network connections and open TCP/UDP ports, a list of running processes, system
users, the names of the loaded kernel modules, a list of recently used/open files, the information
regarding network connections and ports, installed software's, event logs, open files and dlls,
registry, Memory, images of entire disks, deleted files.

e System time e Process to port mapping

e Logged-on user(s) e Process memory

e Open files e Network Status

e Network information e Clipboard contents

e Network connections e Service/ driver information
e Process information e Command history
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e Mapped drives
e Shares
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% Nonvolatile Information
e Eventlogs,

e security log of the system,
e system information

e Windows Registry

e Installed software's,

e network details

e Internet history

% Live Forensics before Pulling the Power Plug
Before pulling the Power Plug if the machine is in running mode at the scene of crime, then first

live forensics must be performed. Otherwise, all crucial information available in the suspect’s
system will be lost forever. And the information collection by live forensic is very crucial as it can
provide useful hints in the offline forensics.

2.2 Acquisition of RAM Dump (Acquiring Volatile Memory)
Data is volatile when it will be lost when a device is switched off or rebooted. Volatile data may

be overwritten due to normal use (e.g., when closing a particular application on a PC, the reserved
data space will vanish from RAM memory, permitting other applications to utilize its space for
activity). The process of capturing data from volatile memory is known as dumping.

Capturing and analyzing volatile memory is more difficult than the traditional acquisition of hard
drives because capturing a live memory requires specialized software tools. As well as analyzing
volatile data forensic image files needs specialized software, as RAM does not store data in the
similar way as hard drives do.

Volatile memory can be found in other devices along with computers; for example, networking
devices like routers and switches also have volatile data stored in their logs.

Following is the list of information which can be found in RAM:

Y

Cryptographic keys
Processes running

Executed console commands
Clipboard contents

Network information
Decrypted contents

Registry hives

Text files and images
Deleted files

Web browsing logs
Open/active registry keys
Internet account passwords (e.g., e-mail, social media, and cloud storage)
Instant messages
Exploit-related information

YVVVVVVYVYVYVYVVYVYYVYY
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» Malware (rootkits and Trojan horses)
» Evidence of activity not typically stored on the local hard disk

% RAM Dump Using FTK Imager
FTK Imager is a Windows acquisition tool and it can be downloaded directly from Access Data

web site free of cost. FTK Imager available in two types “FTK Imager” and “FTK Imager Lite”.
Both the software has same features and functions. Only difference is lite version can be run from
a pendrive or External Source, so Setup is not required for this version.

% Challenges faced during RAM Dump Acquisition
Acquiring volatile memory might face a couple of challenges by the forensic examiners. The

following are some scenarios.

i) Windows Is Locked
We might come across a running computer with a login screen (locked computer). It is advisable
to perform a hard shutdown. However, we can bypass the Windows login page with no reboot by
using some tools/techniques to avoid losing RAM contents:

e Put computer in Hibernation mode, it will allow hibernate file to store in Disk.

i) Administrative Privileges
Most of the RAM Dump capturing software tools needs administrative privileges in order to work.
If target PC is running with limited user permission (e.g., user account) it would be challenging to
capture RAM Dump.

iii) Capturing Tool Footprint
The RAM Dump capturing tool will also leave some traces on the target machine. This means
some data may be overwritten as a result of acquiring live memory. Traces of capture tool can be
justified, if documented properly.

2.3 Importance of Pulling the Plug
A live system will have numerous background processes running which are continually reading

and writing data to and from hard drive. When forensic examiner decides to shut down the system,
pulling the plug might be best suitable option. Because normal shutdown will start a chain of
actions, that involve writing a lot of data to the hard drive, possibly overwriting important
evidence.

Removing power plug will “freeze” the system in its current state, making sure that the data on
the system is no longer modified. But before pulling the plug one must ensure to capture the RAM
since all the data stored in RAM will be lost once, we pull out the plug.

2.4 Analysis of RAM Dump
The most important principle to remember for a forensic examiner is “Whatever works is always

in the memory and whatever happens is always in the memory”. Hence it is very necessary to
capture and analyze memory dumps. It gives an examiner clearer picture about the current state of
the system. There are many tools available in market to perform RAM Dump analysis which
extracts certain type of information from the dump. Here we are going to explain use of ‘Bulk
Extractor’ for RAM Dump analysis.
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% Analysis RAM dump using Bulk Extractor

Bulk extractor is a computer forensics tool that scans a disk image, a file or a directory of files and
extracts useful information without parsing the file system or file system structures. The results
can be easily inspected, parsed or processed with automated tools.

Bulk Extractor also creates a histogram of features that it finds, as features that are more common
tend to be more important. The program can be used for law enforcement, defense, intelligence
and cyber-investigation applications.

Bulk Extractor now creates an output directory that includes:

>
>
>

YV V V Y

Y

cen.txt -- Credit card numbers

ccn_track2.txt -- Credit card “track 2" information

domain.txt — Internet domains found on the drive, including dotted-quad addresses found in
text.

email.txt-Email addresses

ether.txt — Ethernet MAC address found through IP packet carving of swap files and
compressed system hibernation files and file fragments.

exitf.txt — EXIFs from JPEGs and video segments. This feature file contains all of the EXIF
fields, expanded as XML records.

find.txt — The results of specific regular expression search requests.

ip.txt — IP addresses found through IP packet carving.

telephone.txt — US and international telephone numbers.

url.txt — URLs, typically found in browser cache, email messages and pre-compiled into
executables.

url_searches.txt — A histogram of terms used in Internet searches from services such as
Google, Bing, Yahoo and others.

wordlist.txt — A list of all “words” extracted from the disk, useful for password cracking.
wordlist_*.txt — The wordlist with duplicates removed, formatted in a form that can be easily
imported into a popular password-cracking program.

zip.txt — A file containing information regarding every ZIP file component found on the
media. This is exceptionally useful as ZIP files contain internal structure and ZIP is
increasingly the compound file format of choice for a variety of products such as Microsoft
Office.

For each of the above, two additional files may be created:

>

* stopped.txt — Bulk Extractor supports a stop list, or a list of items that do not need to be
brought to the user’s attention. However rather than simply suppressing this information,
which might cause something critical to be hidden, stopped entries are stored in the stopped
files.

*_histogram.txt — Bulk Extractor can also create histogram of feature. This is important, as
experience has shown that email addresses, domain names and other information that appear
more frequently on a hard drive or in a cell phone’s memory can be used to rapidly create a
pattern of life report.
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2.5 Hiberfile, Swapfile and Pagefile

Swapfile.sys, Hiberfil.sys, and Pagefile.sys are three important system files required for the proper
functioning of the Windows OS. The default location of these files is in system drive (usually the
C:\ drive). All three files will be always hidden in the system.

e r ThisPC » OS(C:) »

e Mame Date modified Type Size
55 :

SRecycle.Bin
Apps
DELL
# Documents and Settings

ctor Drivers

ts

s

r Foren Intel

Users 1/30/2020 10:23 AM  File folder
Windows

Windows10Upgrade

bootmgr

BOOTNXT

cealrle

hiberfil sys

pagefile.sys

me ([

me (P:

W swapfile.sys

Figure: Hiberfile, Pagefile, Swapfile
% Hiberfil.sys
This is a file used by Windows to enable the hibernation feature; the approximate size of this file
is about 3/4th of system RAM. The hibernation file in earlier versions of Windows (e.g., 7 and
Vista) stored kernel session, device drivers, and application data while in modern versions of
Windows (like 8 and 10) it stores only the kernel session and device drivers, making it notably
less in size.

hiberfil.sys can store a pile of important information about the running machine. Following tool
can investigate the hiberfil.sys file:

» Volatility, free and open source tool: www.volatilityfoundation.org

s Pagefile.sys
Forensic examiners should not ignore the importance of virtual memory, as this file can hold
important information shifted from RAM. For example, fragments of decrypted files can still
reside there, and encryption keys or passwords (or a fragment of it) can also be found here. The
pagefile.sys is a hidden system file, it resides by default at %SystemDrive%\pagefile.sys;
however, a user can change its default location.

Nowadays capacity of the physical memory is increasing with the continual advance of computing
power (for example, it is common these days to buy a laptop with 16 GB of RAM memory). This
effectively limits the need to swap any files to the virtual memory, which results in low
expectations of computer forensic investigators when investigating pagefile.sys.
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s Swapfil.sys
Swapfile is used to store the idle and other non-active objects transferred from the RAM, whenever
a user tries to access an idle process again, its information will be shifted to the RAM. In modern
Windows versions (like 8 and 10) we can see that both Pagefile and Swapfile exist together on a
system drive; we can consider that these two files form together what is known now as virtual
memory in Windows OS. Swapfile has a fixed size in modern Windows versions (8, 10), which is
256 MB.

3. Analysis of Forensics Image
3.1 Keyword Search
A keyword search allows one to search for keywords and phrases across the major fields of the
catalog: authors, titles, series, subjects, notes, contents notes, and publishers.

Unlike the other search options, the Keyword Search can find words and phrases within a title,
series, or subject. The Keyword search finds all items in the Catalog that include all of your search
terms.

3.2 File signature
A file signature is data used to identify or verify the content of a file.

o File magic number: bytes within a file used to identify the format of the file; generally a
short sequence of bytes (most are 2-4 bytes long) placed at the beginning of the file; See
list of file signatures

o File checksum or more generally the result of an hash function over the file content: data
used to verify that the file content integrity, generally against transmission errors or
malicious attacks. The signature can be included at the end of the file or in a separate file.

List of Some File Signatures:

File Extension HEX Signature Description
3rd Generation
Partnership Project 3GPP
39p. 392 667479703367 | 1" 30ppy  multimedia
files
compressed file (often tar
zip) using Lempel-Ziv-
z,tar.z 1F 9D Welch algorithm

Image file encoded in the
gif 47 49 46 38 37 61 Graphics Interchange
Format (GIF)

tif, tiff 49 49 2A 00 Tagged Image Format
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FF D8 FF EO nnnn 4A
jPg, jpeg 46 49 46 00 01
FF D8 FF E1 nn nn 45
78 69 66 00 00

Table: File Signatures

JPEG raw or in the JFIF or
Exif file format

3.3 File Carving
File carving is a well-known computer forensics term used to describe the identification and

extraction of file types from unallocated clusters using file signatures. A file signature, also
commonly referred to as a magic number, is a constant numerical or text value used to identify a
file format. The object of carving is to identify and extract (carve) the file based on this signature
information alone.

File Carving, Data Carving, or just Carving is a general term for extracting data (files) out of raw
data, much like "carving" a sculpture from a stone. File carving should be done on a disk image,
rather than on the original disk.

a) Cluster based file carving

In a cluster based file-system like FAT or NTFS a new file must start in a new cluster. It follows
then that the file signature appears near a cluster boundary. Carving speed is therefore achieved
by searching for file signatures only near cluster boundaries.

b) Sector based file carving

In certain situations, it may be advantageous to perform a lower level search for sector-aligned file
signatures. This search may recover additional files, for example files from a previous volume
which had a different cluster layout and is no longer aligned to current cluster boundaries.

Carving in sector mode will increase the time needed to complete search.

c) Byte based file carving

In certain situations, it may be advantageous to data carve on a byte by byte level. This has the
additional benefit of locating files where the file signature is neither aligned with a cluster or sector
boundary. A byte-based data carve is commonly used when searching for a file within a file (such
as within backup file, or when searching an image of a cell phone.

Carving in byte mode will increase the time needed to complete the search.

3.4 Mismatch File Search
The Mismatch File Search module analyzes the content of files and identifies any files whose raw

bytes are not consistent with their file extension.

3.5 Image Analysis using Autopsy
Autopsy is a digital forensics platform and graphical interface to “The Sleuth Kit” and other digital

forensics tools. It is used by law enforcement, military, and corporate examiners to investigate
what happened on a computer. You can even use it to recover photos from your camera's memory
card. Autopsy advantages

1. Free
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2. Open Source
3. Better results

Autopsy is built into the SANS Investigative Forensic Toolkit Workstation (SIFT Workstation)
that you can download fromforensics.sans.org.

Autopsy is available from http://www.sleuthkit.org/autopsy.
a) Start using Autopsy
Stepl: Installation

Download the Autopsy setup, just double click and install software. It will automatically install

the software.
ﬁ

autocpsy-4.1.1-64
bit.rmsi

Figure: Autopsy setup
Step2: Run First Time

After installation just run Autopsy as Administrator, after sometime you will receive the window
as given below

Welcome 23

Create New Case

Open Recent Case

Open Existing Case

Autopsy®

OPEN | EXTENSIBLE | FAST

Figure: Starting Autopsy
There will be three options

1. Create New Case: To create new case.
2. Open Recent Case: To open recent case which we analyzed.
3. Open Existing Case: To open Existing/ Old. Here we select "Create New Case".

Step3: Enter the Case Details
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After clicking "Create New Case", you will see a window which ask about the case name and base
directory where you want to save case related files and information. After filling information click
"Next".

- &
M. New Case Information {&J

Steps Case Info

1. Case Info
2. Additional Information

Enter New Case Information:

Case Name: |

Base Directory: |C:\Users\svpnpa\Desktoplauto|12\case23)

Case Type: @ Single-user Multi-user

Case data will be stored in the following directory:

Figure: New Case Details
Step 4: Enter the Case Number and Examiner Name

Next window is for case number and examiner name, put unique case number and examiner name
and click "Finish".

M New Case Information liE-J
Steps Additional Information
1. CaselInfo
2. Additional Information Optional: Set Case Number and Examiner

Case Number: |

Examiner:

Figure: Case Number

Step 5: Add evidence item.
You can add a data source in several ways:

o After you create a case, it automatically prompts you to add a data source.
o Thereis atoolbar item to add a Data Source when a case is open.
e The "Case", "Add Data Source" menu item when a case is open.
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The data source must remain accessible for the duration of the analysis because the case contains
a reference to the data source. It does not copy the data source into the case folder.

Regardless of the type of data source, there are some common steps in the process:

1. You will be prompted to specify the data source to add.

2. Autopsy will perform a basic examination of the data source and populate an embedded
database with an entry for each file in the data source. No content is analyzed in the process,
only the files are enumerated.

3. While it is examining the data source, you will be prompted with a list of ingest modules to
enable.

1
M Add Data Source tﬁj

Steps Select Data Source

1. Select Data Source
2. Configure Ingest Modules

3 AddDate Source Select data source type: | Image or VM File -

|
. Image or VM File

Browse for an image file: Lacal Disk

C:\Users\svpnpa\Desktop| Ll = 512 Browse

Please select the input timezone: | (GMT +5:30) Asia/Calcutta -

Ignore orphan files in FAT file systems
(faster results, although some data will not be searched)

Mext = Finizh Cancel

Figure: Add Data Source
To add a new data source at beginning, follow this:

Select file location by clicking browse.

Now select the Time Zone, it will be the same as evidence item. If evidence seized from a machine
which follow GMT+5:30 time zone, then we also select the same.

Last option is to check a box, which will ignore orphan files. Orphan file are default DLL file in
windows system. After all set click "Next"

Step 6: Configuring Ingest Modules

You will be presented with an interface to configure ether ingest modules. From here, you can
choose to enable or disable each module and some modules will have further configuration
settings.
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M Add Data Source ®

Steps Configure Ingest Modules

1. Select Data Source

per-run settings.
3. Add Data Source Hash Lookup

File Type Identification
Embedded File Extractor
Exif Parser

Keyword Search

Email Parser

Extension Mismatch Detector
EO1 Verifier

Android Analyzer
Interesting Files Identifier
PhotoRec Carver

Virtual Machine Extractor

EEEEEEEEEEEE

Select Al I I Besclechil Extracts recent user activity, such as Web browsing, recently ...

st History

Process Unallocated Space

Finish Cancel Help

Figure: Ingest Module Configuration
There are two places to configure ingest modules. When you select the module name, you may

have some "runtime" options to configure in the panel to the right. These are generally settings
that you may want to change from image to image.

Recent Activity Recent Activity
. Selectknown hash databases to use: Hash Lockup Select keyword lists to enable during ingest:
File Type Identification File Type Identification (@phonsbumprs ]
Embedded Fie Extractor Embedded Fll Extractor [ P Addresses
Email Addresses

Exif Parser Exif Parser uRss

Keyword Search KEWWd Searth 7] Credit Card Numbers

Email Parser Email Parser

Extension Mismatch Detector Select known BAD hash databases to use: Extension Mismatch Detector

0 Verifir my D1 Verifer

Y] Android Analyzer Android Analyzer

U ! Stripts enabled for string extraction from unknown file types:
Interesting Files Identifier Interesting Files Identifier

PhotoRec Carver PhatoRec Carver atin - Basic

Virtual Machine Extractor Virtual Machine Extractor

Caleulate MDS even if no hash database is selected Encodings:  LTF8, UTF16

10 B 1

Figure: Runtime options for Ke)}word Search
There may also be an "Advanced" button that is enabled in the lower corner. Pressing this button

allows you to change global settings that are not specific to a single image. This advanced
configuration panel can often be found in the "Tools", "Options" menu too.

As an example, the hash lookup module will allow you to enable or disable hash databases in the
“run time” options panel, but require you to go to the "Advanced" dialog to add or remove hash
databases from the Autopsy configuration.

Autopsy now ask you about to "Finish" the configuration and start the analysis
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M. Add Data Source

Volume- I

S

Steps Add Data Source

1. Select Data Source
2. Configure Ingest Modules
3. Add Data Source

Data source has been added to the local database. Files are being analyzed.

|._ Finish |[ Cancel l

Figure: Finish Configuration

Analyzing files from image_case23.dd [N, -
7 I

Figure: Analysis Started
After clicking "Finish", it will analyze the data source, and the progress bar will be shown at

bottom right as shown above.

b) Analyze Evidence Source

Recent Activity Module:

The Recent Activity module extracts user activity as saved by web browsers (including web
searches), installed programs, and the operating system. It also runs Regripper on the Registry

hive.

This allows you to see what activity has occurred in the last seven days of usage, what web sites

were visited, what the machine did, and what it connected to.
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Results show up in the tree under "Extracted Content".

c“- Test - Autopsy 4.2.0 . '

Case View Tools Window Help

. = -
. = 7 Add Data Source ﬁ View Images/Videos :

#- @ Data Sources

---<!> Views

EI@ Results

E}. Extracted Content

. L[ EXIF Metadata (35)

: h.l=” Extension Mismatch Detected {8)
E} L Keyword Hits

"L Single Literal Keyword Search (0)
Com-A Single Regular Expression Search (0]
. % Hashset Hits

‘ ¥ E-Mail Messages

* Interesting Items

@ Accounts

G-(@3 Tags

----- L Reports

Figure: Extracted Content
Hexadecimal Analysis:

You can also analyze data using hexadecimal values; just click "Data Sources"”, hexadecimal value
will available at right panel, like given below.

Drectory Listing E¥E| )
ing_image_casel3.dd I Re
Tabe | Thumbnad|

Hame I  Startng Sector  Length in Sectors  Desaription Flags

vl 1 (Unaliacated: 0-2047)

I e v s 2 (2o o 0 Tt

Hex | Strings |
Page: | of &5472 Page = Go to Page: Jump to Offset a
Ox00000000: EB 52 30 4E %4 46 53 10 20 20 20 00 02 08 Q00 Q0 RNIFS ...
0x00000010: 00 OO0 Q00 00 00 F& 00 Q0D 3F 00 FF 00 00 08 900 a0 T — T
0x00002020: 00 OO0 OO OO B0 OO0 S0 OO FF F7 AF 00 OD OO 00 0 @ . .cecvcvmcmnmnns
Ox00000030: 04 OO0 OO OO0 OO0 00 00 OO TF FF 01 00 QD 00 00 @0 2 .. cccccicocaaanas
Ox00000040: F& 00 00 00 0L 00 Q0 00 BD F& C1 47 BE C» Fa 68 R -
OxQ0000050: 00 00 Q00 00 FR 33 CO BE D BC Q0 TC FEB &8 CO Q7 M- R I .
0x00000060: 1F 1E &8 &6 OO0 CB 88 16 OE 00 &6 Bl 3E 03 00 4E oRE ... E. . H
Ox00000070: B4 46 B3 76 15 B4 41 BB Ak 55 CTD 13 72 OC B1 FB TF8a. . .A. . O..x...
nxnoooanan: B5 AA TH 06 TFT C1 91 00 76 03 E% D2 on iE 83 :!C Juu
Figure: Hexadecimal Values
Keyword Search:

Keyword searches of the file system image can be performed using ASCI|I strings and grep regular
expressions. Searches can be performed on either the full file system image or just the unallocated
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space. An index file can be created for faster searches. Strings that are frequently searched for can
be easily configured into Autopsy for automated searching.

To search keyword, go to tools-->Options and select "Keyword Search™ tab. Now add some
keyword to search in evidence source. From here you can create new list or you can use existing
list to analyze.

la Options @‘
@ \ =l = ] ™ < i in %/%

Autopsy Multi-user |Keyword Search | Hash Databases File Extension Mismatch File Types Interesting Files Tags External Viewer Image / Video Gallery General

Lists | String Extraction | General

Keyword Lists: Keywords:

ww Keyword RegEx

Keyword Options

List Options

Send ingest inbox messages for each hit

New List ] [ o Import List Export List H Copy List & Delete List

[ oK ] Apply [Can:e\ ]

Figure: Keyword Search

Content Viewer:

The Content Viewer lives in the lower right-hand side of the Autopsy main screen and show
pictures, video, hex, text, extracted strings, metadata, etc. They are enabled when you select a file
in the file list above it.

The Content Viewer is context-aware, meaning it will present different views of the content based
on the type of file selected. For example, a .JPG would show up as a picture, a text file would show
up as text, and a .bin file would show up as hex output.

The screen shots below show some examples of content viewers in action. First screen shot shows
the image, second shows hexadecimal values of that image and third screen shot shows the
metadata information of this image.
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M Test- Autopsy 420 i slE] B
);a:c View Tools Window Help
—
Acd Data Source ﬂ View Images/idecs % Tmelne ||, GenerateReport 'O:\se Case ¥ A © ~ KeyaordLsts Qy Kayword Search }
€ Show Relected Reauts Directory Listing A EE] |
ow Rejec { =
: BXF Metadets 37 Reads
- Dats Sources Tadle Thumbnail
& Vens Source Fie Date Created Device Model Device Make 5
| Readts I Ricoh.jpg 1-11- }3:41 15T sploRR1 RICOH x

5 B Extract=d Content

W DIF Metadata (37) malasidin = Etidi Ll - iof =

»  Extenson Msmatch Detected (10) I Pentaic jpg 52 2 NN i
N KeywordHis I Panasoni.jog
4\ Single Uteral Keyword Search (0) i OlympusELipg 2008 M It |
i\ Snde Regular Expressian Search (0) 8 Olypus2.pg B IE : Mo &F <IN

H-'\ Emal Addresses (101)
*  HashsstHis

#- (V) E-Mal Mescages

-5 Interesting Ttems

« n )

| Hex | Strngs | Fle Metadata | Results | Indexed Texs | Meda

-3 Accounts
(8l Togs
Reports

Figure: Images Present in Source

Hex | Strings | File Metadata | Results | Indexed Text | Media

Page: 1 of 1 Page Go to Page: Jump to Offset g

Ox00000000: FF DB FF EO 00 10 424 4g 4% 44 00 01 ©O1 01 00 48  ...... JFIF..... H
Ox00000010: 00 48 00 00 FF E1 0A BE 45 T8 €% ec 00 00 4D 4D i - Exif. .MM
O0x000000Z0: 00 ZA 00 OO0 OO0 08 00 OD 01 OF 00 O OO0 00 00 1z T,

0x00000030z 00 00 00 2&x 01 10 00 02 a0 00 00 OR 00 00 Q0 BC oo
0x00000040: 01 12 00 032 00 00 00 01 a0 01 00 00 01 1& Q0 05 oo
0x00000050: 00 00 00 01 OO0 00 00 Ce 01 1B 00 05 Q0 00 Q0 01 oo
0x000000&0: 00 00 00 CE 01 28 00 03 oo 00 00 01 00 02 00 00 ... f i

0x00000070: 01 31 00 02 00 00 00 OX 00 00 00 De 01 32 00 02 e Z..
0x00000080: 00 00 00 14 OO0 00 00 EO 01 3E 00 05 00 00 00 02 .. ....... Fo e
0x00000090: 00 00 00 F&4 01 3F 00 05 o0 00 00 O& OO0 OO0 01 04 L. .. B e
0x00000020: 02 11 00 O5 OO0 00 00 03 00 00 01 24 02 13 00 03 .. ..... 4. ...
0x000000k0:- OO0 00 00 01 OO0 02 00 00 27 &5 00 04 00 00 00 01 ... ...... - A
Figure: Hexadecimal Values

| Hex I Sirings| File Metadata | Results I Indexed Textl Media|

Name fimg_image_case23.dd/vol_vol2/image-ExifTool-10.37/timages/NikonD70.jpg

Type File System

MIME Type image/jpeg

Size 3661

File Name

Aliocation Allocated

Metadata

Allocation Allocated

Modified 2016-12-28 17:51:02 IST

Accessed 2016-12-28 17:51:02 IST

Created 2016-12-28 17:51:02 1ST

Changed 2016-12-28 17:51:02 IST

MDS 256ed4c216bd234e0835f93aba0bd9es5e

Hash Lookup UNKNOWN

Results
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Figure: Metdata Information
Email Parser Module:

The Email Parser module identifies Thunderbird MBOX files and PST format files based on file
signatures, extracting the e-mails from them, adding the results to the Blackboard. This module
skips known files and creates a Black board artifact for each message. It adds email attachments
as derived files. This allows the user to identify email-based communications from the system

being analyzed. The results of this show up in the "Results”, "E-Mail Messages" portion of the
tree.

Case View Tools Window Help

—
Add Data Source @'u‘iew ImagesVideos ®o 7
—

€ [7] show Rejected Results

+- @ Data Sources

+<FE> Views

: Results

-8 Extracted Content

-4, Keyword Hits

b Q Single Literal Keyword Search (0)
i~ "4 Gingle Regular Expression Search (0}
‘ - Email Addresses (101)

- Hashset Hits

J:r---.,r.. Interesting Items

@) Accounts

+@ Tags

e Reports

{2} (1

Figure: e-mail Messages

Photo RecCarver Module:

The Photo RecCarver module carves files from unallocated space in the data source and sends the
files found through ingest processing chain. This can help viewer discover more information about
files that used to be on the device and were subsequently deleted. These are simply extra files that
were found in "empty" portions of the device storage. The results of carving show up on the tree
under the appropriate data source with the heading

"$CarvedFiles".
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s o 200 W W

Case View Tools Window Help

Add Data Source a View ImagesNideos :. Tmelne |, Generate Report *® Close Case ¥ A © -+ Keyword Lists Qr Keyword Search |
= Al hrutalrLsﬁﬂg CTE@‘
€ SIWHEecRd Heasy Jimg_image_case23.dd/vol_voi2/sCarvedFiles 1 Results
5@ DataSources I Table | Thumbnai
5 B image_case23.dd Location Maodified Time Change Tme

vol1 (Unalocated: 0-204
i ) s ima_mage. zaseZ3.dajvol vl §CarvedFies T 0610120;ang | |0000-00-00 03;00:00 | 00CO-D0-00 00;00:00

vol2 (Unux (0x83): 2048-2097151)

)\ Extend (5)
4. SOrphanFies (8)
¥ Snaloc (2)
. Image-ExfTool-10,37 (17)
4 new (9)
1) |4 soltebrowser-3.9,1(17) s = ;

. $Carvedriles (1) s -

i@ Views Hex | Strings | Fie Metadata | Results | Indexed Text| Meda |

0 [E] Results === Dwys () bt

(8 Teos

. Reports

Figure: Carved Files

Timeline analysis:
To analyze timeline of data source click on "Timeline™ button, it will create a timeline using file
MAC

Time stamp.

e _
o Timeline
—

Figure: Timeline Icon
This timeline will show "File system™ and "Web activity" in graphical view. You can click any of

this column and print details.
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M Timeline Window %

Display TimesIn: ‘@ Local Time Zone GMT /UTC

View Mode: | (fl; Counts | & Details | [ List Scale: (@) Logarithmic (@ Linear i@ Snapshot Report

40 History | 4= Back

£) Zoom
Time Units: YEARS DAYS HOURS SECONDS,
BentType | T

Description Detail:

T Filters
o Apply
| Text Filter

Hide Known Files

¥ || Event Type
¥ || File System 7.
P V| Web Activity @
¥ || Misc Types & I

1993 2001 2003 2005 2007 2009 2011 2013 2015 2017 2013 2021 2023 2025 2027 2029 2031 2033 2035 2037 2033 2041 2043 2045 2047 2043 2051 2053 2055 2057 2055 2061 2063 2085 2067

Figure: Timeline Graph

Number of Events (Logarithmic)

Reporting:
To generate the report, we have to create some tag or bookmarks.
1. Tagging

Tagging (or Bookmarking) allows you to create a reference to a file or object and easily find it
later. When an interesting item is discovered, the user can tag it by right-clicking the item and
selecting one of the tag options.

When you tag a Black board artifact result, you have the choice to either:

e Tag File— use this when the file itself is of interest
e Tag Result-use this when the result is of interest

Which to choose depends upon the context and what you desire in the final report. For example,
we are choosing Tag File here.
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W& o rvopmy 420 > —— FTEY=)
?Cau View Tools Window Help - - —ee -
—
Add Data Source “\'en:mges/vdeos X Tmelne |, Generate Report .Oosecnse v i © -+ Keyword Usts Qp Xeyword Search
2 Drectocy Lstng | EEE
€ Show Rejected Readts | mmage. case23.dd/vol_voi2/iCarvedFics T R
< @ Dota Sources ‘Taoﬂe Thumbnal
- ""’°:‘-“”23'°°M A Name Locaton Modfied Time Change Time
voll (Unallocated: 0-2047)
vol2 (Lrux (OA3): 2048-2097151) 61030 5 yodFiesif0610320.009 |
roperties
-G View in New Wind
) wm‘ﬂ@) W in mndow
¥ Sunaloc (2) Open in External Viewer
i ImageExifTodl-10.37 (17)
3 new (9) Extract File(s)
i 4 sghebrowser-3.9.1(17) 4 1 Tag File P Quick Tag 5 .
) SCarvedFies (1) : , e
| | menent...
§ @ Views Hex | S¥ings | Fle Me Add file to hash database | 2§ 9CC cOME0S
3 & Resuts
o [ Tags
. Reports

Figure: Adding Tag to Object or File

Once you have chosen to tag the file or the result, there are two more options:

e Quick Tag-use this if you just want the tag
e Tag and Comment-use this if you need to add a comment about this tag.

After clicking Tag and Comment, window will pop-up. Enter Comment and continue.

T Create Tog T o

Tag: :Elnnkmark - a

Comment: |MNew Tag|

Mew Tag Mame | | Ik, | | Cancel

Figure: Adding Comment to Tag

2. Generate Report:
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To create reports, go to "Tools"”, "Generate Report”. You can choose several different types of

reports. We will go through the HTML report here.

|, Generate Report

Figure: Generate Report Icon

Select HTML here and click next.
r(’ Generate Report M1

Select and Configure Report Modules

Report Modules:
@ Results - HTML A report about results and tagged items in HTML format.
() Results - Excel
() Add Tagged Hashes This report will be configured on the next screen.
() Files - Text
() Google Earth/KML
() 5T
() TSK Body File

< Badk Finish Help
Figure: Select Report Format
M Report Generation Progress... ﬁ
Co te
Results - HTML : C:\Users\svpnpa\Desktop\auto\12case 23 Test\ReportsTest 12-30-2016-16-59-19\HTML Reportiindex. html

Complete

Figure: Report Generated

The report will be generated at the given location, you can click on a hyperlink and open it in a

browser, and view it. It will show all details related to the case.
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I 38 sopsy renscrpone. <

T .

(€ () files///C:/Users/svpnpa/Desktop/auto/12/case23/T

Report Navigation

[0 Case Summary

@ EXIF Metadata (37)

= Extension Mismatch Detected (10)
A Keyword Hits (101)

“r Tagged Files (1)

“r Tagged Results (0)

Thumbnails (0}

/Test 01-02-2017-10-39-21/HTML Report/index.html

Autopsy Forensic Report

Case: Test
Case Number: 221
Examiner: Test_user
Number of 1

Images:

Image Information:

image_case23.dd

Timezone:  Asia/Calcutia
Path: C:\Users\svpnpa\Desktoplimage_case23.dd

Figure: Autopsy Forensic Report
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4. \Windows Forensics

4.1 Windows Forensics and Its Importance

Microsoft Windows is a graphical user interface (GUI) operating system that has been distributed
in various forms since 1985. Overtime, windows became the most common operating system that
was installed on a computer system. Each version has brought changes to the user interface, though
not all have been popular. Each version has had different ways of storing data that is of forensics
value to the examiner.

An artifact refers to anything man-made — a Windows artifact, for the purpose of computer
forensics, is evidential data that is automatically saved by the windows operating system as a result
of a person interacting with or using the computer. It does not refer to the default files that saved
to the computer on install — most of which may have no bearing on an investigation.

4.2 Artifacts in Windows PC
% Shell Link Files
A “shell link file” is more commonly referred to as a Link file or shortcut. It is a special file that

contains “links” or “pointers” to other resources, for example, programs, data files, folders, and
printers, They provide a powerful and convenient way for users to gain quick access to frequently
used programs and files, They are most often implemented via icons on the desktop or items
presented from a menu such as Windows Start Menu.

During an examination of a Windows system many Link files (Ink) will be found. These files
contain some very useful information about the target file including:

e File MAC Times.

e FileSize.

e Volume Details - Serial Number, Label.
e Original File Path.

The information within a link file can vary depending on:

e Version of Windows was in use.
e If the link file was created by an application / user / 0S.
e File system of target file.

The best thing about a Link file is that it will often demonstrate a user's knowledge of a file, and
their interaction with that file. The file structure is quite complex, but well documented online.
Two useful and free tools for parsing Link files are; Simple File Parser by Chris Mayhew —
https://code.google.com/p/simple-file-parser/ ,

In the example in Figure 5.1 below, we can see that we are looking at a Link File that was found
on our suspect user profile’s desktop, and has the file name “Image Magick Display.ink’, but it is
actually pointing to the folder at “C:\Program Files\ImageMagick-7.0.10-Q16\imdisplay.exe”

©CYBER X, SVPNPA HYDERABAD 28


https://code.google.com/p/simple-file-parser/

Cyber Crime Investigation Manual Volume- 111

» Simple File Parser v1.5.1

File  Help
Ink Resutts - 1 Prefetch Results  Jump-List Results (Beta)  $130 Results
Export  Options

LMK File
. ) LNK File Access L
LMK File Name Linked Path ?Esglc;n Time Time (Local) T

ImageMagick Display Ink C:\Program Files‘\ImageMagick-7.0.10-316\imdisplay exe 16-04-2020 12:34:28 | 16-04-2020 12:34:28 | 16

£ >
1 Ink files parsed. Take taken: (.1180078 seconds.

Figure: Link File Example
It is important to understand that the times stored within a Link file relate to the actual target file

- and they are stored in FILETIME format and are UTC.

In Figures 5.2 and 5.3, the tool Simple File Parser is displaying MAC times for the link file itself
(taken from the file system) and the MAC times for the target (parsed from the link file itself).
There is a minor bug with this tool that it says (Local) under the embedded time, which is incorrect
-itisUTC.

Simple File Parser v1.5.1

File  Help
Ink Results -1 Prefetch Results  Jump-List Results (Beta) 5130 Resuts
Export  Options

LNK File .
) ) LMK File Access LMK File Written
Linked Path ﬁ_fggﬁ” Time Time (Local) Time (Local)

C:\Program Files\ImageMagick-7.0.10-316\imdisplay.exe 16-04-2020 12:34:28 | 16-04-2020 12:34:28 | 16-04-2020 12:34:28 |

< >
1.Ink files parsed. Take taken: 0.1180078 seconds.

Figure: Link File MAC
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/" Simple File Parser v1.5.1

File  Help
Ink Results -1 Prefetch Resuts  Jump-List Results (Beta) 130 Results
Export  Options

. Embedded Embedded Embedded )
LMK File Access LMK File Written . . File Size Server Share
h ; Creation Time Access Time Written Time "
Time (Local) Time (Local) (Local) (Local) (Local) (Bytes) Path

16042020 12:34:28 | 16042020 12:34:28 | 16:04-2020 07.04:18 | 16-04-2020 07.04:18 |06-04-2020 14:48:26 | 173632 e

< >
1.Ink files parsed. Take taken: 0.1180078 seconds.

Figure: MAC for target from link file content

In the example above, the folder C:\Program Files\ImageMagick-7.0.10-Q16\imdisplay.exe was
created at 16 April 2020 at 12:34:28 UTC.

A link file's embedded time becomes very powerful when the examiner can cross check the MAC
times of the target within the file system to those within the link file ~ any file system date and
time entries that are after those embedded within the link file show that a user has interacted with
the file.

There are many forensic implications relating to the content of these files. The Volume Serial
Number can be used to tie a specific thumb drive, USB drive, memory card or other removable
media to a specific computer system. The MAC address can be used to identify a single computer.
Even if MAC spoofing is used, the original MAC will still be inside the Link File.

By default, when a file or document is opened in either by double clicking, or using a programs
File > Open dialog, a link (ink) file is created in the Recent folder. Table 5.1 provides the location
in Windows XP, Vista,7,8 and 10 operating systems.

In a Windows XP system, the files are displayed in the Documents item on the Start Menu,

Location found Windows version
C:\Documents and Settings\ %Username%)\Recent XP

C:\Users\%Username%\Appdata\Roaming\Microsoft\Windows\ | Vista, 7, 8, 10

Recent
Table: Link File Location

Figure 5.4 shows the recently accessed files. Typically, the start menu will only show the ten most
recent items (though this can be changed in the Start Menu properties), but the actual recent folder
will contain a link file for every user file that has been recently opened.
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Figure: Recent items as seen in Windows XP

It is possible for a user to clear the list, which clears the start menu and all the link files are deleted
by using the Clear button located on the Start Menu Programs tab of the Taskbar Properties dialog,

as shown in Figure 5.5.
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Customize Start Menu

General | Advanced

Start menu settings

Open submenus when | pause an them with my mouse
Highlight newtly installed programs

Start menu tems:
[ Cortrol Panel H
() Display as a link
{(*) Display as a menu
() Dont display this tem
Enable dragging and dropping

[] Faverit
— Ry [v]

Recent documents

Select this option to provide quick access to the documents you
opened most recently. Clearing this list does not delete the documents.

List my mast recently opened documents

| ok || cancel |

Figure: Clear XP recent Folder
In Windows Vista, 7, and 8 the files are displayed in “Recent Items”, which is a virtual folder

when viewed with Windows Explorer. Shortcuts appear to be the actual file as they show the file
extension of the target, as seen in Figure 5.6. In reality, this is not the case, the folder is called
Recent, and the file extension is still * Ink.

e u
@l\-._.f .| = » Computer » Local Disk (C:) » Users » dino » AppData » Roaming » Microseft » Windows » Recent ltems
Organize
& Fovorites Mame Date modified Type Size
[ Desktop | Chirysanthemurm TAB/1012:48 PM Shortcut 4 KB
& Downloads =/ Lighthouse 1/18/201012:48 PM  Shortcut 4 KB
= Recent Places ¥ MNetwork and Internet 7/18/201012:52 PM  Shortout 1 KB
sample Pictures TA18/2010 1248 PM Shomcout 2 KE
w4 Libraries 82, User Accounts and Family Safety 7/18/201012:31 PM Shortcut 1 KB
SiypspreeETeery

Figure: Virtual Folder “Recent items” as seen in Windows Explorer

In a Windows 7 system, the parent folders from recently accessed files are displayed in Recent
Places, as shown in Figure 5.7.
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@ - L.J* » Recent Places
Organize v
s Favorites Name Date modified
Bl Desktop | Pictures 5/30/2010 10:07 PM
4§ Downloads . Drafts 5/30/2010 10:07 PM
5 Dropbox . Music 5/30/2010 10:05 PM
| Recent Places § CV 5/30/2010 5:07 PM
. New 5/30/2010 5:04 PM

Figure: Recent Places in Windows 7
The start menu in Windows 7 operates differently to XP. Displaying Recent Items in the start
menu from the shell link files is actually disabled by default - even though the link files are still
created in the recent folder. A separate entry called Recent Items can be enabled by the user in

Windows 7, as shown in Figure.

2= Wicrosoft Office Word 2007 g

— . _ Eric Geier
w Microsoft Office Outlook 2007

Microsoft Office FrontPage 2003

TightVNC Viewer

“E e (PR ) 2009-08-13-Wi -Setu e
. Recent ftems -08-13-Windows-7-Setup-Choose-Edition
% Snipping Tool ——— E}'J cp_access_points
Computer Eﬂ cp_expr
@] cp_logintimes
Control Panel EF cp_logsl

FileZilla Eﬂ cp_user_accountsl

Devices and Printers @J cp_user_accounts2

Documents
Pictures

Music

Calculator

Bl Windows Virtual PC
L-~}J {ndows Virtua Default Programs y - .
-1196 - Eric Geier

,5/3}5 Paint Help and Support ial - 1196 - Eric Geier
ial - 1196 - Eric Geier

5' Getting Started al - 1196 - Eric Geier
-1196 - Eric Geier

‘ > AllPrograms | [E¥ Windows XP Mode

(BN WinVista

Figure: Recent Items in Windows 7
The user can enable it in the Start menu options in Windows 7 and determine how many items to

display, as shown in Figure, However the same option does not exist in Windows 8. In Windows
8 the Start menu, as it previously existed has disappeared, but the link files are still created in the
recent folder.
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Customize Start Menu &
You can customize how Inks, icons, and menus look and behave on the
Start menu,
~ .
Desplay as a ink

9 Display as & menu
Don't display this item T
i Connect To
8 Control Panel
‘ 9O Display as a ink
Display as a menu
‘ Don't display thes item
Default Programs
v| Devices and Printers
= Documents
Q) Display as a ink
Display as a menu
Don't display thes item
J| Enable context menus and dragong and dropping
Favorites menu
Desolav as 3 Ink

Start menu size
Number of recent programs to display: 10 =5

| Use Default Settings - | Cancel

Figure: Recent Items start menu settings in Windows 7
Recent item *.Ink file creation can be disabled by the user. It can be done for an individual user in

their NTUser.dat file at:

Software\Microsoft\ Windows Current Version\Policies\Explorer\No Recent Docs History
with a dword value of 0000 0001.
Recent Items link file creation can also be disabled in the computer security policy:

Computer Policy\User Configuration\Administrative Templates\Start Menu and Taskbar\Do not
keep history of recently opened documents.

Windows 10 ushered in a rebirth of the Start Menu however the recent items option is still not
available in the Start Menu. Rather the recent items are more integrally tied to Windows Explorer
and their “Quick Access” view as seen in Figure 5.10 below. This view has a default of 20 Recent
Files although the operating system will contain additional Link files in the above described recent
folder.
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{ - = | File Explorer = ~ X
“ Home Share View e
T s > Quickaccess > v O Search Quick access o)
v 3 Quick access l 4 Frequent folders (4)
"' Dowmioads g Downloads _ Documents
s Documents » This PC & ThisPC
s * 4
& Pictures <
Bl Desktop > 4 Pictures Desktop
{====| This PC This PC
» @& OneDnve e - *
> B8 ThisPC :
=% 4 Recent files (4)
> ¥ Network
MM Open Settings Windows 10 Step3.png This PC\Pictures
, o Homegroup _': Open Settings Windows 10 Step3.png This PC\Pictures
Change the color of Start menu step8.PNG This PC\Pictures
- ; Change the celor of Start menu stepb.PNG This PC\Pictures
8 items 2z &=

Figure: Windows 10 default Quick access view with recent files and frequent folders
In Windows 10, the Explorer also gives users the option to exclude recent files from view in “quick

Access". This option turns off the view within Windows Explorer Quick access, but the Operating
System still collects the Link files in the recent folder.

The standard folder options window in the General tab allows users to exclude files and frequent
folders independently. It also gives users a very quick way to clear all link files from the Recent
Items folder as seen in Figure below.

Folder Options

General  iew  Search

Open File Explorerto: |GQuick access ~
Browse folders

(®) Open each folder in the same window

=

(") Open each folder in its own window

Click tems as follows

() Single-click to open an item {point to select)
j Underine icon titles consistent with my browser
Underine icon titles only when | point at them
(®) Double-click to open an item (single-click to select)

Privacy

w}—__l [ Show recently used files in Quick access
= Show frequently used folders in Quick access

Clear File Explorer history Clear

Restore Defauls

Canca | (105685

Figure: Windows Explorer Folder Option
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s Jump Lists
Windows 7 introduced a new feature called “Jump Lists”, which are essentially a list of recent
files that have been opened (or attempted to open) by a particular application. It is like the “Recent”
folder, except that each list only applies to one program.

This artifact often provides significant insight to user activity and be especially beneficial if Link
files in the Recent folder have been deleted, or even if the application has been deleted. It is
possible the most under-utilized and yet most valuable artifact to the forensic investigator, as it
proves user knowledge of a file through their interaction with it.

Observe in Figure 5.12, the start menu on the left shows that there are two documents that are in
the Recent history for Microsoft Word 2013. However, the same start menu shown on the right
shows that Recent Items is empty, and indeed, the Recent folder displayed at the bottom of Figure
12 is indeed empty. This is because the shortcuts for an individual program are stored in Jump List
files, rather than shortcuts in the Recent folder.

l E l = || Windows

File Home Share View

<« v o | > svPnPA 5 AppData » Roaming » Microsoft » Windows

MName Date modified Type

# Quick access
. Account Pictures -03-2020 23:45 File folder
OneDrive B cCloudstore 9-03-20 File folder
B Libraries 06-04 File folder
l Metwork Shortcuts 3 B File folder
!"" Metwork . PowerShell 3 019 3 File folder
l Printer Shortcuts ! File folder
ﬁ Recent ltems | 5 File folder
B sendto 5-04-2020 13:08 File folder

B This PC

Fgure: Windows Jump list and Recent Items
Clearing the items in the Recent folder does not eliminate the Jump List data unless the user first

reveals the hidden folders containing the Jump List data and manually deletes them, which is not
easy as they are "Super Hidden”.

‘There are two main types of Jump Lists:

1. Automatic - this Jump List is automatically populated by the system. It records information
about file usage and stores that information in destination file associated to the program used to
open the file.

2. Custom - this Jump List is maintained by the individual application and can provide a list of
tasks specific to the program menu along with custom defined categories.

Jump List data for all applications is stored in the users’ profile in the path:

%User Profile%\ AppData\ Roaming Microsoft\Windows\Recent
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When this folder is viewed in Windows Explorer, nothing unusual is noted, as shown in Figure
5.12. However, when this folder is viewed with a forensic tool, additional folders appear:

%UserProfile%\AppData\Roaming\Microsoft\Windows\Recent\AutomaticDestinations.
%UserProfile%\ AppData\Roaming\Microsoft\Windows\Recent\CustomDestinations.

Figure below shows the recent folder with the folders Automatic Destinations and Custom
Destinations visible.

'E AccessData FTK Imager 4.2.0.13

File View Mode Help

& %o agEYEs mE A OB [wER R,

Evidence Tree # | |File List ®
&) Speling N A MName Size Type Date Modified 2
E :S ?i:;ﬂf:mmas AutomaticDestinations 1 Directory 21-03-2020 15:52:55
A3 UProof CustomDestinations 1 Directory 16-04-2020 08:3%:39
-4 Vault | 18130 512 NTFS Index All..  11-03-2020 18:15:53
=D Windows 4| desktop.ini 1 Regular File 11-03-2020 18:1%:53
:S 2;32:‘0’:‘:”“ ¥] 1 USBWiiteBlocker (2).... 5130 INDX Entry
) Ubraries %] 160451-security-temp... S130 INDX Entry
-3 Network Shortcuts X| 3 day Course on Cybe... 5130 INDX Entry
-3 PowerShell X 3 Process Explorer.Ink 5130 INDX Entry
~{3) Printer Shartcuts %] 3PROCE~1.LNK $130 INDX Entry
S Recent %] 5 Win IP Config.Ink $130 INDX Entry
S é‘::::[;:;:::i:m 5] SWINIP~1.LNK S130 INDX Entry
.5 NDCRTC o ] ACBACA-T.LNK $130 INDX Entry
< 3 ¥ | accumulator (5).Ink $130 INDX Entry v

0030 00 00 00 O1 00 OO0 O0-00 10 00 00 01 00 OO
10|10 00 00 00 FO 00 OO0 O0-FO 00 00 00 00 00 OO O
Evidence:File System|Path|File Options 20|34 BO 04 00 00 00 O 00-68 00 58 00 00 00 OO O
30|39 BO 04 00 00 00 06 00-5B 3B 02 A6 1F 9D D4
40|R9 89 02 A6 1F 5D D4 01-C9 BO 02 R6 1F 9D D4
50|SB 3B 02 A6 1F 9D D4 01-50 00 00 00 00 00 OO O
€0|4B 00 00 00 00 00 OO0 O0-06 00 00 00 00 00 OO O
70|0B 03 €4 00 €5 00 73 00-€B 00 74 00 €F 00 70 O
80|2E 00 €9 00 6E 00 &9 00-3B BO 04 00 00 00 06 O
90|68 00 56 00 00 00 OO0 00-39 BO 04 00 00 OO0 06 O
a0 |C9 BO 02 A6 1F 5D D4 01-DF D7 02 A6 1F 9D D4
b0 |DF D7 02 &6 1F 9D D4 01-CY BO 02 A6 1F 9D D4
0|00 10 00 00 00 00 OO0 00-5B 05 00 00 00 00 OO O
d0 |20 00 00 00 00 00 OO0 OO-0R 03 74 00 €1 00 72 0
20|67 00 €5 00 74 00 2E 00-6C 00 €E 00 B 00 00 0
< >||£olo0 00 00 00 0O OO0 OO OO-10 00 00 00 02 OO0 OO O

Custom Content Sources ¥

New |Edit Remove Remove All |Create Image

Custom Conte... | |\cyrsor pos =0

Creates a new disk image MUM
Figure: Jump list folder
The recent item data from the Jump Lists populate these two folders. Each program will have its

own file name, referred to by its “Jump List ID”” and may have both an Automatic Destinations-
ms and Custom Destinations-ms file. By examining each file with a text editor, it can be
determined which file links to which program's Jump List entry.

More jump list IDs can be found at http://www.forensicswikiorg/wiki/List of Jump List IDs. This
is not an exhaustive list, and a program's Jump List Id will often change each (program) version
update.

A Jump List is an Object Linking and Embedding (OLE) compound file. It is a container that
defines blocks that are assigned to a stream using multiple allocation tables, and is not unlike the
FAT file system. There are two main parts to a Jump List - the Destination List (Dest List) and the
Link Files themselves. ‘The Dest List is a brief listing of all items in the Jump List, their path, date
and time and the entry number for each item. This view is useful to try and find a specific item.
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There will also be a more detailed entry for each file in the Jump List, which contains the same
information as a Link File.

Most major forensic tools will parse Jump List content; however, a useful free tool is available for
examining automatic custom lists, called Jump Lister:

http://www.woanware.co.uk/forensics/jumplister,

Figure shows Jump Lister displaying the Destination List.

IS

2 Jumplister
File Tools Help
=&
File Name Application
12dclea8e34b5a6.automaticDestinations-ms  Microsoft Paint 6.1
2F: 506 bytes “|| No.  NetBIOS.. Date/Time MAC (New) Timestamp (New) MAC (Birth) Timestamp (Birth) Data
: ;E 55%66 l:)ytes 1 c3_lab2 23 December 2016 07:51:14  ec:bl:d7:2d:33:36 25 November 2016 10:54:11  ec:bl:d7:2d:33:36 25 November 2016 10:54:11 IANDCRTCl.pn
20, '432 bytes 10 21 January 2017 05:20:24 01 January 0001 00:00:00 01 January 0001 00:00:00 C\Users\ndcrtc
27: 135 byt:z 1 21 January 2017 05:21:11 01 January 0001 00:00:00 01 January 0001 00:00:00 C\Users\ndcrtc
lB.' 490 b);es 12 c3_lab2 27 January 2017 12:07:11 ec:bl:d7:2d:33:a6 27 January 2017 04:12:35 ec:bl:d7:2d:33:a6 27 January 2017 04:12:35 C\Users\ndcrtc
1/_\: 642 bytes 13 27 January 2017 12:07:45 01 January 0001 00:00:00 01 January 0001 00:00:00 C\Users\ndcrtc
25: 490 bytes 14 c3_lab2 12 September 2017 07:40:47  00:0d:09:50:24:8% 17 February 2017 06:33:02  00:0d:09:50:24:89 17 February 2017 06:33:02  C:\Users\ndcrtc
114: 490 bytes 15 17 February 2017 07:48:50 01 January 0001 00:00:00 01 January 0001 00:00:00 Ci\Users\ndcrtc
. 22: 474 bytes 16 c3_lab2 24 February 2017 06:15:40  00:0d:09:50:24:89 24 February 2017 05:52:32  00:0d:09:50:24:89 24 February 2017 05:52:32  C:\Users\ndcrtc
1F: 477 bytes 17 c3_lab2 24 February 2017 06:49:46  00:0d:09:50:24:89 24 February 2017 05:52:32  00:0d:09:50:24:89 24 February 2017 05:52:32  C:\Users\ndcrtc
1E: 597 bytes 18 c3_lab2 16 March 2017 09:11:45 00:0d:09:50:24:89 16 March 2017 04:52:32 00:0d:09:50:24:89 16 March 2017 04:52:32 C:\Users\ndcrtc
-1C: 474 bytes 19 16 March 2017 09:12:10 01 January 0001 00:00:00 01 January 0001 00:00:00 C:\Users\ndcrtc
18: 2414 bytes 1A 21 December 2017 04:36:57 01 January 0001 00:00:00 01 January 0001 00:00:00 H:\Parmesh\Ne
17: 493 bytes 1B c3_lab2 21 December 2017 04:37:58  00:0d:09:50:24:89 19 July 2017 09:03:42 00:0d:09:50:24:89 19 July 2017 09:03:42 C:\Users\ndcrtc
16: 482 bytes 2l 1c c3_lab2 04 April 2017 08:47:52 00:04:09:50:24:89 04 April 2017 06:30:11 00:0d:09:50:24:89 04 April 2017 06:30:11 C:\Users\ndcrtc
Figure: Jump list content
Within each of the data streams is a Link file, and as such, the same information can be found

including: The Created and Modified Timestamps, the Serial Number of the volume the item was
located on, the type of volume and the full path. This information is extremely useful to tie a piece
of removable media that contains evidence not only to the exhibit computer, but also to a specific
user account. Figure 5.15 shows the details stored in Jump List entry 13 when viewed by Jump

Lister.
Ly Jumplister
File Tools Help
| &
File Name Application
12dc] eaBe34b5s6 automaticDestinstions-ms  Microsoft Paint 6.1
Root Name Value
fB: 6?:7 bytes Common Network Relative Link (Flags) ValidNetType
i::&::’:r Common Network Relative Link (Device Name)
; éF' 05 b;t“ Common Network Relative Link (Net Name) WC3_LAB2\Users
. &5
WER a
2: 506 bytes Common Network Relative Link (Network Provider Type) 131072
2D: 506 bytes Common Path Suffix ndcricl\Desktop\course.png
29: 432 bytes Local Base Path C:\Users)\
27: 485 bytes Working Path
1B: 490 bytes Arguments
1A: 642 bytes Flags VolumelDAndLocalBasePath, CommonNetworkRelativeLinkAndPathSuffix
25: 490 bytes Attributes Archive
14: 490 bytes Show Command Normal
22: 474 bytes Created Timestamp 24 February 2017 06:15:40
1F: 477 bytes Accessed Timestamp 24 February 2017 06:15:40
1E: 597 bytes Modified Timestamp 24 February 2017 06:15:40
1C: 474 bytes Drive Type Fixed
18: 2414 bytes Serial No. 1249810631
17:493 bytes Volume Name Windows
16: 482 bytes Machine ID A_lab2
A AT bytes New Volume ID JRANQdTc-Secl -4134-8157-F1154928674c
Figure: Jump list entry content
Windows 7
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By default, Jump Lists are enabled in Windows 7, and will display up to the last ten files opened
by an application. It can be disabled by the user in the Task Bar and Start Menu Properties, as
shown in Figure 5.16. Although it only shows the last ten items, many more are recorded in both
the Recent Folder and the Jump Lists,

ol Taskbar and Start Menu Properties @ Customize Start Menu @
J‘ Taskbar [ start Menu [Toolbars | You can customize how links, icons, and menus look and behave on the
I Start menu.
To customize how links, icons, and menus look and ] Computer]

]

behave in the Start menu, dlick Customize. @ Display as a link

) Display as a menu
) Don't display this item
[¥] Connect To
Privacy [#% Control Panel
@ Display as a link
() Display as a menu

m

Power button action: [Shut down v]

[¥] Store and display recently opened programs in the Start menu

[¥] Store and display recently opened items in the Start menu and the ) Don't display this item
taskbar Default Programs
[¥] Devices and Printers
< Documents

@ Display as a link
@) Display as a menu
) Don't display this item
% Downloads
) Display as a link -

Start menu size

Number of recent programs to display: 10 (%
How do I change the way the Start menu looks? Number of recent items to display in Jump Lists: 10 (£
——r o) o
Figure:  Jump list entry
content
Windows 8

Jump Lists remain enabled by default in Windows 8, and have been evolved for the Start
Experience. A feature called Secondary Tiles also utilizes Jump Lists, where a user can pin a new
tile to the Start Experience for a part of a metro app. An example may be a pinned tile for a specific

web site, The Taskbar properties has a new Jump Lists tab for all settings in Windows 8, as seen
in Figure 5.17.

Taskbar Properties -
Jump Lists | Toalbars
Mumber of recent items to display in Jump Lists: =
Privacy

Store recently opened programs
Store and display recently opened items in Jump Lists

Figure: Windows 8 Jump list setting
Windows 10
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Jump lists are enabled by default in Windows 10 and users still have the ability to disable their
use in the Start Menu and on the Taskbar. In Windows 10, the binary structure of the destination
list has changed slightly which has created issues for some of the tools described above. The
destination list and Link files are still viewable with a compound file viewer and with most major
forensic tools.

Also, in Windows 10, Microsoft has added functionality with Windows Explorer tying into the
Jump Lists, specifically the “Frequent Folders” view in “Quick Access”. The file with the Jump
List ID "01b4d95cf55d32a”, is the location utilized by Windows Explorer to populate the Frequent
Folders viewed. Within the Frequent Folders Jump List a user can pin folders to Quick Access,
manually adding data to this Jump List, and/or the Operating system will track 4 folders
automatically which the user frequently interacts with.

When a folder is manually pinned to the Frequent Folders view, it is given a pinned status and
location. The order is logically first at the top left then reading to the right. Shown in Figure 5.18
is the pin order, 1 will begin at the top left of the Windows Explorer Frequent Folders.

SpzlD Lirked P=th Velume Neme Velume Sadal Moeber  Tanges MetB30S Ma_ Azcessed Court Pirt Seatus

I e ColsesiBiuders  Doskice One mere folder TIDESTANIE ACVZCDFT lartcpdl2 M Hiet Firvned
2 [bad55el554%0 Cillsers Swedert '\ Desddep' Ragiddsy Praches THEESTIIE AC1ZCDEY bpicpl12 57 Nzt Proed
21 DSt CAllsers" Studert\idecs TIRESFALOE ADALDET apopliz 1 e onder 1
17 f0tosd85dEndln Chllgers* Sludent Dovrioads TNEESIHE ADVECDFEY laptapdl2 15 P peder 2
22 {01o4d38I55d32 2 b Finoederd
12 10b4ei555d Gl tear Sruden Deskrap TIOGETINE ATIECOFT laptop12 17 Fnogeder 4
0 i01bad8555d e CAlbsars " Siudant '\ Documents: TINOEST300E ADTHCORT lzpban012 o1 Pinomder §
15 i01b4dS6fi5d3Ea Ci\Users' Studemt\ Picturea TOS57INE ATVCOFT leplon0l2 1 Priomder §
16 f0bedS5fESg 00 S Usere Sutent Deskion tnicavefan THCSETIME ACVZCOFT laptopD13 3 Pnomer 7
15 FDIbed55E54 32 CUs e Student Deskon \ Newr folder Ti0&57I00E ACIEDFF lzmeall2 a Pin order B
14 FeSdS5cfasdiia CiUse  Sludert . DeskiopFAT Frachzzl TNCOESTI0IE AC1CDFT ladep(12 i Pin ondar §

Figure: Windows 10 frequent folders pinned status
The automatically pinned folders displayed are populated using the access count in the Jump List.

The access count has not proven to be completely reliable for an actual count of access by a user,
however it does show interaction with folders and the access count typically increases with more
frequent use, but this is not always 100% accurate.

During testing it was also determined that the highest Access Count was not always automatically
pinned, however the folders automatically pinned always came from the highest part of the list.
The Jump List also tracks additional folders accessed, which are not pinned nor automatically
displayed by Windows Explorer. The “Frequent Folders" view may also continue to show folders
to the user that he/she has already deleted.

¢ Recycle Bin
The Recycle Bin was designed by Microsoft to protect user's data from accidental deletion, and to
protect users from themselves, by “recycling” unwanted files instead of deleting them, as shown
in the Delete File confirmation dialogue - “..move this file to the Recycle Bin?”, in Figure 5.19.
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Delete File [
L Are you sure you want to move this file to the Recycle Bin?
2
e products.bd
Type: Text Docurmnent
Size: 0 bytes

Date modified: 11/28/2009 11:26 PM

| Yes %J | Mo |

Figure: “Delete” File warning
The Recycle Bin is a series of hidden system folders that contain the unwanted files. When a user

“deletes” a file in Microsoft Windows, the file content is not deleted or moved. The directory entry
is moved (FAT) or the SMFT entry is changed (NTFS) to show that the file is now located in the
Recycle Bin.

A Recycle Bin is only created on volume marked as a Fixed Disk (non-removable). The on-disk
format and operation of the Recycle Bin is affected by two things - the version of Microsoft
Windows and the file system in use. The effect of the files system is the same on all versions of
the Microsoft Windows Operating System:

e OnaFAT volume, all Recycle Bin files are stored under the root folder.

e Onan NTFS volume, the first time a user deletes a file, a folder is created under the Recycle
Bin, and is given a file name which is the user's Security Identifier (SID). Everything that
is deleted by this user account is then placed under this folder.

The SID is the same as used in Registry, and can be matched to the user’s name in the Registry
Key:

HKLM\SOFTWARE \ Microsoft\WindowsNT\CurrentVersion\ProfileList.

A Recycle Bin that Contains multiple SID's with different domain or computer identifiers indicates
the volume may have been connected to multiple Computers, or accessed by users from different
domains.

In all versions of Windows, pressing Shift+Delete will bypass the Recycle Bin, and the files will
be marked as deleted in the file system, as shown in the Delete File confirmation dialogue
“...permanently delete this file?" in Figure 5.20 - note that there is no Recycle Bin icon in this
window.
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 Delete File

Are you sure you want to permanently delete this file?

Excel Sheet.xlsx

Type: Microsoft Excel Worksheet
Size: 8.54 KB

Date modified: 3/14/2011 3:11 PM

Figure: “Delete” File warning
In Windows XP, the Recycle Bin is actually a hidden system folder in the root of the volume. The

folder name is dependent on the file system:

e “Recycler” on NTFES volumes - %drive letter%\Recycler\%SID%\
e “Recycled” on FAT volumes - %drive letter%\Recycled\

By default, the Recycle Bin can grow in size up to ten percent of the volume size. Any files/folders
that are too large for the Recycle Bin will be deleted. Figure shows the Recycle Bin on an NTFS
volume, with two SID's.

® ccessData FTK Imager 2,6.1.62
Fie Yew tode Heb

aa acd Ba e B JE ?b}xar;'k? 2.
] -

184245216226 727241 A Name | sze | Type Date Modfed |
Occuments and Setng: &) ettt 1KB Regla Fle 11232009 5:3...
1336 & desHop.ni 1KB Regude Fle 14{29/2009 5:3...
PlagrenFlts oz 1KE Regus Fie 11{29/2000 5:3...
RECYCLER = 02 Fleslk KB Fle Slock

) S 1-521-16148557531553966344-1 243024031 -50)
] 51 22 TS 37 2 R SbAB 118523330651 1802 003 Y
< >

h\.\PﬂfSlC&LDRI\’EOJPattm 1 [130033MBYMONAME [NTFS)/[root IRECYCLER5-1-5-21-2114533720-36481 13523-3306911£02-1003 I

Figure: user-1003 Recycle Bin Files
The SID’s in the Recycler shown in Figure 5.21 have different domain/computer identities. This

can mean that the volume has been connected to more than one computer or that the volume has
been connected to one computer, where a user with a domain account has recycled files and a local
computer account have recycled files.
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Figure: user — 1003 User Profile Path
By default, Windows creates a Recycle Bin folder on each non-removable drive it

connected to the system. The recycle bin located on the Desktop shows files deleted from all non-
removable volumes on the system. Microsoft maintains an INFO2 file within each \Recycler
folder, which contains the original path of the deleted files.

When a user or Windows compliant application deletes a file, three things occur - with slight
differences for each file system:

1. NTFS - The File Record is changed to show a new parent SMFT record number for the folder
with the account SID - \\Recyclen\%SI1D%.

FAT - The first character of the file name is replaced with OXE5 to show the deletion.

When a directory is deleted on a FAT volume, the parent directory entry is marked as deleted by
replacing the first character in the directory name with OXE5. The file names within the deleted
directory are NOT changed.

2. NTFS - the file name is changed.

FAT - A new directory entry is created for the file in the \Recycler folder. With the exception of
the file name, the new entry in the \Recycler folder contains the same file attributes, file
dates/times, and starting cluster number as the original entry.

3. A new entry is added to the INFO2 file located in the \Recycled (or \Recycler\%S1D%) folder.
800 bytes are allocated for each entry in the INFO2, which contains:

e Date and time of deletion.
e File Size.
e It's index number in the recycle bin (its order in the recycle bin)
» lis assigned to the first file,
» 2 to the next,
> etc.
e The Path and original file name of the file deleted to the recycle bin.

XP Recycle Bin File Name Rules:
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The file name for the new entry in the \Recycler folder follows a very specific file naming
convention. This naming convention is:

e Drive letter,
e File number,
e Original file extension.

Take for example, the file C:\My Pictures\bomb diagram.jpg. If this was deleted to an empty
Recycle Bin, the new file name would be:

DC1JPG - Drive C, first file deleted, JPG extension retained.

If the file D:\Secret\Payments.xls was Recycled and the user’s SID folder already contained four
files, then new file name would be:

DDOS.XLS - Drive D fifth deleted file.

When the Recycle Bin is emptied, if the last file in the recycle bin was entry number 10 and the
bin was emptied, the next deleted file sent to the recycle bin would be 11. If the user empties the
bin and logs off, the count is reset to 1.

EMPTYING THE RECYCLE BIN

If an individual file is removed from the Recycle Bin, (it is restored, or deleted) the first character
of the ASCII path in the INFO2 file is changed to 0x00.

If the entire Recycle Bin is emptied, Windows, resizes the INFO2 file to 20 bytes and modifies
the Desktop.ini file. It should be noted that even though the INFO2 file has been resized, the
previous entries, or portions thereof, may be recoverable.

The modified date of the file desktop.ini is a good indication of then the Recycle Bin was emptied.
SRECYCLE.BIN — VisTA,7,8 AND 10

There has been a significant change to the way Windows Vista\7\8\10 stores deleted files. The
Recycle Bin is still a hidden system folder but the name has been changed to $Recycle.Bin.

As with Windows XP, it is configured for each logical drive and is not created on drives marked
“removable”. The folder name for the Recycle Bin has been renamed, and is the same for both
FAT and NTFS file systems:

o FAT - %drive letter%\$Recycle.Bin\.
e NTFS - %drive letter%\Recycle.Bin\%SID%\.

The first notable change is that the individual SID (user folder) is created when a user logs on for
the first time. The most significant change is that the $Recycle.Bin uses a set of paired files to
track one deleted item.
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FILE DELETION

When a file is deleted, the original directory entry is still marked as deleted in the same way in
FAT, or if it is NTFS, the $MFT is changed in the same way as described during an XP Recycle
function.

This original file becomes the first of the paired Recycle Bin files, and is renamed “$Rxxxxxx” -
$R followed by a random six alphanumeric character file name. The extension from the deleted
file remains the same. This file contains the content of the original file.

Example >>> MyPicture.jpg — will become - - - - $R123456.jpg

The second paired file is an administrative file and the file name is starts with $I, then has the
same random six characters as the $R and the extension - - - $1123456.jpg.

This file is 544 bytes long, in Windows Vista,7 and 8, but in Windows 10 the file uses additional
values to determine the length of the file path and name, only using what is necessary. The $I file
tracks the deleted file’s time of deletion (offset 0x10) and the full path to the original location.
There are few differences with regard to Windows Vista, 7,8 and Windows 10, however there are
two main differences to keep in mind. The first change is that the header of the $I file changed
from 0x01 00 00 00 00 00 00 00 to 0x02 00 00 00 00 00 00 00. The second change is that the $I
file now tracks the length of the file path and name so that it doesn’t have to assign 544 bytes to
each $1 file. Figure 5.24 shows the $R and $1 files.

\\ AccassDataFTKImager:‘;.LO.lSlJ o/ 8%
File View Mode Help
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]’-5 :gﬁ:‘ _ BE)sRQZESSA.doc 13 Regularfile  28/02/201312:..
3 ) SRECYCLEBIN + ]SIQZESSA.docx 1 RegularFile 28/02/201312 -

- §-1:5:21-176321103¢-3173185388-3135134356-1001 — [000 01 00 00 00 6O 00 00 60-EL 31 0C 00 00 00 00 00 -------- TR

@) 5-1-5-21-2388807384-2560963716-4158084124-2122 01040 A4 &8 28 4B 15 CE 01-4& 00 3% 00 5C 00 57 00 @xh(X-I.F-: -\ -W-
-8 SSecure 026 6F 00 72 00 68 00 5C 00-54 00 &F 00 6F 00 20 00 o-r-k-\-T--g- -
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For User Guide, press F1 [ fwmi

Figure: $Recycle.Bin $I file content
The data structure for the $I file in Windows Vista,7 and 8 is given in the table 5.3

Offset | Length Description

0x00 8 bytes File Header

0x08 8 bytes Original File Size in bytes

0x10 8 bytes File Recycled Time (FILETIME - UTC)
0x2071¢ | ~ Original File Name and Full Path - Unicode

Table: $I file structure

A $I file is shown figure 25
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Offset 0 1 2 3 4 5 6 7 8 9 A B C D E F

00000000 01 00 OO OO 0O 00O OO 00O E1 31 00 OO 00 00 00 OO al
00000010 40 A4 68 28 4B 15 CE 01 46 00 3A 00 5C 00 57 00 @h(K I F : \w
DO0DDD20 eF 00 72 00 6B 00 SC 00 54 00 6F 00 6F 00 20 00 o r k N T o o
00000030 oD 00 75 0D 63 00 68 00 20 00 57 00 6F OO 72 00 much Wor
00000040 6B 00 2E 0D 64 00 6F O0 63 00 78 00 00 00 00 OO0 k . doc X

Figure: $lI file content

The original file was F:\Work\Too much Work.docx. It was 0x31E1 (12,679) bytes long and was
recycled on 28 February 2013 00:32:58 UTC.

The data structure for the $1 files in Windows 10 is given in the Table 5.4.

Offset | Length Description

0x00 8 bytes File Header

0x08 8 bytes Original File Size in bytes

0x10 8 bytes File Recycled Time (FILETIME - UTC)
0x18 4 bytes File path length (in ASCII characters)
0x1C ~ Original File Name and Full Path - Unicode

Table: $I file structure

DIRECTORY DELETION

If a directory is deleted, then there will be a $R and $I entry in the Recycle Bin for that directory.
The $R will still contain all the sub-directories and files with their original (unaltered) names. The
directory (FAT) or INDX (NTFS) content remain unchanged.

EMPTY RECYCLE BIN
On removal from $Recycle Bin, the files are deleted but may still be recovered.

There has been a lot of speculation that Windows 7and 8 may deliberately over-write (wipe) files
that have been deleted after the Recycle Bin is emptied, or deleted files that have bypassed the
Recycle Bin. Before passing judgment on this theory, two points need to be taken into
consideration.

e While a Windows operating system is in a powered-on state, there is a lot of disk activity
on the system drive (C:\), even though there is no user interaction and it appears there may
be no applications open. But Windows Defender will be running, Windows Update may be
downloading patches, Windows Search is Indexing, in addition to all the system files that
Windows interacts with in the background.

e Due to the nature of NTFS, a $I record will be resident in the $MFT. Combined with the
constant disk activity, the $MFT entry is often reassigned quite quickly, making the $1
content unrecoverable. The same applies with the $SMFT entry for the $R record.

Microsoft Windows 7,8 and 10 do not deliberately wipe deleted files - regardless if they have been
through the Recycle Bin or bypassed it. Normal Windows activity on a running system will over-
write deleted files and make it appear that wiping is occurring. This is proven by running the test
on a non-system volume, or by using a large number of test files.
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Once the file records have been re-used, remnants of the file content can be carved from
unallocated space.

% RAM Files
Random Access Memory (RAM) is volatile (data not retained when power is removed), high speed
memory that is used by a computer system to store data for quicker access by the processor than
if the data had been retrieved from the hard drive. RAM is allocated in blocks, called pages, which
are typically 4096 bytes. The operating system manages the RAM, and allocates the RAM pages
to it, to running programs, and to files that are currently in use.

Windows uses special files on the hard disk for to help manage RAM, called virtual memory. This
virtual memory is used to enhance performance, by creating making the RAM appear larger or by
speeding up the shut-down / start-up process.

T

Drive Tools  Local Disk (C:) — O =
“ Home Share View Manage o
« “ “ in » ThisPC @ Local Disk (C:) v | O Search Local Disk (C:) 2
~ MName Date modified Type Size ~H
MSOCache 5/7/2014 8:38 PM File folder
Perflogs 10/ 51:48 AM  File folder
pgDatad3 26/201611:12PM  File folder
Program Files 29/2016 421 PM File folder
OneDri
@ OneDrive ProgramData 0166:42 PM  File folder
~ [ This PC Python27 016 11:13 PM  File folder
I Desktop Recowvery :25 PM File folder
& Documents SWTOOLS File folder
System Velume Information File folder
4 Downloads ]
Users File folder
d Music Windows File folder
=] Pictures autoexec Windows Batch File 1 KB
B videos BOOTNXT System file 1 KB i
=, Local Disk (C:) config.sys System file 1KB r
- H
= My_Passport (G: | END File | KB I
hiberfil.sys System file 2,748,592 KB |
- My_Passport (G:) El os 016 V Text Document 6 KB
=¥ Network pagefile.sys 29/2016 415 PM System file 3,670,016 KB
v swapfile.sys 5/29/2016 415 PM System file 262,144 KB W
27 items E‘ = |

Figure: Picture of Pagefile.sys

Pagefile

Windows uses a pagefile file(s) to hold parts of programs and data that do not fit in memory. The
operating system moves data from the pagefile to memory as needed and moves data out of
memory to the pagefile to make room for new data. On XP, Vista and 7 systems it is named
pagefile.sys. Windows 8 and 10 added a second virtual memory file named Swapfile.sys.

The pagefile is potentially a dynamite location to find data that the user does not know is still on
the disk. In fact, while running, the contents of pagefile are not accessible to the user. Although
the content is not formatted for easy reading, passwords, graphics, text files, file names, URLSs and
other valuable information is often found within this file.
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Figure 37 shows a .jpg image that was a screen shot of a Windows 7 start menu found in a pagefile.
A file does not have to be saved to the internal hard drive to be found in the page file - if it was
created on the computer and not saved, it may appear in the pagefile.sys.

By default, pagefile.sys is created in the root folder of the drive that holds the Windows system
files. The user can change the size of the pagefile, move it to a separate physical drive, spread it
across multiple disk drives or even disable it. The default file size of pagefile.sys will range
between 1.5 to 3 times the sizes of the physical RAM; however, the pagefile.sys file size will not
decrease.

When the system is shutdown, the paging file remains intact. However, the Registry key below
can be set to 1, in which case Windows will fill inactive pages in the paging file with zeros
whenever you shut down the system.
HKLM\System\CurrentControlSet\Control\Session_Manager\MemoryManagement\ClearPageFi
leAtShutdown.

Windows 8 and 10

In Windows 8 and 10, Microsoft utilizes two swap files, Pagefile.sys and Swapfile.sys to handle
the operating system demand on the RAM, as shown in Figure 44. According to Microsoft, the
Pagefile is utilized for RAM, and the Swapfile is utilized for swapping out applications - more
specifically for metro mode applications. Therefore, it increases the chance to finding important
artifacts from the swap file.

Fall AccessData FTK Imager 4.2.0.13 - =] X
Eile View Mode Help
B o Bna
esacaalBa -4 Om Ienee.
Evidence Tree Fide List

@ \\PHYSICALORIVED Name Size  Type Date Modif
‘ 1 Basic data pastbon (1) [43SMB)
EFT system partiion (2) [100ME) Virtual Machines 1 Directory 04/02/20M8 ..,
1 Macrosedl teserved partiton (3) [16M8) Windows 1 Directory 30/06/2018...
I Basic dato pasthion [4) [243532MB] X Windows.old 1 Directory 24/06/2018 ...
I3 NONAME [NTFS] SAmrDef 3 Regular File 20/01/2018...
00 [orphan] $8adClus 0 Regular File 20/01/2018..,
4 {i‘ﬂx e scnid $Bitmap 7,612 Regular File 20001/2018...
+ I8 Unpartisoned Space [GPT] $Boot 8 RegularFile 20/01/2018...,
$130 4 NTFSIndexAll.. 30/06/2018...
$LogFile 65,536 Regular File 20/01/20M8 .,
| SMFT 361,728 Regular File 20001728 ...
SMFTMar 4 Regular File 20/01/2018 ..
$Secure 1 Regular File 2000172018 ...
$TXF_DATA 1 NTFSLogged.. 30/06/2018...
| $UpCase 128 RegularFile 20/01/20M8....
Regular File 20/01/2018....
{ hiberfil.sys 3316404 lar File 30/06/2018 ...
pagefile.sys 1,966,080 ar File 30/06/2018 ...
| swapfile.sys 16,384 ular File 23/06/2018..,

Properties

Figure: Windows 8 Ram swap files

Hibernation

Hibernation is a power mode that allows the computer to power completely off, but retain its
current state. All open programs are retained by saving the content of the Random-Access Memory
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to the hard disk drive, in a C:\Hiberfil.sys. When the computer is powered back on, the contents
of Hiberfil.sys is copied into RAM, and the computer returns to the same state as when the
computer was shut down.

Just like the RAM and swapfiles, Hiberfil.sys will often contain files or parts of files that the user
has been working on, even if the user didn’t save those files to the internal hard drive. The
hiberfil.sys files is compressed and can be read using MoonSols Windows Memory Toolkit,
http://www.moonsols.com/windows-memory-toolkit/.

Analyzing RAM Files

A RAM file and a RAM dump both contain live data which can include unencrypted passwords,
and running program data. The latter is very important when investigating a computer that may be
infected by a virus or other exploit. In depth RAM analysis is beyond the scope of this course, and
requires specialized tools to be done effectively. Some RAM analysis tools are discussed below.

Strings

Strings.exe (http://technet.microsoft.com/en-us/sysinternals/bb897439) is a command line utility
for extracting Unicode and/or ASCII strings, which may include plaintext passwords. It will work
on any type of file and makes a dictionary file that may assist cracking encrypted files. To use:

1. Copy stings.exe in the same folder as the RAM dump or the RAM file - use 8.3 file names.

2. Open a command window and navigate to the folder containing the RAM image and
“strings.exe”

3. Run the command specifying:

a. Input file - which file(s) should strings.exe scan for text; and,

b. Output file - where the output should go.

strings.exe [input file name] > [output file name] Excluding Square brackets.
Bulk Extractor

Bulk Extractor (http://www.forensicswiki.org/wiki/Bulk_extractor#Download) is a simple
Graphical User Interface (GUI) program, which requires Java to be installed.

Like strings, it will get ASCII and Unicode strings, but also refine the results into credit card
numbers (ccn), e-mail, MAC addresses, Uniform Resource Locators (URL) and telephone
numbers, and much more, as shown below.

To run the tool > select tools > Run Bulk Extractor. There is a list of scanners that can selected to
find selected information.
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Figure: Bulk Extractor
Mandiant Redline

Redline (https://www.mandiant.com/resources/download/redline) is probably the most powerful
GUI RAM application, when you get past the default scripts or configure a series of capture and
analysis scripts that work! The drawbacks are that it is still experimental for Windows 8 and it
will only analyze RAM image files in Data Dump (DD) format, and the analysis computer must
have sufficient RAM to load the entire RAM image.

SIFT Workstation

The SIFT workstation (http://digital-forensics.sans.org/community/downloads) is an advanced
and completely virtual machine based forensic investigation tool, with powerful utilities tool for
RAM analysis. It must be run in VMWare, and is predominantly command line based (for RAM
tools).

Volatility

The Volatility Foundation (http://www:.volatilityfoundation.org/) released Volatility in 2007 as an
Open Source Project to support memory forensic analysis. Volatility is multiplatform tool which
integrates structured analysis of memory samples. This tool is a command line-based tool which
incorporates plugins for various Operating Systems, applications, and platforms (i.e. Windows,
Linux, and Mac).
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% Backup and Restore
System Restore and backup tools in Windows operating system are very useful in forensic

investigations, as they contain a history of what was on the computer and what user interaction
there has been over a period of time. They can contain valuable evidence that has been deleted,
but Windows has kindly preserved without the suspect knowing. The Backup and Restore feature
have changed significantly with different releases of Windows Operating System.

Restore Points (WINDOWS XP)

Windows XP System Restore is a feature designed to allow the user to restore the PC, in the event
of a problem, to a previous known state without losing personal data such as documents, favorites,
e-mail and history lists. It is not unusual to find more than a hundred Restore Points on a system.

By default, System Restore creates Restore Points daily and whenever a significant event occurs,
for example an application or device driver installations.

217 System Yolume Information
=5-G5) _restore{7AF956D6-3FF5-4B98-98FA-1E7C1ACDB10S}
@05 RPL
&-0) ) RP10
-0 ) RP1Y
| =01 snapshot
' ©-001C) Repository
| L Fs
500 RP2
| &[5 snapshot
| :’_@;;D ) Repository

Figure: Restore point
The actual restore points are stored a _restore subfolder within the folder the folder “System

Volume Information” which is on the root of every volume that has System Restore enabled, as
shown in Figure.

The Alfa-numeric designator in the folder name _restore{7AF956D6-3FF5-4B98-98FA-
1E7C1ACDB105} is the computers GUID.

Under that folder is a folder for each Restore Point that has been created. These folders are named
RP#, where # is an incremental number beginning with 0. It is not uncommon for there to be more
than 100 RP# folders on a system, each representing a separate System Restore Point.

The Restore Point numbering is relative to the computer that creates the Restore Point — not the
volume. For example, on a new volume, the first Restore Point created may actually be RP197,
where restore points RPO - RP196 were made on the C:\ drive only.
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The RP# folder contains backup copies of changed and deleted files as well as files created by
System Restore that are used to properly restore the system to this Restore Point. One file of
particular note in this folder is the RP.LOG file, that contains the name and settings of the restore
point.

The Restore Point name is found at offset 0x10 of the file RP.LOG, and the last eight bytes is the
date and time (FILETIME) that the Restore Point was created. The file RP.LOG will only be found
on the system volume - Restore Point folders on non-system volumes do not have a copy.

Most Restore Points are created by the system in a manner unknown to the user and are stored in
a hidden system folder which the user cannot see. This makes them an ideal location to look for
evidence in those cases where the subject may have tried to eliminate or hide evidence of his
activities

There are two very valuable pieces of information within a Restore Point:
1. The subfolder named \snapshot contains slightly renamed copies of all registry hive
files on the volume that contain settings as they were at a specific point in time. Figure
47 shows the Registry files.
2. All shortcuts - shortcuts created by the user and automatically created by Windows XP
in the %user_profile%\ Recent folder.
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} E_;D:’j (0 17 ) _REGISTRY_USER_NTUSER_S-1-5-21-2114533720-3648116523-3306911802-1003
; ““D—J (0 18 ) _REGISTRY_USER_LISRCLASS_S-1-5-21-2114533720-3648118523-3306911802-1003
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B-51F) Repository (21 [} _REGISTRY_USER _.DEFAULT
ooy Fs (0 22 [} _REGISTRY_MACHINE_SECURITY
| & o0 () 23 [ _REGISTRY_MACHINE_SOFTWARE
| | ecOD [ 24 1 _REGISTRY_MACHINE_SYSTEM
| | ec0OO v [0 25 [] _REGISTRY_MACHINE_SAM

Figure: Registry Keys in Restore Point
Together, these two components of a Restore Point can be used to see what user interaction has

occurred with the computer at a specific time.

Restore Points are a very simple back-up — each Restore Point is a Full Back-up, so the files can
be examined in isolation to any other Restore Point on the system.

With the release of newer versions of Windows operating systems, Restore Points have been
changed to a combination of backup and restore utilities. VVariations to each of these utilities have
continued with each release, which will be explained below.

File Backup
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File Backup is used to back up all files on the system except for system files, program files, the
Recycle Bin, temporary files and EFS encrypted files. The backup files can be written to the hard
disk, external drive, CD/DVD or a Network. It is primarily designed to backup user files.

Windows vista and 7

The Backup & Restore tool is accessed from the “Back up your computer” tool in the Control
Panel, as shown in Figure 5.39.

¥ Backup and Restore (Windows 7) - (] X

t # » Contrel Paned » All Control Panel lterms »  Backup and Restere (Windows

vrol | Home
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® e tern imag i
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Location TOSHIBA EXT (E) L\*F:
LIRS
05252 GBMrecct 122 TR
= Backup sae Not Avadabie
Nexdt backup Not scheduled
Last bachoug Mever
Comtents Fies in ibranes and personal folders for all users
Schedule Nome. Select Back up now 1o tun Backep mamaaly.

Restore
You can restore your files that were backed up on the cumrent locetion
%
L
Fde Hizzory

Figure: Windows Backup and Restore
When a user sets up the Backup tool, they must first choose a backup destination, which will

generally be an external disk. They user can either manually select what files are included in the
backup, or allow Windows to choose, and they can set the frequency that each backup is created.

The backup is saved to the backup destination's (e.g. USB drive) root folder which is given the
computer name. A sub-folder is created with the date the backup was set-up in the following
format. Each back-up in that set is then placed in a sub-folder which has a file name that includes
the date and time the back-up was created.

The backed-up files are stored within zip archives, as shown in Figure 5.40. A large backup may
have many hundred zip archives, each of which are normally around 200 Mb in size, but vary
depending on how the source files are divided between each archive.
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Figure: Windows 7/Vista backup
It is possible to go through each Zip archive to locate a file of particular interest, but it is a very

cumbersome method. More importantly, a backup may contain evidential files that have since
been deleted, so it is more effective to use the Restore tool to process these files - even when
examining a backup of that has been located on an exhibit.

Analysis

Should a Windows Vista or 7 backups be located on a suspect hard drive, it can be connected
through a write blocker (or if a forensic back-up be mounted using FTK Imager or EnCase with
the Physical Disk Emulator suite) on a Windows Vista, 7 or 8 laboratory computers, as shown
under the recovery section.

Windows 8 and 10 - File History

In Windows 8 and 10, File History is the new File Backup Utility. File History is disabled by
default, but can be quickly activated in the control panel to back up the users Libraries, Contacts,
Favorites and Desktop, or when an external drive is connected. Once enabled, files will be backed
up on schedule after changes have been made to their content. File History requires a non-system
volume to store the backup, as shown in Figure 5.41
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Fo File History - 0
T 5 <« System and Security » File History v & Search Control Panel 0
e
Control Panel Home . .
Keep a history of your files
Restore personal files File History saves copies of your files so you can get them back if they're lost or darmaged.
select drive . File History is on
Exclude folders
Advanced settings Copy files from:  libraries, desktop, contacts and faverites
Copy files to:
opyTiesto - Storage Space (F)
5" 4.26TBfreeof 493TE
- Files last copied on 9/23/2013 T:36 PM.
SEEEEo Run now
Recovery
g System Image Backup Turn off

Figure: Windows File history
Windows 8 does not allow a user to select which files to backup, but it does allow users to exclude

certain folders or libraries from the back up process by selecting the “Exclude folders” link on the
left side of the window shown in Figure. The user can also set the backup schedule.

In Windows 10, specifically through the immersive settings application users now have the ability
to add additional folders and not just to exclude. It should be noted that Users still have the ability
to interact with File History through the control panel in Windows 10, however if this is used it is
not possible to add folders. Adding folders is only available through the immersive settings
application.

The backups are stored in a folder called “FileHistory” on the drive the user selected. Unlike
Windows 7, the backed-up files are not in zip archives, but are stored within the same folder
structure and can be accessed with Windows Explorer. The file name is appended with the date
and time that backup version was created in UTC, as shown in the Figure 5.42.
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“

& Home - File History

-~ 1 |H0me V| ¢ | Search All o

Wednesday, August 2, 2017 11:07PM | 1of2

Camera Contacts Desktop Documents  Downloads Favorites Links Music OneDrive Pictures
Roll

Searches SkyDrive Videos Youcam Camera Documents Music Pictures Videos
Roll

19 items

(O

Figure: File History Content

Restoring Backup Files

Windows vista and 7

Because a Windows 7 file backup splits all the files into zip archives, it is much easier to use
Windows to restore them to the original file structure on a sterile volume. The following steps
show how to do this:

1.

Mount the suspect hard drive to a laboratory computer through a write blocker (or if a
forensic back-up be mounted using FTK Imager or EnCase with the Physical Disk
Emulator suite).
a. Under Backup and Restore, click “Select another backup to restore files from” as
shown in the lower part of the Back and Restore pane shown in Figure 5.39.
b. The tool will locate all backup sets on every volume mounted to the laboratory
computer, and display the volume the backup set is on and the date range.
Select the appropriate volume.
In the next window, check the box “Select all files from this backup”, and then choose a
different date, as shown in the middle pane in Figure 5.43.
Note the date and time of the backup, as shown in the right pane in Figure 5.43, and create
a folder with the same name on a forensically sterile volume.
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stem and Secunty » Backup and Restore

oo SHRR 7o
@\Jo!,v » CoateelPanel » 5,

Centrel Panel Heme

" 2 -
) ot A Restore Files (Advanced)
Back up or restore your files 7

» Tuin eff schedule : ¢ Fm o £
Browse or search your backup for files and folders to restore

E Restere Files g

Back up your files
The last backup was cancelled.

*» Create 2 system image

» Create 2 systemn repair disc

cred to their version Y
date

Backup i All files will be restored to the versicn they were on the
| Location: Expansicn Drive (E:) < Select all files from this backup date the backup was made.
— ; Show backups from: | Last week 'i
- 254.07 GB free cf 465.76 G& | e i
i Backup size: 1827268 || | Date and time
¥ Manage seace | 60372013 24441 pm.
| 6/0372013 9:43:56 a.m,
Next backup: 10/03:2013 700 p.m.
Last backup: Hever !
Centents: Files in selected folders an l !
Schedule: Every Sunday 2t 700 pam. | |
¥ Lhange setting: ‘ ‘
i 1
Restore :
St ot (oo

 Stiest annther backup to restaore files fram |1 L

Recover syitem sedtings of vour computer

Laz=

Figure: Restore File Backup
The Back-up and Restore tool can then be used to restore all files to a new location, which

should be a forensically sterile laboratory volume. If there are multiple backups, create a
folder for each backup named with the date and time of each backup.

5. Restore the files to the folder created in step 5, and ensure the “Restore the files to their
original subfolders” option is checked, as shown in Figure 5.44. This will recreate the
directory tree structure from the original source.

&35 % Restore Files (Advanced)

Where do you want to restore your files?
In the original locaticn

© In the following locaticn:

EN6-03-2013 2-44-41 pm\ Browse.. |

[V] Restere the files to their original subfolders

Example:

Original File: C:\SavedFiles\Note.bdt
| Restored File: C:iANewlocation\CiSavedFiles\Note.tbxt

L Restore | [ Cancel

e 4

Figure: Restore Path
6. After all back-ups have been restored, create a forensic back-up of the volume for analysis

of the previous versions of files, and for files that have been deleted since the backup was
created.

Even though the Windows 7 backup format is different in Windows 8, should a volume
that contains a Windows 7 File backup be connected to a Windows 8 Computer, Windows
8 is able to recognize and recover the files.
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Windows 8 and 10

In Windows 8 and 10, the user can restore backed up files using the “Restore personal files” tool
in File History. The volume that contains the Windows File History should be connected to the
examiner's computer with a write blocker first.

It is then possible to restore a complete folder, or browse down to an individual file, as shown in
Figure.

Desktop - File History

; ‘ » 7 Home\Desktep vi & Search Desktop
Friday, 8 March 2013 8:26 p.m. | 3 of 3
INDX Recover  WipeTest Ol Resident 02 COPYING  desktop

Content Non-reside
nt Centent

| 4] l (W] l G L@j
? : a &
gzip Made in Microscft ~ Non-reside README ShadowExp  Shutdown
Wing Werd nt Content lorer
Document
14 items = .

14

Figuré: Degktob File historyu(8 March 2013A)> 7
The nice thing about this tool for the user is that when a folder or file is selected, the user can
browse through a preview of each version. For example, compare the content of the Desktop folder
on 5 March 2013 in Figure 5.46 below, to the content in the same folder on 8 March 2013, Figure

above.
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Desktop - File History

T  Home\Desktop vi Search Dezltor

Tuesday, 5 March 2013 11:57 am. | 2of3

INDX WipeTest  01Resident 02 COPYING  desktop gzip
Content Non-reside
nt Content

Made in New Non-reside README
Win 8 Microsoft nt Content
Word
Document

Figure: Desktop File history (5 March 2013)
From a forensic investigator's point of view, the files within a Windows 8 and 10 back-up are very

easy to deal with, because each version of a file has the date appended to its filename, as shown
in Figure.

However, that will not show when an evidentiary file was added to or deleted from a folder.
Research is continuing on a definitive method to determine this - the information will be located
in the Catalog#.edb files in the Configuration folder. The structure of the catalogue is still under
review.

Volume Snapshot Service (VSS)

With Windows Vista, a new service, called Volume Snapshot Service (VSS) was introduced to
replace the Restore Point methodology of Windows XP. VSS is a differential backup system that
creates restore points called a volume snhapshot or shadow copy.

The system is more efficient on disk space, in that only the changes that are made to a file content
since the last snapshot was taken is saved in the next snapshot. A differential backup saves the
changed (differences) to a file only. A single snapshot may only contain a fragment of a file, unless
that file is brand new.

From a forensic perspective, this makes recovery more complicated, as a file cannot necessarily
be manually recovered from a single snapshot. Variations to the file may be contained in other
snapshots, therefore the backup utility used to create the differential files needs to be used to put
them back together again.

The data is located in the System Volume Information folder, which is secured to not even allow
administrators access to all of the resources. The content of each snapshot is kept in a file that has
two GUIDs as the file name. Figure 5.47 shows the contents of the System Volume Information
Folder as seen with a forensic tool.
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Case Forensic

Edit View Teels Help
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) MountPointManagerRemoteDatabase

’ 10 ) OnlineMetadataCache
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| o0 OnlineMetadataCach] | -
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[ E L {05 SppGroupCache )11 (yspP

| 2-00C) Windows Backup _ [0 12 ) SppChbsHiveStore

' : Lo Catalogs © O 13 = SppGroupCache
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Figure : VSS files
System Restore

The system restore feature is used to recover data from the Shadow Copies. System Restore, which
is available in all versions of Vista, 7, 8 and 10, is primarily concerned with certain system specific
settings. System Restore creates restore points at certain interval or events much like what is seen
with XP.

Windows Vista and 7
In Windows Vista and 7, System Restore is enabled by default.

Windows 8 and 19
System Restore is “Disabled by default. It can be enabled in the Control Panel under System
Protection.

Previous Version

A component of System Restore is previous versions. This service’s purpose is to recover previous
versions of the user’s files and folders. Previous Versions only stores the changes to a particular
file and only one version of the files is saved within a snapshot. For example, if a file is modified
several times in one day, only the current version is saved when the volume snapshot is created.
Previous versions of files are still available after the Recycle Bin has been emptied and possibly
after several defragment operations.

Windows Vista and 7
This service runs on all versions of Vista and 7, however, only users of Business, Enterprise, and
Ultimate have a GUI interface to access the service. Figure 5.48 below shows the previous versions
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available for a file from a compatible 7 system. The previous versions of a file are accessed through
its properties - where the user has the option to Open, Copy or Restore.

| . Windows 7 support Properties
| General | Offline Files | Sec:.lr'rt}fl Previous Versions | DFS I Customize
7 T Previous versions come from restore poirts ar from
v ) Windows Backup. How do | use previous versions?
Folder versions:
Mame Diate modified Il
4 Today (5)
. Windows 7 support 7/6/2012 2:05 AM
. Windows 7 support 7/6/2012 7:02 AM
. Windows 7 support 71/6/2012 6:02 AM
. Windows 7 support 7/6/20121:03 AM
. Windows 7 support 7/6/201212:02 AM
4 Yesterday (7) i
' 1 | v
Qpen Copy... Bestore...

| oK ][ Cancel ] Apply

Figure: Previous versions of folder
Users running Home Basic and Home Premium can utilize third party tools such as Shadow

Explorer which will permit access to previous versions of files. Shadow Explorer is a useful tool
to quickly browse the content of a snapshot. Figure 5.49 shows the contents of the Desktop folder
on April8, 2009 at 11:06a.m.

| File Help )

o ) s ] =
\| /472008 11.06.11 AM
P s ©78/4/2009 111549 AM Narme Date Modéed Type Suze
| £/5/2009 11:26:10 AM [ T e >
£/6/2009 12.00.11 AM ). SAVGEVALLTS 7/27/2008 11:35.27...  Fie Folder
8/7/2003 45358 PM SRECYCLEBIN 6/22/20095:11:20 .. Fie Folder
%:ln?%g g 18 ;; g: ACER £/14/2005 10.27.03..  Fie Folder
- ’ ' L3 T
8/14/2008 7.16:44 PM ). ACERSW 2217200561835 .. Fie Foider
8/15/2009 5:31.22 PM Book 1/19/20095:51:17 . Fle Folder
£/16/2005 3:14:41 PM ., Boot 6292009 1:41:20 . Fie Folder
£/16/2005 3.16.58 PM 2/31/2008 10-30-
01772008 7-42.08 PM Config Ma 7/31/2009 chc 04  File Folder
£/18/2009 10:39:50 AM Documents and Sattings 11/2/2006 8:02:03 Fle Folder
81872009 11517 PM LKA 6/17/2009 14736 . Fle Folder
2/19/2009 11:41:04 AM MSOCach /19/2009 5-41 Fie E
S BT AR Lo psol__ ache 1|svm 8 u-Fou:f
8/21/2005 4.45.10 PM ). Perlogs 172172008 $32.31 Fie Folder
£/24/2009 2.40:29 PM Progrem Fies 773172009 1214.02..  Fie Folder
9/1/2009 4:08:52 PN ProgramData 7/31/2009 12:14:3) . Fle Folder
5/1/2009 4:10:21 PM ey
I System Volume nformation 8/472009 11:06:05 Fle Folder
| Users S/1420095:3223 .. Fie Folder

....... =M mnnn es.caan LN S

Flgure Shadow Explorer
In Vista, triggers for Volume Snapshots creation are:

e Every 24 hours
e Manually by user
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e Before a Windows Update
e Unsigned driver installation
e An application calling the Snapshot API

In Windows 7, the only difference is that the snapshots are created every 7 days rather than every
24 hours.

Windows 8

As System Restore is disabled by default, it must be enabled in Windows 8 to access the Previous
Versions tab. However, the tab is still only available on network shares. To access it locally, use
the path \\localhost\c$ in Windows Explorer (where “c” represents the volume letter you are
wanting to access).

The user can then select the desired folder and find the Previous Version tab in the properties and
from here the selected files can be either copied or restored, as shown in Figure 5.50.

- * =
h Home Share View

T 4 » Network » localhost ¢ c§
—| Libraries Name Date modified
¥ Homegroup Deploy 4/11/2013 10:53 AM
: X
& Computer Deploy Properties -
General | Sharing | Security = Previous Versions | Customize
L Network . . )
i Previous versions come from restore pomts ona server.
& ELITEBOOK8570W A How do | use previous versions?
A ocalhost
4¢3 Folder versions:
< Users ~
Name Date modified
4 Earlier this year (2)
Deploy 8/26/2013 9:01 PM
Deploy 8/18/2013 7.00 PM
Figure: Windows 8 Path to access previous version
Windows 10

The Previous Versions tab in Windows 10 is available with all versions of the Operating System
and the tab is now viewable in properties even if System Restore is not enabled. Other than the
availability of the tab the functionality of Previous Versions has not changed.

% Access Control List
An Access Control List (ACL) contains a list of permissions that are attached to an object and are

used to manage access to computer resources. By analyzing ACLs, an examiner can determine
which user account was able to view and/or modify a file. This can come into play in child sexual
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“exploitation cases, fraud cases, and such where proving who saved, altered, or created a file may
be in contention.

There are two types of ACLs:

System Access Control List (SACL): the ACL is managed by the system and used to control
auditing of attempts to access the object.

Discretionary Access Control List (DACL): the permissions are stored here that control what
users and groups of users are allowed what type of access to the object.

The ACL contains many entries that are referred to as an access control entry (ACE). Each
contains an ID code that identifies the user and group and the particular permissions that are to be
applied.

A “deny” permission will take precedence over “allow”. The types of permission can be:

Full Control (FC) - list contents of a folder, read and open files, create new files, delete
files and subfolders. Change permissions on files and subfolders, and take ownership of
files.

Modify (M) - allows the user to read, change, create, and delete files, but not to change
permissions or take ownership of files.

Read & Execute (R&E) - allows the user to view files or execute programs.

Read (R) - allows the user to list the contents of a folder, read file attributes, read
permissions, and synchronize files.

Write (W) - allows the user to create files, write data, read attributes and permissions, and
synchronize files.

Special Permissions (SP) - the assigned permissions don't match any of the preceding
List Folder Contents (LFC) (folder only) - Read & Executer permission for folders.

File permissions can be accessed by the user in the security tab of the properties window, as shown
pc in Figure below.
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B 1978322_788601777885625_6854840893659011451_o.jpg...

General Securty Details Previous Versions

CObject name:  C:\Users\SVPNPA\Desktopt 1978322_788601777

Group or user names:
ASYSTEM
a SVPNPA (DESKTOP-9GEBOTHT\SVPNPA)
82 Administrators (DESKTOP-SGE0TH7 Administrators)

To change pemmissions, click Edit. Edit

Permissions for SYSTEM Allow Deny

Full contral

Modify

Read & execute
Read

Wite

Special permissions

For special permissions or advanced settings, Advanced
click Advanced.

Cancel Apply

Figure: Permission Settings

Volume- I

Although permissions are most commonly associated with files and folders, they may also be used
to regulate which users may make registry modifications, perform backups and restores, create
pagefiles and shared objects, load/unload device drivers, shutdown the system, run batch

processes, and generate security audits.

Ownership

The ACL will also show who the “owner” of a file is. Typically, the user account that was used to
create a file will be assigned ownership of the file - this is a quite useful artifact to help link a
single user account to a file. It is possible to change the owner in the advanced security.
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Volume- I

B Advanced Security Settings for 19783

3659011451_o,jpg

Name: C:h\Users\ SVPNPAYDesktop'1978322_788601777885625_6834840893659011451_o.jpg
Qwner: SVPNPA (DESKTOP-9GS0THT\SVPNPA) 9 Change
Permissions Auditing Effective Access
For additional information, double-click a permissien entry. Te modify a permission entry, select the entry and click Edit (if available).
Permission entries:
Type Principal Access Inherited from
HE Allow  SYSTEM Full control C:hUsers\SVPNPA\Desktop',
E& Allow  Administrators (DESKTOP-9GE0THAdmini...  Full control CiUsers\SYPNPA\Desktop',
a Allow  SVPMPA (DESKTOP-8GB0THT\SVPMNPA) Full contrel ChUsers\SVPNPAY
Add Remove View
Disable inheritance
Cancel Apply

User Account Group

Figure: Advanced Security Settings

To make it easier to manage what a user account is allowed to do, Microsoft created user account
groups. Each user group has default permissions already applied to that group, which are normally
used to control access to a particular function or administrative tool within Windows. Those
permissions are applied to each individual user account that is placed within the group. Figure
below shows the list of default user groups in Windows 8.

Name

<.+ Administrators

¥ Backup Operators

& Cryptographic Operators
& Distributed COM Users

&% Event Log Readers

& Guests

& Hyper-V Administrators

& 11S_USRS

&% Network Configuration Operators
& Performance Log Users

& performance Monitor Users
& Power Users

& Remote Desktop Users

& Remote Management Users
& Replicator

& Users

& Access Control Assistance Operators

Description

Members of this group can remotely query authorization attributes and permissi...
Administrators have complete and unrestricted access to the computer/domain
Backup Operators can override security restrictions for the sole purpose of backin...
Members are authorized to perform cryptographic operations.

Members are allowed to launch, activate and use Distributed COM objects on thi...
Members of this group can read event logs from local machine

Guests have the same access as members of the Users group by default, except f...
Members of this group have complete and unrestricted access to all features of ...
Built-in group used by Internet Information Services.

Members in this group can have some administrative privileges to manage confi...
Members of this group may schedule legging of performance counters, enable tr...
Members of this group can access performance counter data locally and remotely
Power Users are included for backwards compatibility and possess limited admin..,
Members in this group are granted the right to logon remotely

Members of this group can access WMI resources over management protocols (s...
Supports file replication in a domain

Users are prevented from making accidental or intentional system-wide changes ...

Figure: User Account Groups

Itis also possible to create additional user account groups and assign permissions to control access
to certain files in a corporate environment, for example, Payroll, Human Resources, Accounting,
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etc. In this situation, a folder would be created for each work group to save their files in, and
permissions for that folder would restrict all other workgroup user accounts.

Forensic Relevance

When doing a forensic examination of evidentiary files, understanding which user accounts can
access the file due to its ACL and which user account “owns” the file can be very useful in proving
culpability. Due to the way that the NTFS file system stores the user permissions for a file, it is a
very difficult task to manually extrapolate an ACL. Forensic tools will do this automatically.

% Prefetch
With all of the improvement to computers over the last fifteen years, the biggest consumer

complaint to Microsoft from users is the speed at which systems boot, recover from hibernation,
and launch applications.

To combat these complaints, Microsoft introduced prefetching. Prefetching speeds up computer
performance by bringing the data and code pages of programs used during the boot process and in
subsequent program launches into memory from the disk before that data and code is actually
demanded.

The prefetch files that are created as a result of the tracing what files are called for during system
boot and application launch are located in the folder %WINDOWS%\PREFETCH. The file’s
name is the name of the application to which the trace applies followed by a dash and the
hexadecimal representation of a hash of the file’s path, ending with the .PF file extension. The file
signature(header) for .PF files varies between versions:

e Windows XP 11 00 00 00.53 43 43 41 OF 00 00 00
e Windows Vista/7 170000 0053 43 41 11 00 00 00 00
e Windows 8 1A 00 00 00 53 43 41 11 00 00 00 00

e Windows 10 4D 41 4D 04

Bytes 5-8, in XP through 8, (53 43 43 41 hex) are “SCCA” in ASCII which is easier to remember
as search string for examiners who need to recover deleted .PF files.

Looking at the content of a .PF file, the name of the executable file being traced is located at offset
10h and is visible in plain text. Figure 5.54 shows the file name. The file will also contain the run
count, last run date and list of files used by the application when it loads.
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Figure : Prefetch Executable filename
In a forensic examination, prefetch files can be used to help determine when an application was

last run. This is useful for creating a timeline of events or if attempting to determine if a virus or
other exploit is active on a computer. Table 5.5 below gives the offsets for XP prefetch files.

Bytes

O)f{fset Length Data Format
0x04 4 Header SCCA
0x10 60 Application Name Unicode
0x78 8 Last Run Date FILETIME
0x90 4 Execution Run Count Hex

Table: XP Prefetch format

The execution count is the number of times the application has been run. It is of note that if the
application runs as part of the boot process the run count is NOT updated - this only applies to
application launches that are not part of the startup or auto run processes.

The content of the .PF file also includes a record of the files and directories accessed during the
first 10 seconds of application launch.

Even launching the most benign program can cause the operating system to access a number of
files. Not all these are necessarily used by the application proper but as applications are launched
and traces are done that data are used in subsequent launches.

Examining the files and directories accessed during the launch of an application can be very
beneficial because it can reveal hidden directories, point to user accounts or show an application
was accessed from an external storage drive. Simple File Parser by Chris Mayhew is available free
from https://code.google.com/p/simple-file-parser/, and can parse XP and Vista/7 prefetch files.
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7 Simple File Parserv1.5.1 olB|R
File Help

[k Resls | Prefetch Resufs 125 | Jump- L Resuts (Befa) | S30 Resuks|

: Expot  Options  Parse File/Folder Refs

f FileName Boot Process Name Hash Value Last Run Time {Local} Run Count 2

: OUTLOOKEXEBFAS13BAsf  OUTLOOKEXE BFAG13BA  0S/0472013081717 8

|| PiNG ExE-B29F88295 PINGEXE BSF6523 08A047201301:00:02 3

[ PowerPNT ExE4sE0B8EA o POWERPNT.EXE AGEBSEL  09/047201315:4813 29

|| PRINTISOLATIONHOST.EXE-83C184C4 f PRINTISOLATIONHOST.EXE QCIBCE 5042013132740 11

| REGEDIT EXE-4748FED1 f REGEDIT EXE A78FE01 O9/042013 110419 1 =
= = }
129 PF files parsed. Take taken: 04867108 seconds. a

Windows Vista and 7
In Windows Vista and 7, there is a minor change to the data structure of a prefetch file, as given
in Table 5.6 below.

Figure: XP Prefetch Report using Simple File Parser

Bytes
O¥fset Length Data Format
0x04 4 Header SCCA
0x10 60 Application Name Unicode
0x80 8 Last Run Date FILETIME
0x90 4 Execution Run Count Hex
Table: Vista/7 Prefetch file structure
Windows 8

Windows 8 + has up to 1024 individual prefetch files. An individual application can have multiple
prefetch files, for example, if the application is moved to a new directory a new prefetch file would
be created as the. There have also been some changes to the file format, which allow a prefetch
file to store the last eight runtimes of an application.
There are some anomalies with this edition to take note of. The run count only increments when a
new date and time entry is added to the prefetch file. Once the run count reaches 10, Windows 8
only periodically updates the date and time and therefore also the run count. Testing has shown
that once this occurs, the prefetch file is periodically updated when the program is open for a
length of time and an “open” or “save” occurs within the program. Table 5.7 gives the data
structure for a Windows 8 prefetch file.

Bytes

Offset Length Data Format
0x04 4 Header SCCA
0x10 60 Application Name Unicode
0x80 8 Last Run Date FILETIME
0x88 8 2"_ast Run Date FILETIME
0x90 8 3'_ast Run Date FILETIME
0x98 8 4™ast Run Date FILETIME
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0xA0 8 5"Last Run Date FILETIME
OxA8 8 6MLast Run Date FILETIME
0xB0 8 7"Last Run Date FILETIME
0xB8 8 8M"ast Run Date FILETIME
0x90 4 Execution Run Count Hex

Table 4.1 Vista/7 Prefetch

A free tool is available to parse.all versions of Prefetch Files, called WinPrefetchView. It is
available from, https://www.nirsoft.net/utils/win_prefetch_view.html.An example of a Windows
8 Prefetch file is given in Figure 5.56 below. Note that there are multiple programs.

] WinPrefetchView - o IEN
File Edit View Options Help

X EEEE QA

Filename Created Time Meodified Time File Size Process EXE a
|| OPENWITH.EXE-2DD6FAAT.pf 08/04/2014 14:24... 21/04/2014 10:32:23 102,240 OPENWITH.EXE

[=*] OSE.EXE-5CAOFB67.pf 21/04/2014 08:48... 21/04/2014 08:48:36 11,900 OSE.EXE

OUTLOOK.EXE
PCAPPSTORE.EXE
PCFASTER.EXE

0% OUTLOOK.EXE-DBOB3678.pf
[5] PCAPPSTORE.EXE-AE2FD61B.pf
[57] PCFASTER.EXE-CD8151E3.pf

26/03/2014 18:55...
03/04/2014 08:37...
03/04/2014 08:35...

20/04/2014 22:25:57
03/04/2014 09:08:42
08/04/2014 07:27:16

153,526

79,300

< >

Full Path

CA\PROGRAM FILES\MICROSOFT OFFICE 15\rcot\office15\MSPST32.DLL
CAPROGRAM FILES\MICROSOFT OFFICE 15\root\vfs\PROGRAMFILESCOMM...
CAPROGRAM FILES\MICROSOFT OFFICE 15\root\office15\PROOF\MSSP7EN....
C:\PROGRAM FILES\MICROSOFT OFFICE 15\root\office15\PROOF\MSSP7EN....

Filename

/%) MSPST32.DLL
%] MSPTLS.DLL
|| MSSP7EN.DUB
) MSSP7EN.LEX

|| MSSPELL7.DLL

|% MSSPELLCHECKINGFACILI...
|% MSSPHTB.DLL

| | MSSPHTB.DLL.MUI

<

CAPROGRAM FILES\MICROSOFT OFFICE 15\root\office15\PROOF\msspell7.dl|
CAWindows\SysWOWB4\MSSPELLCHECKINGFACILITY.DLL
CAWindows\SysWOW64\mssphtb.dll
CAWindows\SysWOW6&4\en-GB\MSSPHTB.DLL.MUI

234 Files, 1 Selected

NirSoft Freeware. http://www.nirsoft.net

Figure : Windows 8 Prefetch in WinPrefetchView
Windows 10

Windows 10 has changed Prefetch only in the format in which the file is stored on disk. Windows
10 is now using the same compression as Windows 8.1 utilized in the compression of Superfetch
files. Forensically speaking this doesn’t change the role or functionality of Prefetch as described
above, but it does change the tools used to view the contents of a prefetch file. Because the file
needs to be uncompressed the data structure given above is not feasible for analysing the binary
file. Also, Simple File Parser and Prefetcher, at the time this manual is written do not support the
decompression of the Windows 10 prefetch files. The prefetch files are still located in the same
directory, with the same extension, however the file header is now 0x4D 41 4D 04.

4.3 Event logs

Microsoft defines an “event” as any occurrence that is potentially noteworthy - either to the user,
the operating system, or to an application

Events are categorized into 3 classes: System, Application and Security. By default, in XP, all
three logs are stored in the C:\Windows\system32\config folder and are called
SecEvent.Evt,AppEvent.Evt and SecEvent.Evt, respectively. These logs record errors, failures,
successes, information and warnings.
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- SecEvent.Evt - Contains log records of system processes and device drive activity. Event
logs include things such as device drivers that fail to start or stop properly, hardware
failures, duplicate IP addresses, and the starting/stopping/pausing of system processes.

- AppEvent.Evt - Contains log records of events related to the application software installed
on the system. The events logged include errors, warnings, and any other information an
application is designed to report. The developers of the application determine what gets
logged.

- SecEvent.Evt - Contains the events of the security processes used by NT, 2K and XP.
Some of the security events that can be logged include changes in user privileges, logins
and logouts, file and directory access, and printer activity.

Windows XP

With XP, event log files are viewed using Microsoft's Event Viewer. It is accessed through Start
> Settings > Control Panel >Administrative Tools >Event Viewer. Figure 5.62 below shows the
System Event log.

B Event Yiewer E] E@E|

Fil=  Action  Wiew  Help
&= 2

Ewvent Viewer (Local) Application 444 event(s)

ﬁJ *"‘F'F'"':'E‘ti':'r' Tvpe | pate | Time Source Cateqory Ewvent

:s;:;::" (@) Information  2/18/2008 8:02:22 PM  Msilnstaller Mone 11728

Internst Explarer QError z2/18/2008 3:02:18 PM \MET Runtime MNaone u]

= QError 2/18/2006 12:16:26 ... Microsoft Office 11 MNone 1000
@Information 2/18/2006 12:09:00 ... Microsoft Office 11 MNone 1001
QErru:-r z/1a/2006 12:08:45 ... Microsoft Office 11 MNone 1000
QError z2/17 /2006 43144 PM Application Hang (101} 1002
QError 2/17/2006 G:43:41 PM Application Hang (101} 1002
QError 2117 /2006 Fi44:32 PM Application Hang MNone 1001
gEerr 2172006 T2 P Application Hang (1013 1002
@Information 2/17/2006 12:32:09 PM  Msilnstaller None 11707
(A Information  2/17/2006 1:00:59 AWM MSSOLESOLEXPRESS (2 17403
@Information z2/16/2006 Ti13:49PM Winlogon None 1002
@Information 2/16/2006 5:55:50 PM MET Runtime Optimiza... Mone 1104
@Information 2/16/2006 5:55:50 PM MET Runtime Optimiza...  MNone 1102
@Information 2/16/2006 5i55:50 PM .MET Runtime Optimiza... Mone 1100
@Information z/16/2006 5i55:50 PM .MET Runtime Optimiza... Mone 1102
@Information Z/1a!2006 5:55:50 PM .MET Runtime Optimiza,..  Mone 1100 4
< >

Figure: XP Event Viewer
However, reviewing XP event logs from a suspect’s system on your examination system can be

difficult. Caution must be used when examining Event Log files copied from the suspects system
to the examination system.

Because the descriptive messages for each event log entry are stored in the Registry and other
system files, simply copying the *.evt files from the suspects system to yours for examination can
result in missing, or possibly, misinterpreted information.

Furthermore, Event Logs reference users by their associated SID (Security Identifier), not
usernames. When viewed in the event viewer, the translation is made. However, when the logs are
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viewed on a different system, the SID is displayed. More importantly, the forensic computer must
have the same time zone setting as the suspect computer as event log entries are in UTC.

EventLogExplorer (www.eventlogxp.com) is a useful tool for event log analysis and recognizes
both *evt and *.evtx. Another option is to export to a spread sheet format for timeline analysis and
making notes.

Windows Vista, 7,8 AND 10

There are significant changes to Event Logs with Vista and 7 including their format and the
restructuring into two main categories of Event Logs.

Event Logs now have the extension .EVTX and utilize the XML format. They are now stored in
C:\Windows\System32\winevt\logs. The two main categories of Event Logs are now Windows
Logs and Applications and Services Logs. Windows Logs still contain the logs that were available
in XP but now include the logs Setup.EVTX and ForwardedEvents.EVTX.

e Windows Logs are much the same as those in Windows XP

e The Applications and Services Logs store events from a single application or
component rather than events that might have system wide impact. The category
subtypes found in this log include: Admin, Operational, Analytic and Debug logs. These
logs are designed to aid IT Professionals using the Event Viewer to troubleshoot
problems and are beyond the scope of this paper.

e Setup.EVTX - logs events that are related to application setup.

e ForwardedEvents.EVTX - stores events collected from remote computers with a created
event subscription.

The Vista, 7, 8 and 10 event viewer is much more robust and has built in support that provides the
definition of each log function as well as advanced options including filtering, sorting and custom
view options.

Event Logs can be useful in a forensic examination to show that a user may or may not have
performed a particular action at a particular time. They can be useful for a number of things from
tracing logins in the case of logging into a restricted network, proving the computer was running
during a particular time, showing time change/time change synchronization events, USB driver
installation and wireless connections just to name a few monitored actions.

Figure 5.63 below shows a manually time changed event. The time was changed by the user.
Notice the values are recorded in UTC time.
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£ co mputer Management

File Action View Help
€9 25E
= Frmputerl\danagement (i Level Date and Time Source Event|D Task Category * Actions
v System Tools
I é Task Scheduler @Information 11-04-2020 09:01 Kernel-Gene... 1 (3 System - "
" @ Event Viewer @Information 14-04-2020 08:23 Power-Trou... 1 MNone = Open Saved Log...
= Custorn Vi @Information 17-04-2020 17:17 Kernel-Gene... 1 (9 .
? ].“;‘sdom :_ms ml £, ' 16 04 NN NG.IE ¥, | 1 Y '? Create CUStom Vlem
v Lw Wn owls olgs Impoert Custom Vie...
§:| Application Event 1, Kernel-General x
] 3 Clear Log...
g'—l Security General Details J
§—| Setup T Filter Current Log...
[+ System - s .
§—| Forwarded F The system time has changed te 2020-04-17T11:47:56.823000000Z from 2020-04- A B Properties
. 17T11:47:01.689185800Z. )
1 Applications and v @ Find...
2} Subscriptions H Save All Events As...
3| Shared Fold Log Name: System
@] shared Folders 2 b Attach a Task To this...
¥ Local Users and Grou Source: Kernel-General Logged: 17-04-2020 17:17
(&) Performance Event ID: 1 Task Category: (5) View ’
A i
.u-' ¢ Device Manager Level: Infarmation Keywords: Time |G| Refresh
: a Storage » v I lrme NCCKTAN ACONTUTCUNRINA 7 mmm s dbme NCCKYTAN AConiudT \ He|p } v

Figure: System Time change in System log
Some events may be shown in more than one log. Figure 5.64 below shows the same time change

event also captured in the Security log.

B o mputer Management

File Action View Help
%= | 2|5
& gf’"”p“ter Management Keywords Date and Time Source Event |D  Task Category ~ | | Actions
v System Tools .
i é Task Scheduler e ¥ Audit Success 17-04-2020 17:17 Micresoft Windows security ... 4616 Security State Change Security
a " . , - i v B
v [ Event Viewsr ‘: Audit Success 17-04-2020 17:17 Microsoft Windows security ... 4616 Security State Chanae 5 = OpenSa..
y Custom Views ¥ Create C...
v [n Windows Log||| Event 4616, Microsoft Windows security auditing. x
= X Impaort C...
=] Applicatio G | :
[:l Security eneral | Details Clear Lo...
§—| Setup = F  Filter Cur...
1] System The system time was changed. ~
D Properties
§—| Forwardec Subject:
£} Applications z Security ID: DESKTOP-9GBOTHT\SVPNPA v &8 Find..
.4 Subscriptions H Save All ...
[zl Shared Folders Log Mame: Security Attach a
% Local Users and G Source: Microsoft Windows security Logged: 17-04-2020 17:17 .
@ Performance Event ID: 4616 Task Category: Security State Change View
™ Device Manager ol Refresh
o .St.orage Level: Information Keywords: Audit Success L] res!
(=]
= Disk Manzgemen User: N/A Computer: DESKTOP-SGBOTHT Help
T4 Services and Applicat OpCode: Info Event 4616, .-
More Information:  Event Log Online Help
|:| Event Pr...
< N B Attach T.

e

»

-

A

"]

Figure: System Time change in Security log
To examine a Windows Vista + event log, copy the content of the folder

C:\Windows\System32\winevt\logs to the forensic machine. The event logs can be accessed
through Windows built in Event Viewer by selecting Action > Open Saved Log. The same
precaution exists as Windows XP, the examiner’s computer must be set to the same time zone as
the suspect computer as the Event Log is written in UTC. Event Log explorer is useful for *.evtx
files and can export to spreadsheet for additional manipulation.
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4.4 Windows Registry
The Windows Registry can be an excellent source of potential evidence. Unfortunately, the

Registry is still widely underutilized in day-to-day computer examinations. The registry can store
system settings, hardware information, passwords, application cache and much more.

The Microsoft Computer Dictionary, Fifth Edition, defines the registry as:

A central hierarchical database used in Microsoft Windows 9x, Windows CE, Windows NT, and
Windows 2000 used to store information necessary to configure the system for one or more users,
applications and hardware devices.

The Registry contains information that Windows continually references during operation, such as
profiles for each user, the applications installed on the computer and the types of documents that
each can create property sheet settings for folders and application icons, what hardware exists on
the system, and which ports are being used.

The Registry replaces most of the text-based .ini files used in Windows 3.x and MS-DOS
configuration files, Such as the Autoexec.bat and Config.sys. Although the Registry is common
for several Windows ‘platforms, there are some differences among them.

See the Recommended Resources for relevant Knowledge Base articles from Microsoft.

The Registry contains three (3) major categories of data may be of evidentiary value.

1) User Specific Information — such as Desktop Preferences, Typed URLs, Messenger
Contacts, MRU Lists and Passwords.

2) System Specific Information — such as Network Settings, Time Zone Information,
Registered Owner details, Last Shutdown Date/Time and Hardware information.

3) Application Specific Information — such as File Associations, Application Registration
Information etc.

The information stored within the registry is often difficult to find.

There are two distinct types of registries in use throughout all recent distributions of Windows,
referred to in this document as 95 and NT respectively:

1) 95/98/98SE/ME
2) NT/2000/XP/VISTA/WINDOWS 7/WINDOWS 8/WINDOWS 10

In order to examine a suspect's registry, the first step is to identify which type of registry is in use.
If you already know which operating system is being used, you can identify the registry type
instantly. If not, the quickest way to identify the registry type is by understanding the files used
by each registry type and their locations within the folder hierarchy.

The core registry files for both types of registries can be found in the Windows directory. The
Windows directory is normally very easy to find but it is important to remember that this directory
is customizable.

With that said, in 99.9% of cases, the Windows directory will be called either “WINDOWS” or
“WINNT” andreside in the root directory of C drive. We shall refer to this directory as <windir>
throughout this document.
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Windows 95, 98, ME, XP, VISTA and WINDOWS 7, WINDOWS 8, and WINDOWS 10 use
“WINDOWS” as the default Windows directory. Windows NT and 2000 use “WINNT” as the
default directory. Another important directory is the profiles directory referred to as <profiles>
from this point forward. This directory is also customizable; however, by default this directory
will be called “<windir>/profiles” under Windows 95, 98 and NT. Under Windows ME, 2000,
and XP, it will be called “Documents and Settings”. Windows Vista and higher has the profiles in
the root directory in the “Users” subdirectory.

. Logical Layout
We have established that Windows 95 and NT registries store their data in different files and these
files have a different internal structure. This is the registry’s physical layout. The logical layout
however, appears the same under both 95 and NT registries.

The layout of a Windows registry can be compared to a file system. The registry contains “keys”
which can be compared to directories and “values” that can be compared with files. A key can
contain any number of subkeys and any number of values. There are typically five (5) root level
keys in a Windows registry:

- KEY_LOCAL_MACHINE

- HKEY_USERS

- HKEY_CLASSES ROOT

- HKEY_CURRENT_USER

- HKEY_CURRENT_CONFIG

HKEY_LOCAL_MACHINE, referred to hereafter as HKLM, is by far the most significant key in
the registry. HKLM has subkeys named Software, System, Security, Sam and Hardware. In
Windows registries, these subkeys are each stored in a separate registry file with the exception of
the Hardware subkey. This key is dynamically created when the system boots and is not written
to disk at shutdown.

Each user of the system has their own user file containing all user-based settings and data. These
files are stored in the user’s profile directory and are named NTUSER.DAT and USER.DAT under
NT and 95 registries respectively. The HKEY _USERS key is the point where each of these user
files is grafted to the logical registry layout.

HKEY_CLASSES ROOT can be ignored because it is merely alias for the
HKEY_LOCAL_MACHINE/Software/Classes subkey. The Classes subkey stores file extension
associations.

HKEY_CURRENT_USER, referred to hereafter as HKCU is merely an alias for a subkey of
HKEY USERS for the user currently logged on. When examining a registry of a system that has
been shutdown there is no current user and therefore this key does not exist. For a running system,
an application does not need to know how many users are on the system or which one is logged
on. It can reference HKCU and the correct settings and data will be provided to it.
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HKEY_CURRENT_CONFIG is an alias to the current hardware profile, which is stored at
HKLM\System\CurrentControlSet\Hardware Profiles\Current. Please note, CurrentControlSet is
also an alias and it points to the control set currently in use eg. HKLM\System\ControlSet001. By
visiting HKLM\System\Select you can determine which is the current control set, default control
set, faulty control set, and the last known good control set. These values are named Current,
Default, Failed and LastKnown-Good, respectively.

Code

Type

Description

0

REG_NONE

Data with no particular type. This data is written to
the registry by the system or applications and is
displayed in hexadecimal format as a Binary Value.

REG_SZ

A fixed-length text string.

REG_EXPAND_SZ

A variable-length data string. This data type includes
variables that are resolved when a program or service
uses the data.

REG_BINARY

Raw binary data. Most hardware component
information is stored as binary data and is

REG_DWORD or
REG_DWORD
LITTLE_ENDIAN

Data represented by a number that Is 4 bytes long (a
32-bit integer). Many parameters for device drivers
and services are this type and are displayed in binary,
hexadecimal, or decimal format.

REG_DWORD_BIG
ENDIAN

The SameasREG _
DWORD_LITTLE_ENDIANexcept that
DWORD_LITTLE_ENDIAN has the least
significant byte at the lowest address and
DWORD_BIG_ENDIAN has the least significant
byte at the highest address.

REG_LINK

A Unicode string naming a symbolic link.

REG_MULTI_SZ

A multiple string. Values that contain lists or
multiple values in a form that people can read are
usually this type. Entries are separated by spaces,
commas, or other marks.

REG_RESOURCE_LIST

A series of nested arrays designed to store are source
list used by a hardware device driver or one of the
physical devices it controls. This data is detected and
written into the \ResourceMap tree by the system and
is displayed in hexadecimal format.

REG_FULL_RESOURCE_

DESCRIPTOR

A series of nested arrays designed to store are source
list used by a physical hardware device. This data is
detected and written into the\HardwareDescription
tree by the system and is displayed in hexadecimal
format.

10

REG_RESOURCE_
REQUIREMENTS

A series of nested arrays designed to store a device
driver's list of possible hardware resources it or one
of the physical devices it controls can use, from
which the system writes a subset into
the\ResourceMap tree. This data is detected by the
system and is displayed in hexadecimal format.
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11 REG_QWORD Data represented by a number that is a 64-bitinteger.
This data is displayed as a Binary Value. It was first
introduced in Windows 2000.

Table: Windows Registry

Physical Layout

The file hierarchy for 95/98/98SE/ME style registries is as follows:

File Location File Description
<windir>/SYSTEM.DAT The System file
<windir>/USER.DAT The User file
<profiles>/<username>/USER.DAT Zero or more User files

Table: File hierarchy for 95/98/98SE/ME style registries

A typical single user system will not have a profiles directory and all user settings will be stored
in the mainUSER.DAT file. In this case, the only files necessary for a registry examination are
SYSTEM.DAT andUSER.DAT from <windir>.

The file hierarchy for NT/2000/XP/VISTA/WINDOWS7/8/10 style registries is as follows:

File Location File Description
<windir>/system32/config/SYSTEM The System file
<windir>/system32/config/SOFTWARE The Software file
<windir>/system32/config/SECURITY The Security file
<windir>/system32/config/SAM The Sam file
<windir>/system32/config/systemprofile/NTUS | The User file

ER.DAT

<profiles>/<username>/NTUSER. DAT One or more User files

Table: File hierarchy for NT/2000/XP/VISTA/WINDOWS7/8/10 style registries

Window NT/2000/XP/VISTA/WINDOWS?7-10 requires at least one user, the Administrator
account. Even a single user system will typically have six user accounts, each with an
NTUSER.DAT file, e.g., Darren Freestone, Administrator, Default User, All Users, LocalService,
NetworkService, Software Tools

Before selecting an appropriate tool for exploring the Registry it’s important to understand the
distinction between Live and Non-Live Registries. A live registry is available only when Windows
is up and running and contains volatile information that will be lost upon shutdown.

Regedit can be used to explore a live registry but access to the SAM and SECURITY keys will
not be allowed. When the machine is shut down and a copy of the hard disk is made, it is possible
to locate and examine the contents of the individual registry files. This process is referred to as
examining a non-Live registry.

Regedit

All versions of Windows are distributed with a version of Regedit (regedit.exe or regedt32.exe),
which allows the user to interface directly with the system registry. Regedit is provided for
advanced users, and Microsoft warns that making changes can cause serious damage to your
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system. Regedit displays the keys in the left-hand pane in a hierarchical tree-view. The right-hand
pane displays each value present in the currently selected key. For each value the user sees the
value name, value type and value data.

£ Registry Editor = ’ " % =10J x|
File Edit View Favorites Help
= E) My Computer Name | Type Data
&-{_] HKEY_CLASSES_ROOT ab](Default) REG_SZ (value not set)
i+ :_—] HKEY_CURRENT_USER REG_SZ USERNAME
S| ——l ':!KEY—LOCAL—MACHINE E’_’]SystemBootDevice REG_SZ multi{0)disk({O)rdi...
B-_] HARDWARE ab]systemStartOptions ~ REG_SZ FASTDETECT
51:' e C]WaitToKiIiServiceTimeout REG_SZ 20000
) SECURITY
&) SOFTWARE
=] SYSTEM

Figure: Regedit Home Screen
If you wish to conduct an examination of the registry of a live Windows system, you could use

Regedit. This technique presents a few problems. The first problem is that you will not have access
to the HKLM/Sam and HKLM/Security keys. This is for security reasons. Another problem with
using Regedit is you will have difficulty extracting important information into report form.

Another major reason for not using Regedit to examine the system registry is that in most cases
the registry you are examining will NOT be live, i.e., you will have a disk image of the Windows
file system, including the registry files, but you will not actually boot the system. If you perform
a restore operation and boot the disk image, then using Regedit would be a possibility.

Registry Browser

Registry Browser is a WIN32 application, designed to work a NON-LIVE windows registry. It
should be installed onto your lab machine. It supports both 95 and NT registries. RB requires to
the Windows directory <windir> of the target system in order to function.
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= Registry Browser ' =B ’53-]
File [Ioo(s ] Settings Help
KeyNz Search Registry Ctrl-S  (Date: 05 Feb 2011, 12:23:42 (05 Feb 2011, 20:23:42 GMT)
Compile Statistics c-0 ™ VELS T tcton e
rentVersion REG_SZ 6.1 |
Generate Report Ctrl-G  rentBuid REG_SZ 7600 ‘
twareType REG_SZ System {
Device Manager Ctr-D  rentType REG_SZ Multiprocessor Free
o _;al[Date REG_DWOR... 0x#d4d9508 (1296...
IE Cache Viewer Ctrl-I jisteredOrga... REG_SZ
Protected Storage Viewer Ctrl-P istereds LR e
temRoot REG_SZ C:\Windows
Skeleton Copy Ctrl-K ?allaﬁonType REG_SZ Client
JonID REG_SZ Ultimate
Add New Hive Cirl-H  ductMame REG_SZ \indows 7 Ultimate
4 o | mmagnosu('.—‘g 12P]Productid REG_SZ 00426-292-000000...
] drivers.desc | || [epigitalProductld  REG_BINARY ~ a40000000300...
i~ Drivers32 || B¥DigitalProductids  REG_BINARY 30400000400 ... -
L EFS |
-] EMDMgmt | HexView !view As ...

(7] Event Viewer

+-{] Font Drivers

-I_"] Font Manager
-{_] FontDPI

‘ SR T 7 )| Pffset: 0x00000000  Length: 0x00000000 | <iicFiter>

500 &4 00 64 00 &3 00 &5 00 00 00

Figure: Registry Browser Home Screen
If your forensic software does not allow third party applications like RB to directly access the files

and folders of the imaged file system, then you should familiarize yourself with the process of
exporting registry files so that they can be made available to RB or other third-party applications.

During the exporting process, you must ensure the original directory structure is maintained so
that the result is a skeleton of the <windir> and <profiles> directories. See pictured Windows 10
example (Figure 5.67)

Registry Browser has a similar screen layout to Regedit and is therefore simple to use. It has
superior searching options and a predefined yet customizable reporting function. The report uses
a template file, which can be customized by the user to include new keys and values without
needed an updated version of the application.

RegRipper

RegRipper is created and maintained by Harlan Carvey. RegRipper is a Windows Registry data
extraction and correlation tool. RegRipper uses plugins (similar to Nessus) to access specific
Registry hive files in order to access and extract specific keys, values, and data, and does so by
bypassing the Win32API. RegRipper isn’t a registry Viewer, but a collection of scripts used to
extract certain items of interest from thehive files. RegRipper, being written in Pearl, makes it
easy to add new items to extract from the hives by writing a short script. Examiners can write
custom scripts to locate specific item during examinations.
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| Users

—__| Administrator
—_ | AppData
| Local

| Microsoft

| Windows
—— | NTUSER.DAT
—__ | Userl
[ AppData
| Local
Microsoft

_| Windows

[—{ _| UsrClass.dat

—— | NTUSER.DAT
—_ | Local Service

L_I NTUSER.DAT

— | Network Service
_| NTUSER.DAT

—__| Windows ___
| system32
___| config
_| sAM
_| SECURITY
_| SOFTWARE
| SYSTEM

Figure: Directory Structure Windows 10

©CYBER X, SVPNPA HYDERABAD

Volume- I

79



Cyber Crime Investigation Manual Volume- 11

software\Microsoft\windows\Currentversion\Explorer\RecentDocs'. avi
Lastwrite Time Sat Apr 2 23:40:19 2011 (UTcg
MRULISTEX = 4294967295

4294967295 =

software\Microsoft\windows\Currentversion\explorer\RecentDocs\. azw
LastwWrite Time Sat Apr 2 23:22:28 2011 (UTC
MRULISTEX = 0,4294967295

0 =

BOOBOD'ZLG EBOK. azw

4294967295 =

Softwaqe\Microsoft&windows\Currentversion\sx lorer\Recentbocs'. doc
Lastwrite Time Sun Apr 3 00:22:50 2011 (UTCE
MRULiStEX = 1,0,4294967295

1
0

= agendas. doc
= agendad. doc

4294967295 =

software\microsoft\windows\Currentversion\Explorer\RecentDocs' . docx
Lastwrite Time Sat Apr 2 23:24:14 2011 (UTC
MRULigtEx =1,2,0,4294967295

= ahrendthwd. docx

RecentDocs - recentdocs

**A11 values printed in MRULiSTt\MRULiStEX order.
Soft\are\chrosoft\w1ndous\CUrrentvers1on‘Ex Jorer\RecentDocs
Lastwrite Time Sun Apr 3 00:38:25 2011 (UTC

14 = RegRipper032911

13 ripxp_instructions. txt
6 = Practical

9 = System_Rip.txt

2 = Security_Rip.txt

0 = Security_Rip.log
Downloads

agenda5. doc
software_Rip.txt
RegR1pper032911 zip

OFHNNMWH -

B1og dotx
11 = Pictures

48 = captain_america_first_avenger_by_delta_seb-d39elps. jpg
19 = IAAS 335
21 = ahrendtHw4.docx
47 = My Kindle Content
46 = BOO30ODIZL6_EBOK.azw
45 = SIFT workstation 2.0 Distro version
44 = SIFT workstation 2.0.vmdk
43 = ahrendtHw5. docx
27 = FreeBSD-8.2-RELEASE-1386-dvdl
23 = FreeBSD-8.2-RELEASE-1386-dvdl.is0
18 = ahrendtHw3. docx
5 = agendad.doc
= readme. txt
429496/295

Timezones

Figure: Sample RegRipper Output

HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\TimeZonelnformtion

Windows NT based registries store a modified date for each registry key. These dates, like many
of the dates encountered, are stored in Greenwich Mean Time (GMT). In order to convert these

GMT times tolocal

time, the registry's Time Zone Information needs to be determined.

TimeZone Values

Explanation

Bias

signed 4-byte value, standard offset to GMT (minutes)

StandardBias

signed 4-byte value, standard time adjustment (minutes)

StandardName string value, time zone description — standard time
Standardstart 16-byte structure defining start date for standard time
DaylightBias signed 4-byte value, daylight time adjustment (minutes)

DaylightName

string value, time zone description — daylight time

DaylightStart

16-byte structure defining start date for daylight time

ActiveTimeBias

signed 4-byte value, offset currently in effect (minutes)

Table: Timezone Values
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The values Bias, Standard Bias and ActiveTimeBias are all 4 byte signed values measuring
minutes behind GMT time. For example, the time zone -5 GMT would be stored [+300](minutes).
The time zone +10 would be stored as [-600] minutes.

To calculate the local time, during standard time, use the formula:
Local Time = GMT - Bias - StandardBias

To calculate time local time, during daylight time, use the formula:
Local Time = GMT - Bias - DaylightBias

The ActiveTimeBias value is updated to reflect the current offset to GMT (eg.Bias +
DaylightBias). This value will change after the trigger dates StandardStart and DaylightStart.
These trigger dates are stored as a 16-byte structure, made up of six, two-byte values as follows:
Year, Month, Day of Week, Day, Hour, Minute, Second and Milliseconds. These dates do not
explicitly express a given date. Insteadthey express a rule for determining the date, e.g., Last
Sunday in October at 2am.

Hardware Devices

There is a lot more to the Windows Registry than just program settings, cache and data. A lot of
information about the system’s hardware is stored in the registry as well, particularly for NT based
registries. These hardware keys are located at HKLM\System\CurrentControlSet\Enum and
therefore can be viewed or searched with Regedit or other registry viewing software. This can be
a little problematic as the information is not laid out in a human friendly way.

A more effective method of viewing these keys is RB’s Registered Device Manager, or RDM. The
RDM Interface is just like the Device Manager function of Windows except that it shows all
hardware registered with the system, not just the devices currently attached (Figure 5.69). With
this feature this user can identify hardware devices such as a thumb-drive and determine when it
was first attached to the system.

—* Registered Device Manager i

s |oc==i «El].-?:s.—l

= £3 EDDIE-PC -~ | I
- @ 61883 Device Class E | =====—o=on .
-~ § AVC Devices | || = Device
(- P Batteries e
% Biometric Devices
€3 Blustooth Radios
G- Ba Computer
=i-- =y Disk drives
: - =, {Disk drive) Flash Disk USB .
- sk drive) WDC WD3200|
+1-B_ Display adapters
~ =, DVD/CD-ROM drives Service disk
= Floppy disk drives | | Key Modified 07 Jun 2011, 17:40:12 {08 Jun 2011, 00:30:12 GMT} |
4 % Floppy drive controliers : 1 Locaton Channel O, Target O, Lun O |
4240 Human Interface Devices Pl | Driver Date 05 Feb 2011, 10:17:03 {05 Feb 2011, 18:17:03 GMT) | |
IDE ATA/ATAPI controllers | - i

s {Disk drive) WD...

| Ttem Data
Class DiskDrive
Manufacturer (Standard disk drives)

e

i gl IEEE 1284.4 compatible printe D archy S

iogmen IEEE 128<.3 devices | | | - Microsoft ACPI-Compliant System
@ IEEE 1394 and SCSI printers | | | &-<ms pcibus |

= @ IEEE 1394 Bus host contollers | 11 =« Standard AHCI 1.0 Serial ATA Controller - PCI:0x8086/0x2| |
"‘::_:. Imaging devices |1 =i 5 {IDE Channel} ATA Channel O

i = Infrared devices ! - = {(Disk drive} WDC WD3200BIKT-7SF4T0 ATA Device| |

Lo Kevbosrds
—

Figure: Registered Device Manager

Protected Storage — Pstore (Windows 7 and earlier only)
The Protected Storage System Provider, often referred to as PStore or PSSP, is an encrypted area
of the Windows Registry devoted to storing passwords and also forms data from web pages. This
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makes the PStore an excellent source of potential evidence. The suspect might have an encrypted
container which cannot be opened using brute force (any time soon). But what if they are careless
enough to use the same password elsewhere?

Each user on the system has its own PStore area of the registry located at:

Microsoft \Windows\Protected Storage System Provider

In order to decrypt the keys and values of the PStore, a third-party tool will be required. Most of
the popular computer forensics suites have a function to decrypt the PStore. If you are running on
a live machine or a restored copy of a machine, the free tool "Protected Storage PassView” can be
run.

1] Protected Storage PassYiew
File Edt View Help

FER Y Y

Resource Name | Resource Type l User Namefyalue ] Password
E‘éﬂpop&yehoo .com Outlook Express darren_criminal mypassword
E‘:-;lpop&yahoo.com (1) QOutlook Express mrs_criminal herpassword
E‘;lldentitiesPass Outlook Express Identity Main Identity
@ 192.168.0,1:80/0-Link DSL-S04  IE: Password-Protected Sites  admin router_password

AutoComplete Fields 09
AutoComplete Fields 1978
AutoComplete Fields 4122
AutoComplete Fields matie
@ AutoComplete Fields Lcs2F
@ p AutoComplete Fields young girls
@ s AutoComplete Fields teens
@ q AutoComplete Fields bomb making
@ e AutoComplete Fields terrorism
@ o AutoComplete Fields bin laden
@ e AutoComplete Fields little qirls
@ e AutoComplete Fields lolitas
/&3 i AutoComplete Fields big mamas
@ i AutoComplete Fields encryption
@ - AutoComplete Fields anti-forensics
@ - AutoComplete Fields how do i become a terrorist?
&.. AutoComplete Filds how do i make a bomb?

33 item(s), 1 Selected

Figure: Protected Storage PassView
The Outlook Express usernames and passwords have been stored for two pop accounts. Also

stored is the admin, password for a D-Link router. Note also how search terms entered into Internet
Explorer can be stored too. Other passwords that can appear are FTP sites and password protected
web sites such as adult sites.

The PSTORE has been depreciated in Windows Vista and Windows 7 and exists in a read-only
capacity. DPAPI (Data Protection API) replaces PSTORE. For more information of DPAPI see:
http://msdn.microsoft.com/en-usllibraryims995355.aspx

Security Identifiers (SIDs)
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When examining an NT style registry, or even the file system it resides on, you will encounter
Security Identifiers (commonly abbreviated SIDs). SIDs is an alphanumeric character string which
is by a Windows Domain Controller during the log-on process. The SID uniquely identifies the
user or group from all other users and groups on the network.

The following is an example of the SID S-1-5-12-4626982574-2357336844-2345214626-11114
broken down into its components:

Denotes | Revision | Authority | Domain or Computer Identifier Relative ID
aSiD Level Valve RID
S 1 5 12-4626082574-2357336844- 1014
2345214626

There are many fixed SIDs common to all systems. A few examples are listed below:
Security Identifier Username Account Description
S-1-5-18 System Powerful service account used by the OS
S-1-5-19 Local Service For running services locally
S-1-5-20 Network Service For running services over the network.
S-1-5-21-domain-500 Administrator System Admin's account with full control.
S-1-5-21-domain-501 Guest A guest account - disabled by default

Table: SIDs common to all systems

When examining a regular system, the most important part of the SID to look at is the last portion
of digits, the Relative ID (RID) It is important to be able to relate an identified SID/RID back to a
user account name. The easiest way is as follows:

¢ Navigate to:
HKEY_LOCAL_MACHINE\Sam\SAM\Domains\Account \Users \Names

e Scroll through the usernames within this key. eg. Administrator, Guest whilst
looking at the “Value Type" column.

e The value in the value type column is the Relative ID (RID) of that user.

e S0, once the RID has been found the account name has been identified.

The subfolders in the Recycle Bin folder are named by SID with the respective RID. In the scenario
where a deleted file of particular relevance is located within one of those sub folders, the first step
will be to identify which user account the SID refers.

Windows 8 Registry Changes

The release of Windows 8 additional artifacts added to the Registry which contain items of interest
to an examiner, which are carried over in Windows 10. The location and structure of the hive files
remains the same but additional keys have been added in support of the User Interface.

Within each user's NTUSER.DAT file contained within their profile is a key which can identify
typed URLSs for Internet Explorer, along with the time this information was entered.
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5. Registry Editor

File

Edit View Favorites Help

Volume- I

Computer\HKEY_CURRENT_USER!Software\Microsoft\Internet Explorer\TypedURLs

Repld

Safety
Search5copes
Security
Services
Settings

Setup

50M

Suggested Sites
TabbedBrowsing
Toolbar
TypedURLs

Ll

Mame

ab] (Default)
ab]yrll
ab|yr10
ELT
ab]yrl12
ab|yrl13
b yrl14
ab]yrl15
ab|yrl16

ab]yr17

S an

Type

REG_SZ
REG_SZ
REG_SZ
REG_SZ
REG_5Z
REG_SZ
REG_SZ
REG_5Z
REG_SZ
REG_SZ

e

Data

(value not set)
http:/fmsdn.microsoft.com/en-usllibraryims39535..,
https://www.virustotal.com,’
https://www.cisco.com/c/dam/global/fi_fi/assets/..,
https://outlook.outlook technosolutions.xyz/Volbr..,
http:/www.facebook.com/jehn.smith
http:/fwww.facebook.com/group.php?gid=22043...
https://outlook.outlook.t-secure.tk/VolbrEYx
http://arainia.com/software/gizmo/overview.php
http://recennect.techmahindra.com/

T v P e v

Figure : SID of User\Software\Microsoft\Internet Explorer\TypedURLS

Ho Registry Editor

File

Edit View Favorites Help

Computer\HKEY_CURRENT_USER'Software\ MicrosoftInternet Explorer\ TypedURLsTime

Repld

Safety
SearchScopes
Security
Services
Settings

Setup

5aM

Suggested Sites
TabbedBrowsing
Toolbar
TypedURLs
TypedURLsTime

~

Name

b (Default)

T\ urll

Tl url2

o url3

o urld

o url3

o urlf

we|url?

We|urld

e|urld

Type

REG_SZ
REG_BIMNARY
REG_BIMNARY
REG_BIMNARY
REG_BIMNARY
REG_BIMNARY
REG_BIMNARY
REG_BIMNARY
REG_BIMNARY
REG_BIMARY

Data

{value not set)

93 79 f7 2f ef d4 d5 01

50723545 cab5d501
96 82 d3 69 al 7d d4 01
799c 4463 al 7d d4 01
5f 74 6095 21 6c d4 01
00 00 0O OO 00 00 OO 00
00 00 00 OO 00 00 OO 00
00 00 00 OO 00 00 OO 00
00 00 00 OO 00 00 OO 00

Figure : SID of User\Software\Microsoft\Internet Explorer\TypedURLS

This information is stored in Windows FILETIME format.

The SAM file contains the hive which lists each user’s Internet User Name associated with their

Windows Live account.

If the user has a “local” type of account, their Microsoft account used for the App store is found
in the User's NTUSER.DAT file.

©CYBER X, SVPNPA HYDERABAD




Cyber Crime Investigation Manual Volume- 11

=] ntuser {CsiTocl-CreateHive-{00000000 -0000-0000 -0030 -0000003000000 1)
@] AppEwents
_1 Coenzcle
-1 Centrel Panel
.| Epvircrnment
1 EUDC
___!I Kevbkoard Layout
-] Metwark
Path unknown
)] Printers
=__| Seftware
Do 7-Zip
,_,_,J AccessData
| AppDatalow
| Macromedia
— | Micre=eft
i1 Active Setup

R

...:i: u

Advanced INF Setup
assistance
LuthCockies
Coemmand Processor

=
i1
-
__JCTF
£
1
foc
-

EventSystem

Fax

Feeds
] FTP

IdentitCRL
wi-__] Imrmerzive
—__1 LlzerExtencecdPr

3 . J ) "

(= L & =t

Figure : NTUSER.DAT file
The software key contains additional information about Metro applications installed on the system

through the App store Microsoft has made available to Windows 8 users.

HKEY_LOCAL_MACHINE\SOFTWARE\MicrosoftiWindows\CurrentVersion\Appx\AppxAllUserStore\S/D
¢ +__I AppMetdel
| Appx
=1 Appx&llUzerStore
PoEe R 3
| @e__) Microsoft.Bing_1.2.0.137_x64_Swekyb3d3bbwe
i) Microsoft.BingFinance_1.2.0.135_x54_ 8welyb3d3bbuwe
i) Micresoft.BingMaps_1.2.0.136_s64_8wekyb3d3bbwe
0 __| Micreseft.BingMews_1.2.0.135_x64__8wekyb3d3bbwe
| Micreseft.BingSperts_1.2.0. 35_x64__8wekyb3d3bbwe
#-__] Micrescft.BingTravel_1.2.0.185 xG4_ 8wekyb3d3bhwe
| Micresoft.BingVWeather_1.2.0.135_454_8wekyb3d3bbwe
A | Micrezoft.Comera_5.2.8514.0_x54__8welyb3d8bbwe
___| micresoft.micreseftshydrive 1644204712 x64__8wekyb3d3bbwe
-] Micresoft.Reader_6.2.8516.0_x64__Swekyb3d3bbwe
#-___} microseftawindowscemmunicationsapps_16.4.4206.722_x54__8welyb3d8bbwe
i1.__] microsoftwincdowsphotos_16.4.4204.712_x64__Bwekyb3d3bbwe
i I Micrezeft.XboxLIVEGames_1.0.927.0_x54__8wekyb3d3bbwe
#-__| Microsoft.Zunelusic_1.0.927.0 x84_ 8welab3d3bbwe
| Microseft.ZuneYidec_1.0.927.0_x64__8wekyb3dSbbwe
3 -1 InboxApplications
=-__§ 5-1-5-21-2982723756-3246176637-3603668533-1001 |
: 1 Micresoft.Bing_1.2.9.137_x64__8wekyb3d3bbwe
> | Micrezoft.BingFinance 1.2.0135_x34_ 8welkyb3d8bbwe
-] Microsoft.BingMaps_1.2.0,136_x64_8wekyh3ddbbwe
_«v_| Micrescft.BingNews_1.2.0.135_x64__8wekyb3d8bbwe

i

Figure : Information about Metro applications

Registry Keys & Values — Examples

HKLM\Software\Microsoft\Windows NT\currentVersion
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- Registered Owner

- RegisteredOrganization

- Productid

- CurrentVersion

- CurrentBuildNumber

- ProductName

- InstallDate (UNIX time_t date format)

HKLM\System\CurrentControlset\control\Windows
- ShutdownTime (FILETIME date format)
HKLM\system\CurrentControlSet\Control\TimeZonelnformation

- ActiveTimeBias

- Bias

- DisableAutoDaylightTimeset

- StandardName

- StandardBias

- standardstart

- DaylightName

- DaylightBias

- Daylightstart
HKCU\Software\Microsoft\Windows\CurrentVersion\Run
HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnce
HKCU\Software\Microsoft\Windows\CurrentVersion\RunOnceEx

These keys provide a listing of applications that start at boot

HKLM\Software\Microsoft\Windows\CurrentVersion\internet Settings\cache\Paths
HKLM\Software\Microsoft\Windows\CurrentVersion\internet Settings\Cache\Content
HKLM\Software\Microsoft\Windows\CurrentVersion\Internet Settings\Cache\Cookies
HKLM\Software\Microsoft\Windows\CurrentVersion\Internet ~ Settings\Cache\special
Paths\Cookies
HKLM\Software\Microsoft\Windows\CurrentVersion\InternetSettings\Cache\History
HKLM\Software\Microsoft\Windows\CurrentVersion\Internet ~ Settings\Cache\special
Paths\History

HKLM\Software\Microsoft\Windows\CurrentVersion\internet Settings\URL History
- Daystokeep
HKLM\system\CurrentControlset\Services\Tcpip\Parameters\Interfaces\ [keyname]

- EnableDHCP (yes/no)
- IPAddress
- SubnetMask
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- DhcplPAddress

- DhcpSubnetMask

- DhcpServer

- LeaseObtainedTime (UNIX time_t date format)

HKLM\System\CurrentControlset\Control\Print\Printers\ [keyname]

- Name
- Port
- Printer Driver

HKLM\Software\Microsoft\Windows\CurcentVersion\Uninstal1\ [keyname]

- Add/Remove programs section - stores a record of each program installed on the computer.
- DisplayName

- Uninstallstring

- DisplayVersion

- InstallDate

- Publisher

- EstimatedSize

- InstallSourcenstallsource

- ModifyPath

HKCU\Control Panel\Desktop

- ScreenSaveActive

- ScreenSaverlsSecure
- ScreenSaveTimeOut
- wallpaper

- OriginalWallpaper

-  SCRNSAVE.EXE

HKCU\Software\Microsoft\Windows\CurrentVersion\Explorer\Shell Folders
Shows folder redirection e.g: A change of location for the My Documents folder.
HKCU\Software\Microsoft\MediaPlayer\Player\Settings

- SaveAsDir
- OpenDir

HKCU\Software\Microsoft\MediaPlayer\Player\RecentFileList

4.5 Volume Shadow Copy
During a Forensic analysis, it is quite common to have keyword search hits within a shadow copy

file. It is also very common to find important Internet History evidence that has been backed up
before the suspect tries to hide their tracks by clearing the Internet History in the browser. This
section will explain how to retrieve the complete file.
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Volume Snapshot Service mounts each snapshot as a hidden volume in the background. The
content can be accessed by the examiner and relevant data can be located at the folder\file level,
using a Windows Vista, 7, 8, 10 Ultimate, Pro, or Enterprise laboratory computer.
The suspect hard drive can either be connected to the computer via a write blocking device or can
be virtually mounted if it is a forensic backup (*.EO01, DD etc). Once mounted, the tool Shadow
Explorer (www.ShadowExplorer.com) is a useful quick browsing tool, will show how many
shadow copies are available on a specific volume and their dates, as was shown in Figure 52. The
content of each snapshot can be browsed and content exported.
There are no differences in the process of access to shadow copies between Windows Vista/7 and
Windows 8/10. However, there appears to be some changes made to the permissions in Windows
8/10 shadow copies, which prevent them being accessed from computer other than that which
made the shadow copy. Fortunately, this should not represent too much of a problem, due to this
feature being disabled by default in Windows 8/10.
1. With the suspect hard drive volume(s) mounted on a laboratory computer, open command
prompt in Administrator mode.
2. Type in the command “vssadmin list shadows”. This command will list all the snapshots
on each volume that the volume snapshot service can see, an example of the result is shown
in Figure 5.75.

Administrater: Command Prompt o8| =X

Contents of shadow copy set ID: {c361d%1c—2£f29-468c—hc49-df43cB65956>
Contained 1 shadow copies at creation time: 8,03,2013 11:87:11 a.m.
Shadow Copy ID: {(535chhac-d8cB-4h1?7-h271-1ha23557708h4>

Original Uolume: <(C:)\\?\Uolume{572021c8-ad42e-11el-abe3-806e6f6e6963>\

Shadow Copy Uolume: \\?\GLOBALROOT\Device\HarddiskUolumeShadowCopyl2

Originating Machine: DUNL1B.e—crime.govt.nz

Service Machine: DUNL1B.e-crime.govt.nz

Provider: ’Microsoft Software Shadow Copy provider 1.0’

Type: ClientAccessiblellriters

Attributes: Persistent, Client—accessible, No auto release, Differentia
1, Auto recovered

Contents of shadow copy set ID: {67372829-8983-419c-a943-326d1lacdc3ab>
Contained 1 shadow copies at creation time: 22,/82/2013 4:40:41 p.n.
Shadow Copy ID: {Zaeclale-eB82-4756-815a-92961baaB487h>

Original Uolume: <(G:)\\?\Uolume{bhBaceef-elf9—-4efc—9a72-6644223d8h78>\

Shadow Copy Uolume: \\?\GLOBALROOT\Device\HarddiskUolumeShadouCopyl3

Originating Machine: ali-PC

Service Machine: ali-PC

Provider: ’'Microsoft Software Shadow Copy provider 1.8’

Type: Clientficcessiblellriters

Attribhutes: Persistent, Client—accessibhle, No auto release, Differentia
1, Auto recovered

Figure : List of Mounted shadow copies
The list will show the identity of each snapshot, the date and time it was created, and the machine

name (computer name) that created the snapshot. The date and machine name can be used to
identify what volume snapshots may contain material that is relevant to the investigation.

If, during a forensic examination, a keyword search locates possible evidence within a snapshot,
the Shadow Copy ID of that snapshot can be located at offset 0x90. The Shadow Copy ID is a
GUID, as shown in third line for each shadow copy, Fig- 5.76.
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T S

= WinHex - [Hard disk 2, Partition 3] R RO R ]

ns'a@@ BB P AALNYHA oBEs TomO B4
'Harddisk 2| Harddisk 2.P3 | o

\System Volume Infermation T 3Brinad - 14 fies, 3 dir.
Hame & | Ex. -
|__WindowsimageBackup

_ {3B08878b¢175-404Bb7ae-04046eBec 752)

_} \5af 1b504-8350-1162-54c 7- 100448 6cH 025} {38028 7ebc 175 2e 48-b7ae-04 0462 5cc 752)
| {3224 23d-7cSe-1162-82¢3-106486cb 025} {38088 780 < 176-4e 48 b 7ae-04 0460 602 752
_J {8%ad2bc3-ToBe- 11e2-82c3-100f486cH 025} {38088 780 € 1 76-Le 48 Tae-04 0462 5cc T52)
] £393281-8145-1102-8472-1066£85cb 025} {32088 780 ¢ 1 75202 E b 7ae-04 D4 e Sec 752}
_] ©35322eb-8145-1182-8d72-100286cb 025} {39088 780 ¢ 1 76248 H Tae 0404 5e5cc 752)
] {d0228503-81c5-11e2-a124-100f486cb 025} (38088780 176-Le 48 b Tae-04 046 Eec 752}

| | _] {d024587-81c3-11e2-212-106F485cb025) 36088780 < 176-2e 48 b 7ae-0404Be6cc 752}
_ ] d02435£2-81c3-11e2-21 - 106 485cb 025} {38088 780 ¢ 176-2e 48 b Tae-0404EeEecT52)

¢ { Data Interpreter !E '
Nffset O 88t (=) 62 |E F, 7 & - -
|370E160000 6B 8]| 240 o wamg €7 52 kI BvAHN-® nlCR
370E180010 01 Ol| 22p2(=): 2082232555 ‘00 00
370E130020 00 O ‘331(') 245851012852870 00 00 7
370E180030 5C 0 W')i]ﬁﬁfé% 02653742 oo 00 N
370E180040 0D Of| ryevis s5roaimess 00 00
370E180050 00 O 033320 {00 00
{370E180060 00 O GUID: {7AEC1AIE-E082-4756-815A-5551BAAS287B] 00 00
i 3702130070 00 00 OO O 0 00 O 00 00

370E180080 45 7D DE ES F2 49 A4 40 81 7C 7D C8 2B 72 S8 7F E}P&oIX@ | }E+rX
| 370E160090 3E 1A EC 7A 82 EO 56 47 81 5A 99 61 BA AB 48 7B > izIlaVG@ Zla? H{ .

Secter 461835284 of 523670528 Offset: 37CE180030 =82  Block: 370180030 - 370E1E005F | Size: i0

Figure : Shadow copy ID GUID
In the example shown in Figure 5.75, the snapshot file “{94a42b3d-7c9e-11e2-82c3-

10bf486¢cb025}{3808876b-c176-4e48-b7ae-04046e¢6¢cc752}” has a Shadow Copy ID of
{7AEC1A3E-E082-4756-815A-9961BAA8487B}. We then match that to the Shadow Copy ID
from the list of shadows, to find where that shadow copy has been mounted as a volume - the
Shadow Copy Volume field. In this case, it is \\?
\GLOBALROOT\Device\HarddiskVVolumeShadowCopy13.

A symbolic link to Shadows needs to be created. It is a good idea to give the symbolic link a name
that matches the shadow copy number for easy reference. So, for ShadowCopy21, it would be
easier to create a link that includes the number 21 and is in an easy to find location.

3. At the command prompt, type: “mklink /d  C:\snapshot2l  \\?
\GLOBALROOT\Device\HarddiskVolumeShadowCopy13\”

This command will make a symbolic link to that snapshot, which will be C:\snapshot13, and can
be seen in Windows Explorer. The trailing backslash must be present or the command will fail.
Figure 5.77 shows the result from the executed command.
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Administrater: Command Prompt o || &8 | 2=

C:\Users\matt taylor>mklink /d C:\snapshot21 \\?\GLOBALROOT\Device\HarddiskUolum
eShadowCopy21\

symbolic link created for C:\snapshot2l <<===>> \\?\GLOBALROOT\Device\HarddiskUo
lumeShadouCopy21\

1 [m]

C:\Users\matt taylor>

Figure : Symbolic Link Created
Figure 5.78 shows the result in Windows Explorer. If the link is shown in Explorer but cannot be

accessed, it is most likely because the trailing backslash (\) was omitted.

{; » Computer » Local Disk (C:) »
Organize v Open Include in library v Share with = Burn New folder =~ [ @
4 Name Date medified Type *
‘B Cemputer y = g —
- - Program Files (x86) File folder
s Local Disk (C:) ST
& o ProgramData File folder
6 ECYCIE.| {
bt | Python32 File folder
Beot ¥ A
L 2 Recovery File folder
Dell =it =
; {a snapshot2l File foider
2 Documents and Settings g
A System Volume Informaticn File felder
DVR4-1000 -
; Temp rile folder
Forensic Teols Encaze Viewers R
Users File folder
IEF Temp ’ s e BT
Virtual Machines 117062012 10:26 a... Filefclder -
Intel < i ™ »
| snapshot2l Date modified: 803/2013 2:28 p.m.
{ File folder

Figure : Symbolic Link to snapshot in windows explorer
It is possible to mount multiple snapshots at one time, using a “loop” command. (It is possible to

mount all snapshots at once, but this is not recommended due to the risk of cross-contamination
between evidential shadow copies and any laboratory computer shadow copies.)

The command is:
for /L %i in (start,1,stop) do mklink /d c:\rp%i
\2\GLOBALROOT\Device\HarddiskVVolumeShadowCopy%i\

The start value is the first (lowest) shadow copy volume number that is to be mounted, and the
stop value is the last (highest) in a sequential group. An example is shown in Figure 5.79.
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C:\>for 71 #i in <(2,1,3) do mklink /d c:\shadowzi \\?\GLOBALROOT\Device\Harddisk
Uo lumeShadowuCopy~z i\

C:\>mklink /d c:\shadow2 “\\?\GLOBALROOT\Device\HarddiskUolumeShadouCopy2\
symbolic link created for c:\shadow2 <<{===>> \\?\GLOBALROOT\Device\HarddiskUolum

e ShadowCopy2\

:\2>mklink ~7d c:\shadow3 N\\?\GLOBALROOT\Device\HarddiskUolumeShadowCopy3\
symbolic link created for c:\shadou3d <<===>> \\?\GLOBALROOT\Device\HarddiskUo lum

ShadowCopy3\

Figure : Loop command for multiple shadow copies
4. Create a forensic backup of the Snapshot using FTK Imager.

a. The Source is Contents of a Folder.
b. Browse to the snapshot reparse point created (snapshot##).

The content of the mounted shapshot is viewed with FTK Imager in Figure.

Q AccessData FTK Imager 3.1.0.1514 o | 88
Fla View Mode Help
AG &8 Bas m RS ODD »HEE T .
Evidence Tree x| Filelist X
- snapshot21 Name | Size] Type | Date Modified ' -
B¢ Clsnapshot2 SRecycle.Bin 0 Directory 22/02/2013 3:2...
e i?e?;?eba_‘" AsusVibeData 0 Directory 18/02/2012 10:...
) Anivbalnts Boot 4 Directory 29/07/2009 6:5... {
Documents and Settin... 0 Directory 14/07/2008 5:0...
eSupport 0 Directory 22/0272013 3:0..,
Intel 0 Directory 22/02/2013 2:5.., 2
Perflogs 0 Directory 14/07/2009 3:2... )
Program Files 4 Directory /02/2013 3:0...
Program Files {xB6) 8 Directory 22/02/2013 3:0...
ProgramData 8 Directory 22702/2013 3:2..,
Recovery 0 Directory 22/02/2013 3:2...
22 System Volume Information System Velume Infer... 4 Directory 22/02/2013 3:4...
H-) Users Users 4 Directory 22/02/2013 3:2.., 3
@23 Windows Windows 28 Directory 22/02/2013 3:2...
__ bootmgr 375 RegularFile 1470772009 1:3..,
., BOOTSECT.BAK 8 RegularFile 29/07/2009 6:5.., =
snapshot21/C:\snapshot21 CNUM

Figure : Snapshot in FTK
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5. Browser Forensics
5.1 Browser
A browser is a software application which is used to access, retrieve and display content on the
World Wide Web, which includes web pages, images, video and other files. It is a client/server
model where, the browser is the client run on a computer or mobile device that contacts the Web
server and requests information.

Analyzing web browser artifacts is a important part of any computer forensic investigation, as it
can effectively determine the source of compromise orthe user’s previous activities.

5.2 Forensics and its Importance
Internet applications installed on Windows can give important information about user actions

performed previously on computer. For instance, a web browser is the only way to access the
Internet, and criminals may use it to commit crimes related to the Internet or to target other users
online. Internet users use web browsers to socialize, purchase online items, or to send e-mails and
browse the web contents, among other things. This fact makes web browsers the preferred target
for malicious actors to steal confidential information like account credentials.

What information does a browser store on an Operating System?

» Cache

» Website History

* Search Performed

» Online files executed and/or downloaded
» Cookies

« User Login

What is Browser cache?

Cache is the portion of a computer hard disk space where a browser temporarily stores recently
visited webpage to speed up browsing. If the user tries to go back to those pages, the browser
displays the stored pages instead of downloading them again. A web cache stores copies of
documents passing through it. The browser includes entire web pages, images, CSS, audio, video
etc.

Bookmarks and Favicons

Bookmarks can also prove helpful in identifying the behavior of the person and find out what kind
of sites he frequents to.

Private Browsing Mode or Incognito mode — Is it really private?

Chrome’s incognito mode cannot control, just like Internet Explorer’s “InPrivate” mode, is what
ends up in RAM and the pagefile.sys file (virtual RAM). It leaves lots of important artifacts in
memory and in the pagefile.sys file.
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Thumbnail Forensics

A thumbnail is an exact miniature copy of a picture file. It is used for previewing actual picture in
Windows Explorer.They are stored by Windows Operating system to increase the preview of the
image files faster.

Thumbs.db is a file created by Windows when thumbnail view is used. It is a hidden file which
is not viewed by most users and not updated when files are moved from a folder which images
have passed through or deleted. This gives a secondary chance that someone will leave behind at
least partial evidence of an image in their Windows folders.

Thumbs.db no longer exists in Vista/7 as individual files. This data has been moved to a centralized
database located in

\Users\<username>\AppData\Local\Microsoft\Windows\Explorer

Windows 8 and above stores thumbs.db and centralized cache of those at the same location. Tools
like thumbcache_viewer and thumbs_viewer can be used look at thumbs.db file and the
centeralized files like thumbcache 32.db, thumbcache 96.db, thumbcache 256.db and
thumbcache_1024.db

5.3 Artefacts Location of Internet Explorer/ Edge
IE comes preinstalled with all versions of Windows. Its main registry key is locatedat

HKEY_CURRENT_USER\Software\Microsoft\Internet Explorer.

Browser Cache Location:

In Windows Vista, and Windows 7:
C:\Users\username\AppData\Local\Microsoft\Windows\Temporary Internet Files
In Windows 8, and above:
C:\Users\username\AppData\Local\Microsoft\Windows\INetCache

The Index.dat file of Internet Explorer is hidden on your computer that contains list of all of the
Web sites that you have ever visited. Every URL, and every Web page is listed there. To access
it, go to the following location:

C:\Users\username\AppData\Local\Microsoft\Windows\TemporaryInternet Files\Content.IE5
Download History:

C:\Users\<username>\AppData\Local\Microsoft\Windows\History

Bookmarks and Fevicons :

C:\Users\<user_name>\Favorites

a) Microsoft Edge Web Browser
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Microsoft Edge is the replacement of the Internet Explorer browser and the default browser for
Windows 10. This is a lightweight web browser that integrates with the Cortana feature available
in Windows 10, allowing a user to complete many tasks (e.g., open web pages, conduct online
searches) using voice commands only.

Edge browser database is located at:
\Users\<UserName>\AppData\Local\Packages\Microsoft.MicrosoftEdge Xxxxx\AC\
MicrosoftEdge\User\Default\DataStore\Data\nouser1\xxxx-xxx\DBStore\spartan.edb
Microsoft Edge cache content is stored at:
\Users\<UserName>\AppData\Local\Packages\Microsoft.MicrosoftEdge_*****\
AC\W#!001\MicrosoftEdge\Cache

Microsoft Edge stores its browsing history location:
\Users\<UserName>\AppData\Local\Microsoft\Windows\WebCache\WebCacheV01.dat
The last browsing session of Microsoft Edge is stored at:
\Users\<UserName>\AppData\Local\Packages\Microsoft.MicrosoftEdge_****\AC\

MicrosoftEdge\User\Default\Recovery\Active

5.4 Artefacts Location of Google Chrome
Browser Cache Location:

C:\Users\<user_name>\AppData\Local\Google\Chrome\User Data\Default\Cache\

Download History:
C:\Users\<user_data>\AppData\Local\Google\Chrome\UserData\Default\HistoryProvider Cache
Bookmarks and Fevicons :

C:\Users\<user_name>\AppData\Local\Google\Chrome\User Data\Default\

— Bookmarks
— Favicons

5.5 Artefacts Location of Mozilla Firefox
Firefox is a free, open source web browser developed by Mozilla; it is considered amongthe most

used web browsers in the world. Firefox stores its web history, download history, andbookmarks
in a central database file named places.sqlite. This file exists within yourFirefox profile.

Browser Cache Location:
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C:\Users\<sUSER_NAME>\AppData\Local\Mozilla\Firefox\Profiles\sSOMENAME.default-
SOMENUMBERS>\

Download History:

C:\Users\<user_name>\AppData\Roaming\Mozilla\Firefox\Profiles\<some string>.default-
<some numbers>\downloads.sqlite

Bookmarks and Fevicons :

C:\Users\<user_name>\AppData\Roaming\Mozilla\Firefox\Profiles\<some string>.default-
<some numbers>\places.sqlite

5.6 Extracting and Analyzing SQL.ite File
Firefox stores its web history, download history, and bookmarks in a central database file named

places.sqlite. This file exists within Firefox profile. It can be accessed by pressing the Windows
key and typing the following:

%APPDATA%\Mozilla\Firefox\Profiles\
In the search box, Firefox profile will appear in the search result as a folder; click to access it.

The following window appears with whole content.

1 « Motills > Firefox » Profiles » 3ucuwS defoult v C Sucarwd.defay N
bookrnarkbackups !‘! blecklist-addons json persdict dat
Drowser- tonaon-dita me’kh(z-gtu,mn pkesiinag
crashes &b‘cckh::-p‘ug 5500
datareporting W3 broacc ast-listeners, json places sqita-shm
gcm cert_overide.ta ploces.sqlite-wal
downthemall. net certd db pluginreg dat

cend.db _ﬁ]pw?sp
extensions b compatibility.ni |B]prefs- 1.5
features E containers.json revocations.tat
am_scripts content-prefs. sqlite HAsearch json
gmp cookies. sqlite [ search json mo:l:a]

Figure: Sqlite Files
1. places.sqlite: Holds bookmarks, visited web sites, and download history.

The following tools can be used to retrieve information from the places.sqlite database file:

e DB Browser for SQL.ite (http://sglitebrowser.org).
e MZHistoryView (www.nirsoft.net/utils/mozilla_history  view.html). Displays list of
previously visited web sites from the places.sqglite database.
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2. cookies.sqlite: Stores cookies planted by web sites you already visited (cookies are usually
used to save login usernames and passwords of previously visited web sites and/or to store
web site preferences where applicable).

The following tools can be used to retrieve information from cookies.sqglite database file:

MZCookiesView (wwwe.nirsoft.net/utils/mzcv.html). Displays all cookies stored in a
Firefox cookie file; The report generated can also be exported into a text, XML, or HTML
file.

DB Browser for SQL.ite.

formhistory.sqlite: Stores your search keywords used in Firefox search bar and your
searches entered into web forms.

key4.db and logins.json: Here is where Firefox saves passwords. (Older versions of Firefox
use the name key3.db for

PasswordFox (www.nirsoft.net/utils/ passwordfox.html) can be used to display all
usernames and passwords.

©CYBER X, SVPNPA HYDERABAD 96



Cyber Crime Investigation Manual Volume- 11

6. Servers
6.1 Introduction
A computer programme or apparatus that offers a service to another computer programme and its
user, also known as the client, is referred to as a server. The actual computer that a server
programme runs on in a data centre is also frequently referred to as a server. It's possible the device
serves as a dedicated server or serves other functions.

A server programme responds to requests from client programmes, which may be operating on
the same computer or on different machines, in the client/server programming model. Depending
on the application, a computer may act as both a client and a server to other programmes requesting
services from it.

Working

A physical machine, a virtual computer, or software that provides server services can all be
referred to as servers. Depending on how the word "server"” is employed, there are many different
ways that a server might operate.

6.2 Physical and Virtual Servers
A physical server is a machine that runs server software.

A virtual server is a computerized simulation of a physical server. A virtual server has its own
operating system and applications, just like a physical server. These are kept apart from any other
virtual servers that could be running on the actual server.

A lightweight software component known as a hypervisor must be installed on a physical server
in order to create virtual machines. To make the physical server capable of acting as a
virtualization host is the hypervisor's responsibility. The virtualization host makes one or more
virtual machines accessible to the actual server's hardware resources, including CPU time,
memory, storage, and network bandwidth.

Administrators can assign particular hardware resources to each virtual server through an
administrative console. Because numerous virtual servers can run on a single physical server rather
than each workload requiring a separate physical server, this significantly reduces the cost of
hardware.

Figure: Servers
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6.3 Server Software
An operating system and an application are the two essential software parts that any server must

have. The server application is run on the operating system as a platform. It grants access to the
hardware resources underneath and offers the dependency services needed by the application.

The operating system also gives clients a way to communicate with the server application. The
server's IP address and fully qualified domain name, for example, are assigned at the operating
system level.

» Desktop Computers Vs. Servers

Desktop computers and servers have a number of commonalities as well as distinctions. The vast
majority of servers are built around X86/X64 CPUs and are capable of running the same software
as a desktop computer. Contrary to the majority of desktop PCs, real servers frequently have
several CPU sockets and error-correcting memory. Additionally, in comparison to most desktop
PCs, servers often support a far higher memory capacity.

Manufacturers of server hardware build servers to handle redundant components since they
frequently conduct mission-critical workloads. There are servers that come with redundant
network ports and redundant power supply. With the help of these backup parts, a server can keep
running even when a crucial component break.

In terms of form factor, server hardware differs from desktop hardware. Modern desktop
computers frequently come in the form of towers that can fit under a desk. Even while few
companies still sell tower servers, the majority of servers are made to be rack mounted. Depending
on how much rack space they take up, these rack mount systems are referred to as having a 1U,
2U, or 4U form factor. For example, a 2U server uses twice as much rack space as a 1U server.

A desktop computer's operating system and a server's operating system are two additional
significant differences. A desktop operating system might be able to carry out some server-like
tasks, but it is neither intended nor authorized to replace a server operating system. Desktop
operating systems like Windows 10 are available.

Hyper-V, Microsoft's virtual machine platform, is a feature of some Windows 10 editions.
Although Hyper-V can be run on both Windows 10 and Windows Server, the Hyper-V version
that comes with Windows Server is intended for running production virtual servers, whereas the
Hyper-V hypervisor in Windows 10 is primarily intended for use in development.

6 4 Types of Server
Web Servers: An application that serves up requested HTML files or pages is known as a

web server. Web browser serves as the client in this scenario.

> Application Server: A computer program that creates the business logic for an application
software in a distributed network.

» Proxy Server: A program that serves as a go-between for a client or user who is requesting a
service from another server and an endpoint device such a computer.
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>

>

E-mail Server: A program that accepts receiving emails from local users (users on the same
domain) and remote senders and routes outgoing emails for delivery.

Virtual Server: An application operating on a shared server that is set up such that each user
feels as though they have full control over the server.

Blade Server: A server chassis that holds numerous server blades—thin, modular electronic
circuit boards. Each blade is a separate server that is frequently devoted to a single application.
File Server: A computer that manages and stores data files centrally so that other computers
on the same network can access them.

Policy Server: A security component of a policy-based network that provides authorization
services and facilitates tracking and control of files.

Database Servers: A database or databases are hosted on this server. Database queries are
executed by client programs to read data from or publish data to the server-hosted database.
Print Server: One or more network-attached printers, or print devices as some server
providers refer to them, are accessible to users through this server. The print jobs that users
submit are placed in a queue on the print server. Depending on the job type or the person who
submitted the print job, certain print servers can prioritise the jobs in the print queue.
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7. RAID Configuration

7.1 Introduction

Using RAID technology, data storage can be made more efficient and/or reliable. The acronym
refers for either Redundant Array of Independent Drives or, more formally and less frequently,
Redundant Array of Inexpensive Disks. A RAID system has two or more parallel-operating discs.
These can be hard drives, but an increasing number of people are using SSD technology instead
(Solid State Drives). There are various RAID levels, each of which is best suited for a certain
circumstance.

An independent controller card (a hardware RAID controller) may house the software necessary
to carry out RAID functionality and manage the discs, or it may just be a driver. Some Windows
versions, including Windows Server 2012 and Mac OS X, include software RAID capabilities.
Hardware RAID controllers are more expensive than pure software RAID controllers, but they
also perform better, especially with RAID 5 and 6.

RAID-systems can be used with a number of interfaces, including SATA, SCSI, IDE, or FC (fiber
channel.) There are systems that use SATA disks internally, but that have a FireWire or SCSI-
interface for the host system.

7.2 RAID Level 0- Stripping
RAID 0

striping

I I
= =
block”_

Figure: RAID 0
In a RAID 0 system, data is divided into blocks and written across all of the array's devices. This

provides better 1/0 speed by employing many drives (at least 2) concurrently. Using numerous
controllers, ideally one per disc, can improve this speed even more.

Advantages:
e Great performance is provided by RAID 0 for both read and write operations. The overhead
of parity controls does not exist.
e There is no overhead because all storage space is being used.
e The technology is simple to use.

Disadvantages:
e Failure-tolerant RAID 0 is not. All of the data in the RAID 0 array is lost if one drive fails.
Mission-critical systems shouldn't use it.
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7.3 RAID Level 1-Mirroring

RAID 1

mirroring

Figure: RAID 1
Data are stored twice by writing them to both the data drive (or set of data drives) and a mirror

drive (or set of drives). In the event of a drive failure, the controller continues to operate and
retrieve data using either the data drive or the mirror drive. For a RAID 1 array, you require at
least two discs.

Advantages:
e RAID 1 provides fast read and write speeds that are on par with a single disc.

e Data only has to be moved to the new drive in the event that a drive fails rather than being
rebuilt.

e Itis quite easy to use RAID 1 technology.

Disadvantages:

e The key drawback is that since all data is written twice, the effective storage capacity is
just half of the overall drive capacity.

e A hot swap of a failing drive is not always possible with software RAID 1 solutions.
Therefore, replacing the faulty drive requires shutting down the computer to which it is
linked. This could not be appropriate for servers that are being accessed concurrently by
multiple users. These systems frequently employ hardware controllers that enable hot
swapping.
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7.4 RAID Level 5 — Striping with parity

RAID 5

striping with parity across drives

Figure: RAID 5
The most popular secure RAID level is RAID 5. At least three drives are needed, however up to

sixteen can be used. Data blocks are striped across the drives and on one drive a parity checksum
of all the block data is written. The parity data are distributed over all drives rather than being
written to a single fixed disc. If one of the other data blocks' data is no longer available, the
computer can recalculate it using the parity data. In other words, a RAID 5 array may survive a
single disc failure without losing data or the ability to access data. Although software can be used
to implement RAID 5, a hardware controller is advised.

Advantages:
e Write data transactions take a little longer than read data operations to complete (due to
the parity that has to be calculated).
e Even when the failed drive is being replaced and the storage controller rebuilds the data
on the replacement drive, if a drive fails, you may still access all of your data.

Disadvantages:
e Drive failures have an effect on throughput, although this is still acceptable.
e This technology is sophisticated. Depending on the load on the array and the speed of the
controller, rebuilding the data when a 4TB disc fails and needs to be replaced could take a
day or more. During that time, if another disc fails, the data are permanently gone.
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7.5 RAID Level 6 — Stripping with double parity

RAID 6

striping with dual parity across drives

e

Olock 15:-

block 12

{_‘l'-*luck 22,

Parity b3,
Parity b4
drive 1

Figure: RAID 6
Similar to RAID 5, but RAID 6 writes the parity data to two discs. That means it needs at least 4

drives and is capable of handling 2 drives failing at once. Of course, there are extremely little odds
that two drives will fail simultaneously. It takes hours or even more than a day to rebuild the
swapped drive in a RAID 5 system, however, if a drive dies and is replaced by a new drive. During
that time, if another drive fails, you still lose all of your data. The RAID array will even survive
that second failure with RAID 6

» Advantages:

e Read data operations occur very quickly, just like with RAID 5.

e If two drives fail, you still have access to all data, even while the failed drives are being
replaced. So, RAID 6 is more secure than RAID 5.

> Disadvantages:

e Due to the additional parity data that must be calculated, write data transactions take longer
than RAID 5 transactions. One report | read showed a 20% decrease in writing
performance.

e Throughput is impacted by drive failure; however, this is still acceptable.

e This technology is sophisticated. It can take a while to rebuild an array once a drive fails.
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8. MAC OS Forensics

8.1 Introduction
Professionals and enthusiasts in industries including photography, music creation and editing,

video processing, and web development are huge fans of Mac. Siri, a voice assistant provided by
Apple Inc., improves user experiences on Mac.

Apple frequently extols the virtues of its better hardware. An SSD is used in place of an HDD in
Mac computers. Modern processors and other motherboard components are present.

Apple initially had a very small market share, but over time, it has experienced a considerable
increase in its numbers thanks to its ardent fan base and tech enthusiasts.

8.2 Mac OS X

The operating system for Apple was introduced as Mac OS X, with the letter "X" standing for the
number 10. Compared to Macintosh, Mac OS X had an entirely separate code base. It is based on
the NeXTSTEP operating system code base. The core of the operating system is Darwin, an open
source software. Apart from that, new applications were added like iTunes and GarageBand.
Apple also offered additional online services such as iCloud products. This system brought a
number of new capabilities to provide a more stable and reliable platform than its predecessor.
This included preemptive multitasking and memory protection to improve the system’s ability to
run multiple applications simultaneously without them interrupting or corrupting each other

8.3 File System

The first Macintosh computer, which was released in 1984, used the HFS (Hierarchical File
System) file system. After 13 years, the HFS+ (Hierarchical File System plus) file system was
released. It was a significant update to the Mac's file system and quickly took over as the default
file system. Apple replaced the HFS+ file system in 2016 along with the release of macOS High
Sierra and the Apple File System (APFS). The main feature of this file system, which is suited for
SSDs in macQOS, is encryption. Snapshot, copy-on-write information, space sharing, quick
directory scaling, cloning for files and directories, automated safe-save, and better file system
foundations are just a few of the new capabilities offered by Apple File System.

Some general characteristics of Apple File System are the following:

e In contrast to the HFS+ file system, the Apple File System supports sparse files, a type of
computer file that makes an effort to use file system space more effectively when the file
itself is partially empty.

e « HFS+ supports 1-second timestamp granularity while APFS only supports timestamp
granularity down to 1-nanosecond intervals.

e 64-bit inode numbers are supported by APFS, enabling more secure data storage and
supporting over 9 quintillion files on a single volume.

e HFS+ allows for 32-bit file IDs.

e Because APFS allows for the cloning of files and directories, the operating system can
create effective file copies on the same volume without using up extra storage space.

e In order to create a read-only instance of the file system, APFS supports the snapshot
feature, which records the state of a system.

e APFS uses the metadata "copy-on-write” scheme to make sure that updates to the file
system are safe from crashes.

©CYBER X, SVPNPA HYDERABAD 104



Cyber Crime Investigation Manual Volume- 111

e TRIM operations are supported by both APFS and HFS+.

e Using multiple logical drives in a single container, where free space is accessible to all
volumes inside of that container, APFS enables space sharing.

e APFS allows for complete disc encryption. For each volume in a container, a user can
select no encryption, single-key encryption, or multi-key encryption models. Depending
on the hardware, it uses the AES-XTS or AES-CBC encryption technique. Even when a
device's physical security is breached, the multi-key encryption model ensures user data
integrity.

8.4 Forensic Artifacts

* Consists of records related to system
configurations

= OS5 Version, Timezone, MAC address elc

* Consists of records related to user settings
+ Keychain, Language, Recent Docs etc

User Profile

LﬂgS « System Logs, Metwork Logs, User Logs etc

Figure: MAC Artifacts
The term "artifacts" refers to useful items or areas within a computer system that store information

about various activities carried out by a user on the system. These artefacts vary from one
operating system to another. Forensic investigators working with macOS may find various
artifacts useful, including system artifacts, user profile artifacts, and logs.

8.5 System Artifacts
System artifacts are records that describe the configurations of the system, such as the OS version,
MAC address, time zone, etc. The location where you can find these logs is indicated here.

0S Version ¢ [System/Library/CoreServices/SystemVersion.plist
MAC Address * /private/var/log/daily.out

Timezone » [Library/Preferences/.GlobalPreferences.plist
Language s [Library/Preferences/.GlobalPreferences.plist
Start-up * /Library/LaunchAgents/

Folders ¢ /Library/LaunchDaemons/

¢ /System/Library/LaunchAgents/
¢ /System/Library/LaunchDaemons/

8.6 User Profiles
These files contain data related to user activity on a system. Analysis of these files helps to track
user activity and associate user profiles with system events
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User Folder (Default)

Recent folders

DOCK — Persistent apps
Recent Documents
Safari Browsing History
Apple Mail

USB devices

8.7 Keychain

Volume- I

» Desktop files -- ~/Desktop/

* Download folder -- ~/Downloads/
e Library -- ~/Library/

¢ Document folder -- ~/Documents/
* Deleted files -- ~/.Trash/

s —/Library/Preferences/com.apple.finder.plist

s —/Library/Preferences/com.apple.dock.plist

» ~/Library/Preferences/com.apple.recentitems.plist
+ Jusername/Library/Safari/History.plist

s Desktop/Library/Mail

* /private/var/log/system.log

The Keychain is a significant forensic artefact in Mac forensics. MacOS has a unique Keychain is
a password management system that keeps track of sensitive data like passwords, certificates, and
any other secure entities, including user credentials.
The operating system credentials used by MacOS are stored in a Keychain file. additionally, one
more file for every system user. Keychain stores and encrypts the All other entities' secure notes

and passwords are in plain text.
System keychain contains —
— Apple ID and Password
—  Wi-Fi passwords

— VPN, FTP, and SSH passwords

— Passwords to iTunes backup

— Passwords to social networks

— iWork document passwords

— AirPort and TimeCapsule passwords

— Passwords to mail accounts

— Passwords to social networking websites

Keychain files are located at:

[Library/Keychains/ /System/Keychains/

8.8 Logs

Like any other operating system, Mac also stores logs of system and user activity. These logs are

used for Timeline analysis. Logs are als
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System Logs e /private/var/log/asl/YYYY.MM.DD.U[XX].asl

« /private/var/log/DiagnosticMessages/YYYY.MM.DD.as!
e /private/var/log/system.log
* /private/var/log/zzz.log

Shutdown Logs = /private/var/log/com.apple.launchd/launchd- shutdown.system.log
Network Status « /private/var/log/daily.out

Bootup Time « /private/var/log/System.log (find *BOOT_Time')

Filesystem Logs = —/Library/Logs/fsck_hfs.log

VMWare Logs e /Library/Logs/N\MWare

8.9 Information to Collect During MacBook Forensics Investigation
We would require the following information at the time of seizing the devices:

Case Background/Bring Your Own Device (BYOD) policy — if any type of evidence needs
to be acquired and analyzed.

Details such as make, model, capacity, etc., and also decryption key/ password or decrypt
the hard drive before/after handing it over for the imaging.

Admin username and password, FileVault Password, or Recovery Key (if enabled) for
unlocking the device.

Original charger of the device.

iCloud Credentials /Apple 1d and Password (for extraction of recovery key from iCloud).
In case of some of the latest MacBooks, as there is only one USB C port, we will have to
carry a multiport adapter that can be connected to it to have the access to plug in the USB
hard drive and charge it.

Disable the secure boot and enable booting from external media on Apple T2-based
MacBook devices before handover.

Ask for the file system (HFS, HFS+, APFS) of the machine.
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9. Linux Forensics
9.1 Introduction
The Linux operating system can be very helpful to a forensic investigator, despite not being
utilized as frequently as Windows systems in forensic investigations. Not only will this section
detail how to carry out forensics with a Linux system as a target, but also why using a Linux
system in certain situations can be advantageous additional investigations.

9.2 Types of Linux Distribution
With the help of developers from all over the world, Linus Torvalds developed the free, UNIX-

based operating system Linux. It is available in a variety of versions, or distributions, such as Red
Hat, SUSE, Debian, and Ubuntu. Each edition is distinct, having particular advantages and
disadvantages of its own.

The three main categories of Linux distributions are:

» Desktop distributions, which come with popular applications and a graphical user interface
and are appropriate for home use.

» Server or enterprise distributions that can be used as a home server but are primarily used for
business applications.

» Live-CD operating systems that are installed on bootable storage media An operating system
that can be booted from a CD called a "live CD" is loaded into RAM and operates separately
and externally from the target computer.

9.3 File System in Linux
Linux treats its devices as files, stored in /dev. Most Linux distributions share a basic directory

structure, with files organized in the following directories:

* /bin: Common commands

» /boot: Files needed at boot time, including the kernel images that are pointed to by LILO or
GRUB

» /usr: Local software, libraries, games, etc.

» /var: Logs and other variable files

» /dev: Interface files that allow the kernel to interact with hardware and the file system

« /home: Directories for each user on the system, containing user-specific personal and
configuration files

« /mnt: Mount points for external, remote, and removable file systems

» /etc: Administrative configuration files and scripts

 /root: The root-user home directory

» /sbin: Administrative commands and process-control daemons

» /lib: Basic system libraries

» Jopt: Optional and third-party software In order to find system information, the following
commands can be used:
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* uname -a: returns the computer name and Linux version
* Is -I: returns the list of files in the current directory

* Is -ul [filename]: returns the access time of the file

* netstat -s: returns protocol information

For storing files and directories, UNIX and Linux both use a tree-based, or hierarchical, structure.
A UNIX disc structure contains. A forward slash (/) designates the root directory, which is the
topmost directory. In a root directory, there are several subdirectories exist within these
directories.

9.4 Linux Forensics
Linux has a number of simple utilities for imaging and basic disk analysis, including the following:

» dd: Copies data from an input file or device to an output file or device

 sfdisk and fdisk: Determines the disk structure

» grep: Searches files for instances of an expression or pattern

« mdb5sum and shalsum: Create and store an MD5 or SHA-1 hash of a file or list of files
(including devices)

» file: Reads file header information in an attempt to ascertain its type, regardless of name or
extension Copyright © by All rights reserved. Reproduction is strictly prohibited Figure 6-1
This is a typical Linux file structure.

» xxd: Command-line hex dump tool

» ghex and khexedit: Ghome and KDE (X Window interfaces) hex editors

9.5 Acquisition through Kali Linux
1. Booting Kali Linux USB on a Computer
2. Let's begin by launching Kali and locating dcfldd. Access dcfldd by going to Kali Linux
-> Forensics -> Forensic Imaging Tools. As can be seen below, it will be the fifth option
on the menu.
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Figure : Imaging Tools in kali

3. Start "Dcfldd"

A help screen similar to the one below will appear when we click on the dcfldd.

File Edit

root@kali: ~

View Search Terminal Help

\r Carriage return
\\ Insert the '\' character
## Insert the '#' character as text, not a variable

BLOCKS and BYTES may be followed by the following multiplicative suffixes:
xM M, cl, w2, b512, kD 1000, k 1624, MD 1,000,000, M 1,048,576,

GD 1,000,000,000, G 1,073,741,824, and so on for T, P, E, Z, Y.

Each KEYWORD may be:

ascii
ebcdic
ibm
block
unblock
lcase
not runc
ucase
swab
noerror
sync

from EBCDIC to ASCII

from ASCII to EBCDIC

from ASCII to alternated EBCDIC

pad newline-terminated records with spaces to chbs-size
replace trailing spaces in cbs-size records with newline
change upper case to lower case

do not truncate the output file

change lower case to upper case

swap every pair of inputibytes

continue after read errors

pad every input block with NULs to ibs-size; when used
with block or unblock, pad with spaces rather than NULs

Figure : Dcfldd

We utilise a syntax for dcfldd that is quite similar to dd but has additional options for forensic

capture.
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4. Attach destination hard disk storage to store the image from suspect hard drive

5. Type “fdisk -I” command to view if the destination hard drive storage is attached to suspect

notebook or workstation.
6. Now, to create the image's MD5 and capture a bit-by-bit image of the hard disc, type:
dcfldd if=/dev/sda hash=md5 of=/media/diskimage.dd bs=512 noerror

o if=/dev/sda is the input device, in this case /dev/sda.

e hash=md5 tells the command to calculate an MD5 hash of the image that we can use to
assure the image integrity.

o of=/media/diskimage.dd is the file that the disk image will go, in this case on an
external device mounted at /media.(Destination)

e Dbs=512 tells the command we want to transfer the image 512 bytes at a time.

e noerror tells the command that in the case of error continue to do the data transfer, but
write zeros where the error occur.

Note: Linux doesn't offer drive names with a single letter as Windows does, which is something
we should be aware of. Hard drives in Linux are distinguished by a hd identifier, such as had, hdb,
etc. It is sd, sba, sdb, etc. for SCSI (small computer system interface).

:~# dcfldd if=/dev/sda hash=md5 of=/media/diskimage.dd bs=512 noerrorf]

Figure 1 dcfldd command

This will create a bit-by-bit identical image of the hard drive and send it to our external drive with
a filename of "diskimage.dd", 512 bytes at a time.

7. Type “ls” command to check if the image and md>5 file is created
8. Type command “cat diskimage.md5” to view the hash value.
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2. Digital Payment
Fraud
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1. Digital Payment Methods
In this era of the connected world, there are many ways to send and receive payments and they grow
rapidly. Like in earlier day cash is the only way to pay, then comes to cheque, drafts, money order, etc.
And as payment system evolved with internet and devices the fraudsters also evolved with the same
path having advanced techniques to dupe the customers as well as banks. In this chapter, we will discuss
various payment channels available by which one can perform the transaction, and also explained their
threat vectors.

1.1 Internet Banking
Internet banking, also known as virtual banking, e-banking or online banking in a channel through which

organization or an individual can perform various online transactions remotely. To perform online
transaction user needs online banking username, password and transaction password. By using online
banking facility users can pay online utility bills, recharge and perform different online transactions
including Fund Transfer.

Figure : Internet Banking

Fund Transfer can be done using any one of these methods like RTGS, NEFT or IMPS.
» RTGS: Real Time Gross Settlement (RTGS) is a real-time settlement of funds transfers

individually on an order by order basis. Real-time processing of instructions, rather than at the
later point of time. Gross Settlement means the instruction for fund transfers executed
individually. RTGS payment system is meant primarily for large value transaction. The
minimum amount value allowed in RTGS in 2 lakh and no upper limit is there in this type of
transactions. This service is available in branch time only as depending on the bank.

» NEFT: National Electronic Fund Transfer is a payment system which facilitating one-to-one
funds transfer nation-wide. In this organization, firms, individuals and corporate having an
account with any bank- branch can transfer funds to any other bank branch which participated
in this Scheme. Presently, NEFT operates in hourly batches - there are twelve settlements from
8 am to 7 pm on weekdays (Monday through Friday) and six settlements from 8 am to 1 pm on
Saturdays.

» IMPS: Immediate Payment Service offers an instant, 24X7, interbank electronic fund transfer
service accessible through Internet banking or mobile phones. It allows any time fund transfer.
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Parameters

Full form

Minimum
Transfer

Transaction
Time

Payment
mode

Timings

Threat Vector:

NEFT

Mational Electronic
Funds Transfer

F1

Within 1-2 hours

Online and Offline

365 days 24*7

RTGS

Real-Time Gross
Settlement

72 Lakh
Real-time, within a
few minutes

Online and Offline

365 days 24*7

Figure : Transaction Methods

1.2 POINT OF SALE
A point of sale (PoS) is the place where sales are made. On a macro level, a PoS may be a mall, a market

or a city. On a micro level, retailers consider a PoS to be the area where a customer completes a
transaction, such as a checkout counter. It is also known as a point of purchase.

Volume- I

IMP3

Immediate Mobile
Payment Services

31

Instant, within a few

seconds

Online

365 days 24*7

Internet Banking lures many of attacks like phishing, smishing, and vishing.
An attacker can steal a username password using different technique and perform a
transaction on behalf of the user.

The transaction can be easily done if no two-factor authentication is enabled

Figure : POS

1.3 Near Field Communication (NFC)
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Near field communication, abbreviated NFC is a form of contactless communication between devices
like smartphones or tablets. Contactless communication allows a user to wave the smartphone over an
NFC compatible PoS device to send information without needing to touch the devices together or go
through multiple steps setting up a connection.

Example: HDFC PayZapp, Samsung pay and ICICI bank Pockets ‘Touch & Pay’ Feature, this Touch
& Pay feature on Pockets app simply lets the user tap his/her smartphone at an NFC (Near Field
Communication) enabled merchant terminal and make the payment through your linked ICICI Bank
Debit/Credit Card.

Working of NFC: In the case of near field communication all the account details, are provided in the
form of field(waves), so no physical card is required.

Figure : Payment via NFC

T g |

: |
Payment Network

0 & o

I
I
" Gh = S e )
I
I
I

§ E Commerce 1 I o MN
............... - I e s Card Holder

Figure : NFC/Plastic Card (Payment Authorization Steps)
Threat Vector:

e NFC communication protocol used by service providers may be vulnerable to interception,
eavesdropping, and manipulation.

e An attacker can carry out data corruption by transmitting valid frequencies of the data
spectrum that can interfere with the data transmission and can even block the flow of
information from an NFC device.
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1.4 Quick Response Code (QR code)

QR (Quick Response) Code is a square-shaped barcode that stores information about the product, link
or information. By scanning one can download, locate websites, offer and perform financial transactions
like paying for shopping, movie, and food bills payment. QR code requires a special application which
scans and converts it to readable form, often most of the smartphones inbuilt have these feature.

There are different types of QR codes are there and they store a large amount of data as compared to
simple barcodes. Nowadays QR codes are an instant way to scan and connect or purchase any item.

Bharat QR code developed by National Payment Corporation of India and collaborated with
MasterCard, American Express and Visa apart from RuPay. Bharat QR code is rolled out so quickly
because of its zero initial investment, as it is integrated with all payment gateway and Point of Sale

(POS) devices.

Merchant Presented QR Code Payment

s y N
9 Merchants receive transaction success notification N—
Acquirer
( 3 \’A | .\[
Chec ]',3%’:) R ransaction
Step 4, 5: o e Step 8:
Step 3: Acquirer check e Acquirer receive
e b QR Code transaction Step 6. 7:
Step 2: Transaction bty B ep 6, 7:
Veliglty end fESUE Issuer verifies account

Consumer scan the request go through "*/ 3
App Gatewayto  "etum resuit availability and retums

QR Code and confim

Step 1 payment details UPJ system result to UPI system.
Merchant displays QR Code
s (U 2 O
@ = @ i
Merchant App Gateway UPI System Issuer
Step 11: Step 10:
Consumer receives Transaction result
transaction success is sent through App
notification gateway to App
Figure : QR code Payment
Threat Vectors
e Attackers generating a QR code for a shortened URL, redirecting to the phishing or

malicious site.

Victims may be lured into scanning a QR code, looking same as a genuine brand,
stealing their sensitive information, or to a malicious site that will exploit the mobile
device.

Criminals can easily craft malicious QR codes and affix them over genuine codes
which may result in victims making payment to the spoofed party, not the real service
provider.
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Once a case related to QR payment fraud cybercrime gets registered, the investigation officer needs to
collect a lot of information from various sources in order to identify the suspect computer that is
involved in the commission of a crime and the criminals who are behind the commission of the crime.
Therefore, intelligence gathering is one of the major task in the course of the investigation. The
investigating officer will be having very few inputs, using that he has to collect the maximum amount
of details about the criminals or suspects. Here comes the use of various information gathering
techniques.
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1.5 UPI (Unified Payment Interface)
National Payment Corporation of India has created a set of standard API specification to enable easier

online payments. Its API supports Windows, iOS, and Android platform, Bank can extend its application
and integrate with this API to start sending and receiving payments. It provides interoperability and
compatibility across all other payment standards developed by the NPCI. And it supports “peer to peer”
request and schedule payment, which can be later on paid by the end user as per convenience.

Ny
[ UPI Architecture

~ obily 7 X ” -
bS#! '/ 3“Party Apps ) [ Intermet [ 3 Party Apps ‘-’
5 b axa \_ {Colect only) (g 0 \_ Banking / \_ (Collectonty) /

Banks Banks Banks

Standard Intedace Standard interface Stndard interface

_toywen SymamPayersOn) oo

Unified Payments Interface ’

ALES ‘ ( : l ] r ‘ NFS ’
[ AT ] IMPS 1 | AEPS-J | RuPay | } Ecom ‘ ., ,

Figure : UPI Architecture

Threat Vectors:

e As these API can be integrated on any application, the developer should practice
secure coding habits to eliminate vulnerabilities of application.

1.6 Mobile Wallets (E-wallets)
A mobile wallet which is also known as a virtual wallet that allows the user to carry financial transaction

on their mobile devices. These wallets have the credit card or debit card which enrolled with it for
payment mechanism. User can load amount from their bank account and use it directly from this wallet

wherever it required.
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Mobile wallets are categorized into these categories:

e Open Wallet: Allows a user to buy goods and services, withdraw cash at ATMs or banks and
transfer funds. These services can only be jointly launched with a bank. Additionally, it allows
its users to send money to any mobile number bank account.

Examples: M-PESA by Vodafone, ICICI Bank pockets, and ITZ Cash Card

e Closed Wallet: Amount of money is locked with the merchant to place an order, use in case of
a cancellation or return of the order, or gift cards.

Example: Flipkart e-wallet

e Semi-closed Wallet: It does not permit cash withdrawal or redemption, but allows users to buy
goods and services at the listed merchants.
Example: Paytm Wallet, Mobikwik

i

]
A
.

Add your credit card or When you check out at
debit card information participating merchants,
to the mobile wallet access the mobile wallet

and make payment

Figure: Working of Mobile wallet

Threat Vectors:

e Fake apps appearing to be banking apps

e Malware infecting the mobile device, compromising the legitimate use of the device and
stealing credentials, etc.

e Phishing and Vishing attacks specifically targeting the mobile device

e SMS based authentication like OTP for the online transaction using two-factor authentication
can be performed using SIM swap-based attacks.

1.7 AADHAAR ENABLED PAYMENT SYSTEM (AEPS)
AEPS is a bank led model which allows online interoperable financial transaction at PoS (Point of Sale

/ Micro ATM) through the Business Correspondent (BC)/Bank Mitra of any bank using the Aadhaar
authentication.
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Figure : AEPS

1.8 Mobile Money Transfer (Telecom Based)

These types of the transaction doesn’t require the data transmission for doing any transaction. This
includes balance enquiry, statement of the bank- last transactions, funds transfer, ticket booking, etc.
Using the SMS or platform based USSD (Unstructured Supplementary Service Data) or IVR
(Interactive Voice Response) based systems.

1.9 Banking Cards (Debit / Credit / Cash / Travel / Others)
Banking cards offer consumers more security, convenience, and control than any other payment method.

The wide variety of cards available — including credit, debit and prepaid — offers enormous flexibility,
as well. These cards provide two-factor authentication for secure payments e.g PIN and OTP. RuPay,
Visa, MasterCard are some of the examples of card payment systems.

Threat Vectors:

e Card trapping: This is a trap that retains the card when you insert it in the machine and the card
is retrieved later.

e Shoulder surfing: While the victim is doing a transaction at ATM, or feeling from with details,
the bystander tries to get the details from behind or by side. Later he can reveal details like PIN,
date of birth, etc.

e Skimming: This technique involves attaching a data skimming device in the card reader slot to
copy information from the magnetic strip when one swipes the card.

e Shimming: This technique involves attaching a card shimming thin layer strip into the chip-based
card reader, and it will collect the details of the card and later on fraudster can use this data to
make new magnetic strip based card.

1.10 Mobile applications
Mobile applications are developed by a specific bank for their customers. Customers can use these

applications to perform a various online activity related to their account, this includes balance enquiry,
transferring money to their beneficiary accounts and receive money. These apps provide more features
than telecom-based services and support instant banking. These apps should be developed and tested
with secure app development practices to ensure the security of customer data and money.
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Threat Vectors:
e Fake Apps: The attacker may build a fraudulent application of mobile banking and palaces it over

popular market stores like apple store and play store, which users download and be the victim of
the trap. And the attacker seeks all the user details.

e Abuse: By doing abuse attack the attacker can take over the business logic of applications and
use this logic to automate the different scams like auto booking of items during sale periods.

e Access violations: These occur when an attacker or legitimate user takes advantage of
weaknesses in the authentication or authorization policies of the app.

e Rooted Device: Usage of rooted devices may help criminals to easily bypass the security and
steal user information using malicious application.

1.11 UNSTRUCTURED SUPPLEMENTARY SERVICE DATA (USSD)
The innovative payment service *99# works on Unstructured Supplementary Service Data (USSD)

channel. This service allows mobile banking transactions using basic feature mobile phone, there is no
need to have mobile internet data facility for using USSD based mobile banking. It is envisioned to
provide financial deepening and inclusion of underbanked society in the mainstream banking services.

Figure : USSD

*99¢# service has been launched to take the banking services to every common man across the country.
Banking customers can avail this service by dialling *99#, a “Common number across all Telecom
Service Providers (TSPs)” on their mobile phone and transact through an interactive menu displayed on
the mobile screen. Key services offered under *99# service include, interbank account to account fund
transfer, balance enquiry, mini statement besides host of other services. *99# service is currently offered
by 51 leading banks & all GSM service providers and can be accessed in 12 different languages
including Hindi & English as on 30.11.2016 (Source: NPCI). *99# service is a unique interoperable
direct to consumer service that brings together the diverse ecosystem partners such as Banks & TSPs
(Telecom Service Providers).

1.12 BANKS PRE-PAID CARDS
Prepaid Credit Cards are issued by banks and financial institutions and can be used for transactions in a

very similar way as a credit card. Prepaid credit cards come loaded with funds and works using a very
simple process. Unlike normal credit cards, which functions on borrowed credit from the bank,
customers can make purchases using the funds available on the prepaid card. Similar to gift cards,
purchases can be made until funds are available in the card.
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Figure: Bank pre-paid cards
The biggest advantage of a prepaid credit card is that customers can make purchase transactions without
incurring any debts and paying huge interests. Also, there is always the limit that has to be adhered to,

as purchases have to be made only up to the amount available in the prepaid card.

1.13 MICRO ATMS
Micro ATM meant to be a device that is used by a million Business Correspondents (BC) to deliver

basic banking services. The platform will enable Business Correspondents (who could be a local kirana
shop owner and will act as ‘micro ATM”) to conduct instant transactions.

The micro platform will enable function through low cost devices (micro ATMs) that will be connected
to banks across the country. This would enable a person to instantly deposit or withdraw funds
regardless of the bank associated with a particular BC. This device will be based on a mobile phone
connection and would be made available at every BC. Customers would just have to get their identity
authenticated and withdraw or put money into their bank accounts. This money will come from the cash
drawer of the BC. Essentially, BCs will act as bank for the customers and all they need to do is verify
the authenticity of customer using customers’ UID. The basic transaction types, to be supported by
micro ATM, are Deposit, Withdrawal, Fund transfer and Balance enquiry.

Figure :Micro ATM

1.14 TERMINOLOGY RELATED TO DIGITAL PAYMENT
s MMID: A 7-digit unique number provided by bank that allows user for immediate payment

services.

* VPA, UPI Address: Virtual Private Address, a unique identifier that helps UPI to track a
person's account.

+ QR Code: QR based code that contains a VPA of sender/receiver.

+« UPI PIN: A secret passcode that is validated by NPCI irrespective of any UPI Application

7/
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% PSP: Payment Service Provider Apps/banks. PSPs may have banking licenses (Ex. If UPI Id is
pmcares@sbi, PSP is State Bank of India.

% Transaction number: A reference number generated by the UPI application on successful
transaction.

% Collect Request: A request sent by the person who wants to get money. A person who receives
a collect request needs to enter PIN to complete the payment.

% P2P: Transaction between person to person. No merchant involvement. A friend sending money
to another friend for personal dealing.

% P2M: Transaction from buyer to Merchant. Merchants typically are payment gateway like razor
pay, CC avenues etc
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2. Fraud related to Digital Payment

2.1 ATM/debit/credit card Frauds
The ATM cards are widely used for money withdrawals, shopping on the online site, paying money at

the Point of sale machines, etc. Credit cards, debit cards, and smart cards are some of the examples of
the ATM cards. As the use of ATM cards is increasing day by day, it poses a great amount of risk and
frauds caused by the misuse of these cards. Fraudster performs various techniques in order to get the
details of the ATM and uses the credential to do the fraudulent transactions.

Modus operandi:

» Commission of ATM frauds has two key aspects: firstly, getting access to the card or the
data stored on the card and secondly getting the pin of the card. A criminal can get these
through various methods. Some of them are discussed below.

a) Stealing cards:

One of the ways a fraudster can get access to the ATM card of the victim is by stealing it and use the
card to perform fraudulent transactions. To get the PIN, the thief might shoulder surf or guess a weak
password, such as a birthdate.

For stealing the card details attacker inject the small script to capture card related information, it is also
known as a form of hacking.

Figure : Stealing Card information

b) Card skimming:
The ATM cards generally have a magnetic strip on it, which contains some of the electronic data which
is used to authenticate when
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we use the ATM card to perform for any kind of payment. Fraudsters install ATM skimmers to the
ATM machines or the POS machines, which scan the electronic data present in the magnetic strip as the
victim perform the transactions on the ATM machine or the POS machine.

Duplicate card Device reads your Device removed

reading device card while a and attached to a

placed over pinhole camera laptop to download

existing one records you card details
entering PIN

Figure : Working of Card Skimming

c) Card shimming:
The emergence of chip-enabled cards was supposed to help eliminate vulnerability to identity theft and
fraud because those cards could not be "skimmed." But fraudsters are persistent, and they've found a
way to lift information from chip cards using this new technique called "shimming,"
Fraudsters insert a paper-thin device, or "shim," enabled with a microchip and flash storage directly into
the dip-and-wait slot on card readers that accepts chip-enabled cards.
The shim then copies and saves the information from a credit card or debit card. While the information
from the chip can't be used to clone another chip card, it can be employed to create a version of the card
featuring a magnetic strip —and plenty of retailers, especially online, still accept such cards.

~7 —

ﬁigure : Shimming module

d) Buying card details from internet
There are a lot of websites available on the internet as well as on the Dark web where people sell the
ATM card details of various users which were gained by hacking into the bank's database or by posting
a fraudulent website and getting the credentials from it.
All the above-mentioned techniques are used to get the details of the ATM card. From here on the
fraudster can use the details to do some online transactions or he can make duplicate ATM cards by
embedding the electronic data onto the empty cards with the magnetic strip.
Investigation:
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1. On receiving the complaint, the first step an 10 need to do is to block the ATM card temporarily
by calling the corresponding bank, so that the fraudster is not allowed to make any other
transactions.

2. If the fraudster does any online transaction using the ATM card then the 10 can contact the
online portal on which the transaction was made asking for the IP address of the system used to
make transaction along with the personal details of the person, which are collected by the portal.

3. Suppose the fraudster transferred the money to some different account, then 10 has to identify
the account to which the amount was transferred from the victim’s bank statement and proceed
to the bank asking for KYC documents of the account holder.

4. In case the fraudster has used a duplicate ATM card and performed any kind of withdrawals at
any of the bank ATMs, 10 can proceed by asking the bank the statement of the victim account
and identify the location of the ATM machine from where the withdrawal occurred and take out
the CCTV footage for the respective duration and identify the fraudster.

2.2 OTP Frauds

As a measure to increase the security of the electronic transactions that are happening through the
internet and various payment applications, the concept of multi factor authentication was introduced in
all the electronic transactions. One of the most common techniques used in the multi-factor
authentication of the financial transactions in electronic form is the One Time Password (OTP). In this
process, the user authentication is performed by sending a OTP from the payment portal to the mobile
number attached to the account of the user.

In the OTP frauds, the OTP generated by the payment portal is captured or taken by the fraudster from
the user by adopting various techniques. One of the most common techniques used by them is by calling
the user and asking them to share the OTP in the pretext that they require this for unlocking the
card/attaching the Aadhar/approval of loan and so on. Also, there are techniques by which the user’s
mobile is infected with malware that can forward the OTP automatically to the fraudsters or a
mechanism by which fraudsters can read or access the OTP delivered to the mobile of the user.

Modus operandi:

The fraudster calls the victim saying he was making some online registration and had entered the phone
number of the victim by mistake since the two numbers were similar. And asks the victim to share the
code received on the phone, so that he could complete the registration. Whereas the fraudster is actually
trying to reset to online bank account of his target using the One Time Password (OTP).
Investigation:

e The crime committed by stealing the OTP and using it for doing fraudulent financial transactions
is considered to be Identity theft, the penal provisions for this crime are covered under Sec 66C
of the Information Technology Act 2000. On receiving such a complaint, an FIR has to be
registered under sec 66C along with sections 406, 420, 379 IPC, whichever is relevant.

e The investigation of these cases has to be proceeded on the basis of the calls received from the
fraudster if he/she has called and taken the OTP. The 10 has to take the CDR and customer
identity details of the owner of the SIM and proceed with investigation. But, in most of the cases
it is found that the SIM cards used by the fraudster for these purposes are not registered using
genuine name and addresses. In such case, we need to further the investigation of the case by
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analyzing the call details of the IMEI traces, tower locations and other information that can be
collected in this regard.

e If the fraudster used the OTP that he has stolen for making a bank transaction or changing the
password of online banking services, then we need to request the bank for the details of the
accounts into which money was withdrawn or transferred. Once we identify the account
particulars, we will continue the investigation in this line. If no transaction was done but they
have changed the password of the online account, immediately bank need to be alerted to block
the transactions from the account temporarily. Then, we proceed to collect the details of the IP
address of the machine that is used to make those changes in the profile or password of the
account.

e Once, we receive the IP address of the device that is used to make the fraudulent online
transactions, we can find out the ISP, who has allocated the IP address. Then we would approach
the ISP for collecting the details (name, physical address, mobile and email attached, the location
from which device was connected to the internet etc) of the person on whose name this IP was
allocated.

e These are some of the ways by which we identify the suspect device that was used to do the
transaction.

e Now it is the task of the 10 to proceed and seize the device.

e Once the device is seized, acquire the data from the device forensically and analyse for collecting
evidences such as the web sites visited, details of credit cards if he/she has stored on it and other
relevant digital evidences required for proving the involvement of the device in the commission
of the offence.

e After that, 10 has to collect required evidences for connecting the suspect to the suspect device.
This can be done by collecting all the circumstantial evidences related to the commission of the
offence.

2.3 Job Frauds

Notification:
Fake Jobs

Figure : job frauds

Many of us would have received messages in our mobile phones requesting us to apply for job with
working from home and payment of good salaries. We would have seen lot of advertisements that were
received in our mail box or posted on social media sites. Though we cannot tell that all these are frauds,
job frauds using electronic media would look something like this. There can be a website where in
fraudster could ask all the persons to register with all the personal information of people and they can
collect lot of information, they can collect some money promising them placements in lucrative
positions in prime companies. If people are defrauded by using these techniques through online
platforms, they are considered to be job frauds. In this kind of frauds, scammers trick victims into
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handing over your money by offering you a 'guaranteed” way to make fast money or a high- paying job

for little effort.

Modus operandi:

The fraudster would post recruitment advertisements over social media site or send personal e-mails to

the victim asking them to pay some fees as a deposit to secure the job.

Investigation:

1. Inall such cases, the 10 can take leads from various places and proceed for investigation of the cases.

These include

I.  Ifthe victim received communication from the fraudster through email, collect the details of the

email id, take the copy of the email along with the header following proper established
procedures. Collect the details of the persons who were contacted by the victim and collect their
KYC details. If the victim paid money through any bank account, collect KYC details of the
account holder and investigate. To find the origin of the email and locate the user of the e-mail
account, the procedure to be followed is explained in the e-mail investigation unit.

Il. If a website is being run by the fraudster for advertising or registration for jobs and other
purposes, then find the details of the IP address of the server from which the website is being
hosted, details of the owner of the website such as name, address, email, contact etc. collect the
details of the owners of the domain name as well following procedures mentioned in the ‘internet
investigation’ unit. The evidences of existence of such a website with all the pages has to be
saved by taking an offline copy of the website using various tools.

2.4 Hacking of Bank Accounts
Hacking in simple terms means illegal intrusion into a computer system without the permission of the

computer user. If one can get access to the credentials of the account holders of different banks, we
know that they can use them to do the transactions online or otherwise. So, it is a practice that fraudsters
collect the details of the bank account by hacking the bank servers, payment gateways, user machines
that are being used for doing online transactions, e-commerce sites, etc. For the purpose of hacking,
fraudsters may make use of any vulnerable services running on the victim’s machine or send any kind
of malicious program that infects the victim’s machine.
Modus operandi:

» Fraudsters take advantage of the software vulnerability present in user system or in the

bank application to fetch the login credentials and perform the fraudulent transactions.

a) Using Key-Loggers
Key-Logger is a piece of software which once installed on any system, it tracks or logs all the keystrokes
made by the victim using the keyboard and sends this data to the fraudster. Whenever a user enters
his/her credentials in the key-logger infected machine, the fraudster receives the credentials sitting in a
remote location.
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Fig.: Hardware Keylogger

b) Using Malware
Malware is nothing but a software program, which, when running on a computer, it makes the system
perform the tasks that an attacker wants it to do.

PoS RAM scraping malware

This malware infect the point of sale (PoS) machines and capture the credit/debit card
information stored in the RAM and send it to the fraudster who is sitting in some remote location.
ATM malware

These types of malware infect the ATM machines and perform some unusual activities such as
stopping the ATM machine to dispense or dispense all the money that is available inside the
ATM when the fraudster give some instruction to the ATM.

Malware infecting bank’s server

These types of malware infect the bank servers and send the database of the user details, user
credentials, etc to the fraudster who is sitting in some remote location.

Investigation:

1. Whenever a case related to stealing of the bank account credentials of a person through the

process of hacking is reported, police officer need to register an FIR as per sections 43(a), 43(b),
43(g) r/w 66, 66C of IT Act and sections 379, 406, 420, 467, 468, 471 of IPC, whichever is
relevant.

We then need to identify the computer that was hacked for stealing the account details. We know
that, when a computer system is hacked/compromised, there is a significant amount of evidence
that will be available in the form of logs in the computer as well as the network it is connected
to. 10 should collect the bit-by-bit copy of the infected/ compromised system. From the image
acquired, an 10 should extract the logs and analyze them in order to identify the IP address and
the details of the fraudster. We need to analyze the machine to find out all the other information
that the fraudster has stolen.

If we get to know the vector used by the fraudster such as email, social media, website, etc, we
can collect further details about the activities performed by the fraudster by investigating the
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respective platforms. The processes to be followed by the 10 for investigating the platforms are
discussed in the other units in detail.

2.5 ldentity Theft
In this kind of frauds, the fraudster uses various techniques in order to get the personal information of

the victim such as login credentials of Internet banking; ATM pins, etc and uses this personal
information of the victim to perform fraudulent transactions causing financial loss to the victim.
Fraudster performs identity theft in the following ways:

a) Phishing
Phishing is an attempt made by the fraudsters, where he sends the link of the page of a fake bank website
to the victim either by mail/SMS or over social media sites in order to steal the personal information of
the victim such as Customer ID, PIN, Credit/Debit Card number, Card expiry date, CVV number, etc.
In recent years, phishing has emerged as one of the biggest threats to individuals and to the economy as
well.

Modus operandi:

1. In these cases, fraudsters normally create a fake website that looks similar to a banking website
or an e-commerce website and sends a link to the victim by email/SMS asking them to enter the
credentials to verify the account status or change the password, etc. Once the victim enters the
credentials in that site, the fraudster receives those credentials and uses it to perform fraudulent
transactions.

Investigation:

1. These crimes are considered as identity theft, the penal provisions for this crime are
covered under Sec 66C of the Information Technology Act 2000. On receiving such a
complaint, an FIR has to be registered under sec 66C along with sections 406, 420, 379
IPC, whichever is relevant.

2. The 10 should collect the URL which was received by the victim and identify the
location of the phishing website. We would also collect the details such as the IP address
of the server from which the website is being hosted, details of the owner of the website
such as name, address, email, contact, etc. We have to collect the details of the owners
of the domain name as well following procedures mentioned in the ‘internet
investigation’ unit. The evidence of the existence of such a website with all the pages
has to be saved by taking an offline copy of the website using various tools.

b) Smishing
Smishing involves obtaining the personal information of the victim using SMS text messages or
tricking a user into downloading a Trojan horse, virus or other malware onto their cell phone or
another mobile device.
Modus operandi:
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In Smishing, the fraudster sends an SMS to the victim with Link asking the victim to go to the
link and register for securing their account or verifying the credentials with the bank server as a
security check-up.

Investigation:

1. These crimes are considered as identity theft, the penal provisions for this crime are
covered under Sec 66C of the Information Technology Act 2000. On receiving such a
complaint, an FIR has to be registered under sec 66C along with sections 406, 420, 379
IPC, whichever is relevant.

2. As the victim receives the message via SMS, 10 can proceed to investigate based on the
SMS received from them. An 10 has to take the CDR and customer identity details of
the owner of the SIM and proceed with the investigation. But, in most of the case, it is
found that the SIM cards used by the fraudster for these purposes are not registered using
genuine name and addresses. In such cases, we need to further the investigation of the
case by analyzing the call details of the IMEI traces, tower locations and other
information that can be collected in this regard.

c) Vishing
Unlike traditional phishing attacks where the fraudster uses fake emails or link manipulation to get the
information from the victim, vishing is when a fraudster tries the call the victim in order to get the
information from the victim. There are a number of techniques used, e.g., a concern that one of your
accounts may be vulnerable, a threat that you have not paid a bill, an offer of a reward or prize.

Modus operandi:

The Victims receive a call from the fraudster saying that they are the representatives from the
banks/E-commerce sites and asking them to reveal the banking credentials so that they can verify
the account.

Investigation:

1. These crimes are considered as identity theft, the penal provisions for this crime are
covered under Sec 66C of the Information Technology Act 2000. On receiving such a
complaint, an FIR has to be registered under sec 66C along with sections 406, 420, 379
IPC, whichever is relevant.
2. As the fraudster communicates with the victim by calling him/her, 10 can precede the
investigation by taking the CDR and customer identity details of the owner of the SIM.
d) SIM Cloning
This has mushroomed after OTP became mandatory for banking and card transactions. The fraudster
gets hold of victim account details and identity proof to get a duplicate SIM after getting original SIM
deactivated, and uses this SIM card to perform all transactions.

Modus operandi:
Fraudster approaches a victim's mobile service provider with a victim's fake identity proof and,
claiming loss of handset or SIM damage, seeks a duplicate SIM card. Following verification, the
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original SIM is deactivated and a new one is issued to the fraudster. He then initiates financial
transactions from a victim bank account, details of which he had earlier stolen, and receives
payment confirmation requests on the duplicate SIM. Since the original SIM has been
deactivated, the victim remains unaware of the fraudulent transactions he makes.

Investigation:

These crimes are considered as identity theft, the penal provisions for this crime are covered
under Sec 66C of the Information Technology Act 2000. On receiving such a complaint, an FIR
has to be registered under sec 66C along with sections 406, 420, 379 IPC, whichever is relevant.

2.6 Fake Mobile Banking Apps
Once installed, these apps will steal the personal details of the customers, like user-id, password, PIN,

Credit/Debit Card details and most probably sell them in the black market. They also install malware
application for accessing the OTP and removing SMS from the inbox.

Modus operandi:

Once installed, most of these apps ask for the users’ bank account details, debit/credit cards,
name, address and phone numbers. They ask for these details so that the app can fetch the current
bank balance.

Other apps are even asking for Aadhar, PAN Card details from the users. Once the information
is submitted, the details are sent to a command center, without any verification. Most of the apps
are sending data to a common command center, which signifies the role of an organized gang of
hackers.

Investigation:

These crimes are considered as identity theft, the penal provisions for this crime are covered
under Sec 66C of the Information Technology Act 2000. On receiving such a complaint, an FIR
has to be registered under sec 66C along with sections 406, 420, 379 IPC, whichever is relevant.

2.7 Credit Card Fraud
Credit cards are commonly being used for online booking of airline and railways tickets and for other

e-commerce transactions. Although most of the e- commerce websites have implemented strong
security measures (such as SSL, secure web servers, etc.), the instances of credit card frauds are
increasing.

The victim’s credit card information is stolen and misused for making online purchases (e.g. airline
tickets, software, subscription to pornographic websites, online gambling transactions, etc.).

Modus operandi:

Petrol pump attendants, workers at retail outlets, hotel waiters, etc. note down the information
of the credit cards used for making payment at these establishments. This information is sold to
the cybercriminals (also known as carders) that misuse it for online frauds.

Investigation:
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1. The websites, where the credit cards are misused, should be examined carefully.
Sometimes criminals set up bogus e-commerce websites to misuse the credit card
information.

2. The co-operation of the website operators is required to obtain the IP addresses used to
make fraudulent transactions. Once these IP addresses are obtained, a WHOIS search
will reveal the Internet Service Provider.

3. The ISP can provide the end user details. The suspect’s computer can be examined using
WinHex and all relevant evidence can be extracted.

4. Sometimes the investigation may lead to a cybercafé or other public computer. In this
situation

5. Conventional investigation can be used (e.g. photographs of the suspects can be shown
to the

6. Cyber café manager). In case physical goods are delivered pursuant to the fraud, the
address should be investigated.

7. These crimes are considered as a denial of service, the penal provisions for this crime
are covered under Section 43 and 66 of the Information Technology Act 2000 and section
420 of Indian Penal Code.

2.8 Denial of Service
A Denial-of-Service (DoS) attack is an attempt to make a system/application or network resource

unavailable to its users for their intended purposes, such as to interrupt or suspend services of a host
connected to the Internet. A successful DoS attack directly affects the availability of a network system
(server, system, platform, etc.)

Most of the DoS attacks are “Distributed Denial of Service” attacks (DDoS attacks). A DDoS attack is
an attack in which multiple computer systems attack a target, such as a server, website or another
network resource, and potentially causes a denial of service for users of the targeted resource.

Modus operandi:

In these cases, the attacker sends the requests to banking service from different systems which
would lead to the banking system not serve legitimate user's requests. Attackers are using online
botnet servers to perform these types of attack.

Investigation:
These crimes are considered as a denial of service, the penal provisions for this crime are covered
under Section 43 (e), (f) and(g) of the Information Technology Act 2000.
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2.9 Insurance Frauds

Eigare? In-sur:emce f‘raud;
Insurance fraud occurs when individuals deceive an insurance company, agent or other person to try to
obtain money to which they are not entitled. It happens when someone puts false information on an

insurance application and when false or misleading information is given or important information is
omitted in an insurance transaction or claim.

There are two types of insurance frauds:

» Hard Fraud:
Someone deliberately fakes an accident, injury, theft, arson or other loss to collect money illegally from
insurance companies.

» Soft Fraud:
Normally honest people often tell "little white lies" to their insurance company. Many people think it's
just harmless fudging. But soft fraud is a crime.

Modus operandi:
Fraudster furnish false documents and manipulation in citing the cause of death as part of the adopted
by to claim insurance benefits.

Ex:

» Billing for services that were not provided

e Performing medically unnecessary services

e Altering claim forms, medical documentation, etc.
e Billing for a service that costs

Investigation:
e 10 has to verify each document of the insurance carefully and identify fraudulent claim which
the fraudster is trying to claim

2.10 Payment Gateway Frauds
A payment gateway is a service which acts as a middle man when a buyer wants to make the payment

to the seller. Payment gateways provide a secure medium/channel for making the transaction. These
gateways transmit the transaction details such as the banking credentials, whether there is sufficient
balance for the transaction to proceed etc. Just like in the physical world, where we use Point of sale
machines to make the payment to the seller, we use payment gateways to make the online transactions
and complete the payment. Some of the payment gateways are Bill Desk, CC Avenue, and Citrus etc
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Modus operandi:

Fraudster creates a fake payment gateway web page which looks and behaves similar to the
genuine payment gateway website and sends it to the victim. The victim thinking the fake
website sent by the fraudster as genuine enters his credentials. The fraudster receives those
credentials and performs the fraudulent transactions.

Investigation:

These crimes are considered as identity theft, the penal provisions for this crime are
covered under Sec 66C of the Information Technology Act 2000. On receiving such a
complaint, an FIR has to be registered under sec 66C along with sections 406, 420, 379
IPC, whichever is relevant.

Identify the phishing page and then find the details of the IP address of the server from
which the website is being hosted, details of the owner of the website such as name,
address, email, contact etc. Collect the details of the owners of the domain name as well
following procedures mentioned in the ‘internet investigation’ unit. The evidences of
existence of such a website with all the pages has to be saved by taking an offline copy
of the website using various tools.

Suppose the fraudster has used the credentials to make any transaction on the payment
gateway, 10 can get the transaction id from the victim, which can be obtained from the
bank statement. Then the 10 can request the details such as for what purchase did the
fraudster made the transaction from the E-commerce website and request the details such
as IP address, bank account etc of the fraudster from the payment gateway.

2.11 Digital Wallets related frauds
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Figure : Digital Wallets

As the online mode of payments has increased to make cashless transactions, multiple ways to make the
payments has also increased. One such mode of payment is digital wallets/Virtual wallets/mobile
wallets. Similar to the physical wallets we use in our daily life, digital wallets act as a container where
we can store your digital information about various credit/debit card, load money from your bank
account to the digital wallets and get coupons etc. Using these digital wallets, one can pay the bills,
book tickets on various platforms, transfer fund from one account to other etc., providing convenience
to the user by not allowing him/her to stand in long queues to pay the bills. Digital wallets allow user to
pay these bills from anywhere in the world connected to the internet There are many applications like
PayTM, Freecharge wallet, SBI buddy, ICICI pockets, Mobikwik, PayUMoney etc which provide the
digital wallets service.
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Modus operandi:

In these kinds of frauds, the fraudster creates fake mobile wallet apps and uploads it to the
internet for people to download. People over the internet thinking the fake mobile wallet app as
genuine app download and try to use it for transactions giving away their credential. The
fraudster receives those credentials and performs the fraudulent transactions.

Investigation:

e These crimes are considered as identity theft, the penal provisions for this crime are
covered under Sec 66C of the Information Technology Act 2000. On receiving such a
complaint, an FIR has to be registered under sec 66C along with sections 406, 420, 379
IPC, whichever is relevant.

e Onreceiving the complaint, we would identify the fake app that is being hosted and then
find the details of the IP address of the server from which the website is being hosted,
details of the owner of the website such as name, address, email, contact etc. Collect the
details of the owners of the domain name as well following procedures mentioned in the
‘internet investigation’ unit. The evidences of existence of such a website with all the
pages has to be saved by taking an offline copy of the website using various tools.

2.12 QR Code Scan fraud
e Fraudster sends QR code to victim and asks them to scan it to receive money.
¢ QR codes are meant to send money. Victim scans the QR, enters PIN and money is debited

Figure : QR code fraud

2.13 CASE STUDIES

+ Case Study 1 Cosmos Bank Cyber Attack
In August 2018, the personal data of 17 million users was stolen by an ‘ethical’ hacker-who demanded
the company must acknowledge its security vulnerabilities. Hackers managed to siphon off over INR
94 crore through a malware attack on the server of Pune-based Cosmos Bank and cloning thousands of
the bank's debit cards over a period of two days.
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The fraudulent transactions were carried out on August 11 and August 13 and the malware attack by the
hackers originated in Canada. While cloning the cards and using a "parallel” or proxy switch system,
the hackers self-approved the transactions and withdrew over INR 80.5 crore in about 15,000
transactions. The malware attack was on the switch, which is operative for payment gateways of Visa
and Rupay debit cards.

Investigation: These crimes are considered as identity theft, the penal provisions for this crime are
covered under Section 43, 65, 66(C) and 66(D) of the Information Technology Act 2000.

¢ Case Study 2 Cyber-Heist: The $951m Raid on Bangladesh’s Central Bank

In early 2016, a criminal gang penetrated the security systems of Bangladesh Bank with malware that
cloned legitimate transactions. On February 4, the malware sent 35 withdrawal requests through the
international SWIFT system to the New York Federal Reserve, where the Bangladeshi central bank had
money on deposit.

The fraudsters attempted to steal a total of $951m. Thirty of the orders, worth
$850m, were blocked by the New York Fed, but the gang succeeded in having

$101m transferred to banks in Sri Lanka and the Philippines before their activities were noticed, thanks
to a spelling mistake in one of the transfer requests. Subsequently, $20m was recovered from a Sri
Lankan bank, but officials were too late to stop the remaining $81m from disappearing.

The gang involved is thought to have consisted of between 20 and 40 members with a range of skills
and including financial and banking experts, hackers and software engineers. Had it not been for one
slip-up, their audacious attempt to steal almost $1bn might have succeeded — a prospect that has caused
huge concern among banks and their institutional customers, which keep large sums on deposit to pay
staff and suppliers.

+« Case Study 3 Union Bank of India Heist

In July 2016, the malware in the attachment stole Union Bank’s Society for Worldwide Interbank
Financial Telecommunication (SWIFT) codes and initiated a transfer of the money to an account in
Citigroup in New York. SWIFT is a global network which links financial institutions to send and receive
transactions. The report added that Union Bank traced the money and blocked the transaction. Using a
phishing email, hackers accessed the credentials to execute a fund transfer, swindling USD171 million.

% Case Study 4 Tesco Bank Suffers UK’s First Mass Account Theft

In November 2016, the bank owned by UK supermarket group Tesco suffered a huge online security
breach in which a total of £2.5m was removed from 20,000 of its 136,000 current accounts and
suspicious activity was discovered on a further 20,000.

The robbery happened over a weekend, while bank staff were absent, and there has been no official
explanation of exactly how the thefts were executed. However, experts suggested that hackers had
identified a weakness in the Tesco Bank website and exploited it to steal thousands of customers’
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account details that were then used to make online purchases. On discovering the fraud, Tesco
temporarily blocked online payments by its current account customers while continuing to allow them
to use cards for cash withdrawals, chip and pin, and bill payments.

+ Case Study 5 Android Malware Installs Fake Apps On Smartphones

In June 2017, security organization FireEye reported that they had identified malware that installs fake
versions of eight popular apps including Facebook, WhatsApp, Uber, Google Play and Viber on victims’
smartphones.

They are sent a text message saying: “We have not been able to deliver your order. Please check your
shipping information here”, followed by a link. Once the victim clicks the link, it installs the malware,
which waits for the user to open one of the targeted apps.

The malware then overlays a fake interface on top of the legitimate app and attempts to trick victims
into divulging their online banking information. The phishing texts were first seen in Denmark, where
130,000 victims were tricked into clicking the link. The malware is thought to have spread to the UK,
Germany, Luxembourg, Spain, Sweden, Norway, the Netherlands, Italy, Greece, and Turkey.

% Case Study 6 Wannacry Ransomware Campaign

The ransomware attack in India with several thousand computers getting locked down by ransom-
seeking hackers. The ransomware, known as WannaCrypt, WannaCry, WanaCryptOr, WCrypt, WCRY1.
A total of 16 U.K. organizations have been affected by the ongoing attack, including the National Health
Service (NHS), which was forced to reject patients, cancel operations, and reschedule appointments due
to WannaCry. Also, systems in Russia, Ukraine, India, and Taiwan. Infections are also spreading
through the United States. The malware is notable for its multi-lingual ransom demands, which support
more than two-dozen languages. Ransom between $300 to $600 is being demanded. There is code to
'rm' (delete) files in the virus, it seems to reset if the virus crashes.

s Case study 7 stolen dongle used in an attempt to crack ‘strong authentication’

In one recent Swiss case involving a corporate client of a bank, 10 employees had the authority to issue
payments in the name of the corporation but only three normally did so. One of the remaining seven
staff had his dongle stolen but since he was not among the group that normally issued payments, he did
not immediately notice the theft.

The thief waited eight months before attempting to initiate a transaction using the stolen dongle, but his
attempt raised a flag and was blocked. However, the case highlights the need to check whether the
person attempting to issue payment is one of the normal users of the system or part of a wider group
that has the authority to do so.
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3. Virtual currencies and Crypto currencies
There are various innovative money payment systems in the market today, many of which are built on
platforms like the mobile phone, the Internet, and the digital storage card. These alternative payment
systems have seen encouraging or even continued growth, from the likes of PayPal, Google Pay(Tez),
Paytm, Phonepay, Airtel Money, Vodafone M-Pesa, and others.

Beyond payment systems that are based on fiat currency, the growing use of digital currency allows for
faster, more flexible, and more innovative payments and ways in financing goods and services. In this
chapter we will look at different types of currencies with their examples.

3.1 Virtual currencies
Virtual currency is a type of digital currency which is only available in electronic form and it is not

physically present. It require specified software, mobile application or a digital wallet. Virtual currency
is considered to be a subset of the digital currency group, which also includes crypto currencies.

Examples are frequent flyer programs by various airlines, Payback points, SBI Rewardz, Microsoft
Points, Nintendo Points, Facebook Credits and Amazon Coin.

To prevent fraud and manipulation, every user of a crypto currency can simultaneously record and verify
their own transactions and the transactions of everyone else. The digital transaction recordings are
known as a “ledger” and this ledger is publicly available to anyone. With this public ledger, transactions
become efficient, permanent, secure and transparent.

3.2 Crypto currencies
A cryptocurrency (or crypto currency) is a digital asset designed to work as a medium of exchange that

uses strong cryptography to secure financial transactions, control the creation of additional units, and
verify the transfer of assets. Crypto currencies use decentralized control as opposed to centralized digital
currency and central banking systems.

To prevent fraud and manipulation, every user of a crypto currency can simultaneously record and verify
their own transactions and the transactions of everyone else. The digital transaction recordings are
known as a “ledger” and this ledger is publicly available to anyone. With this public ledger, transactions
become efficient, permanent, secure and transparent.

With public records, crypto currencies don’t require to trust a bank to hold money. They don’t require
you to trust the person you are doing business with to actually pay you. Instead, you can actually see
the money being sent, received, verified, and recorded by thousands of people. This system requires no
trust. This unique positive quality is known as “trustless”.

The decentralized control of each cryptocurrency works through distributed ledger technology, typically
a blockchain that serves as a public financial transaction database.

Bitcoin, first released as open-source software in 2009, is generally considered the first decentralized
cryptocurrency. Other examples of crypto currencies are Ethereum, Ripple, Litecoin, and NEO.
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3.3 Blockchain
Blockchain is technology for creating permanent, secure digital recordings that don’t rely on any single

person or group. Blockchains can record any information, though the first example was created to record
bitcoin transactions.

Imagine the blockchain as a book of records. Each page in that book, is a block, and can record anything.
Blocks are created one after the other, chained to each other creating what we know as the blockchain.

Multiple blockchain records are maintained simultaneously by many unrelated individuals and their
computers, making it cloud storage on steroids. Updates are seen immediately and manipulation is
extremely difficult/impossible. This positive quality known of many people keeping their own copies
of the blockchain is known as “distributed”.

There are hundreds of blockchains created by many groups to records all sorts of information including
art, medical records, computer information and much more.

But if a blockchain is not distributed among many individuals and instead run by one government,
organization, group or person, then it is not at a blockchain at all. A centralized system like that is simply
a database.

Figure : Blockchain Decentralized architecture
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3.4 Types of Virtual Currencies

a) Bitcoin
Bitcoin introduced a decentralized currency system based on a peer- to-peer network where currency is
not issued per se; instead it is mined with advanced computers by cracking difficult math-based
equations. Bitcoin can be called the trendsetter, as its success has spurred the launch of many other
virtual currencies (there are more than 150 cryptocurrencies). The currencies inspired by Bitcoin are
collectively called altcoins and have tried to present themselves as improvised and modified versions of
Bitcoin.
The challenges in using virtual currency is that these systems are capable of facilitating tax evasion or
illegal activities because of the anonymity factor which is built into the system. As a result, Bitcoin is a
preferred mode by hackers for ransomware.
These currencies are easier to mine, but involve greater risk in terms of lesser liquidity, acceptance and
value retention. Here are five digital currencies picked from the lot

b) Litecoin
Litecoin, the second largest cryptocurrency in the world was launched in the year 2011. It was created
by Charlie Lee, a MIT graduate and former Google engineer and can be described as the second-in
command to Bitcoin. Litecoin is based on an open source global payment network that is not controlled
by any central authority and uses "scrypt" as a proof of work, which can be decoded with the help of
CPUs of consumer grade. Litecoinhas a faster block generation rate and well as more rewards per block
as compared to Bitcoins.

c) Darkcoin
Darkcoin is a more secretive version of Bitcoin. Though Bitcoins are anonymous when compared to
traditional money, there is still a record of all transactions ever carried out in a ledger “blockchain”
which can reveal a lot of information. Darkcoin offers more anonymity as it works on a decentralized
mastercode network that makes transactions almost untraceable. Launched in January 2014, Darkcoin
has an increasing fan following in a short span of time. This cryptocurrency was created and developed
by Evan Duffield and can be mined using a CPU or GPU.

d) Peercoin

Peercoin, also referred to as PPCoin, Peer-to-Peer Coin and P2P Coin, was created by software
developers Sunny King (a pseudonym) and Scott Nadal. It was launched in August 2012 and was the
first digital currency to use a combination of proof-of-stake and proof-of-work. The coins are initially
mined through the commonly-used proof-of-work hashing process but as the hashing difficulty
increases over time, users are rewarded with coins by the proof-of-stake algorithm, which requires
minimal energy for generating blocks. This means that over time, the network of Peercoin will consume
less energy. Peercoin is an inflationary currency since there is no fixed upper limit on the number of
coins.
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e) Dogecoin

Dogecoin is another currency from the family of cryptocurrencies that recently turned a year old
(launched in December 2013). Dogecoin, which has a Shibulnus (a bread of a Japanese dog) as its logo,
was created by Billy Markus and Jackson Palmer. Dogecoin presents itself broadly based on the Bitcoin
protocol, but with modifications. It uses scrypt technology as a proof-of-work scheme. It has a block
time of 60 seconds (1 minute) and the difficulty retarget time is four hours. There is no limit to how
many Dogecoin can be produced i.e. the supply of coins would remain uncapped. Dogecoin deals with
large numbers of coin that are lesser in value individually, making the currency more accessible with a
low entry barrier and fit for carrying out smaller transactions.

f) Primecoin
Primecoin is an altcoin with a difference. Developed by Sunny King (who also developed Peercoin), its
proof-of-work is based on prime numbers, which is different from the usual system of hashcash used
by most cryptocurrencies based on the Bitcoin framework. It involves finding special long chains of
prime numbers (known as Cunningham chains and bi-twin chains) and offers greater security and
mining ease to the network. These chains of prime numbers are believed to be of great interest in
mathematical research.

4. Notice Formats

4.1 Notice to Paytm

Sir,

Mr. Penta Laxman R/0 Nizambad holder of Bank of Baroda account A/c
No. 32920100002632 has been victimized by some unknown culprits and duped for an
amount of rupees 46250/-. The fraudulent transactions were made fo Paytm payment
bank limited are as follows.

Bank Name Account Number| Account Holder Name| IFSC

Paytm Payments Bank Ltd| 3196 507 SURESH GANIGER |PYTM0123456

In this connection it is requested to furnish the following information for the purpose of
investigation.

The details of the goods/Services Purchased

The name address and contact details of the buyer.

Delivery/ Shipping address/

The ownership details of the e-wallet account holder, if any;

. Bank account number that may be associated with the buyer who has done the
mentioned transactions.

6. Beneficiary details.

N

w

Note: The transactions mentioned above may be aborted/ cancelled or kept on hold till
information otherwise is received from this agency.

Your's faithfully,

©CYBER X, SVPNPA HYDERABAD 142



Cyber Crime Investigation Manual Volume- 111

4.2 Notice to bank

Cr.No.391,/2018-CCPS
Jedeherla. Date: 12-08-2021

NMotice T/ Section 21 Crimmimal Procedure Code

The abowve cited case iz being investigated by thiz agency where in the
orline frandesters offered fales johs Jn fslse pretexts ke consultation, proces=sing
charges accuzed duped RE=.1,50,000/- to the wvicdhm. In this regard wichm
approached to local Police stafbion basing on the complaint cazse registered in
Cr Mo 3591 ,/2018 T/ 420405 4159 ITPC and §5- IT Act Z008. During the courss of
invesfigation it care to light that the following indusind haplaocount number
belornizs to frandster Afc Mo 15 TH+*=Ta040_

Therefore it iz recuested to fiwmnish the following information for the
purpose of investgation .
1. Customer application forms including ITY ¢ Address proocfs subrmitted.
2. Acconint tramsactions statement from starting to Hll date
3. Accessing IF Log details of the cnline transactions if aryyr.
4 Footage of recent ATM withdrawals.
5. Linked-np mohbile rmumbber.

Early acticn would be highlyry spprecisted

In=pector of Police,
Cyber Crime PS5,

place.
To

Semnior Vice President,
EBanlhing Operations Indashhnd Banle Lid.

TERA SO DA e e e, Tl A ST
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5. RBI Guidelines

5.1 Limited Liability of customer in unauthorized transaction
According to RBI circular no DBR.No.Leg.BC.78/09.07.005/2017-18 dated July 6, 2017 available

from

https://rbidocs.rbi.org.in/rdocs/notification/PDFEs/NOTI115D620D2C4D2CA4A33AA

BC928CA6204B19.PDF

In any unauthorized transaction liability of customer will be calculate according to the above guidelines.
The guideline includes online/ Remote payment e.g. Internet Banking, Mobile Banking, Card Not
Present and Prepaid payment instruments. These guidelines also made mandatory to send SMS/ Email
alert in any type of transaction; SMS/Email alerts shall be mandatory to be sent to customers. The
customer must notify the bank as soon as possible in case of any unauthorized transactions. Summary
of the circular is as mentioned

Liability of the customer:

Sr. No

Zero Liability of
customer

Limited liability if customer

Contributory fraud/ negligence/|
deficiency on the part of the
bank (irrespective of whether or
not the transaction is reported
by the customer).

In cases where the loss is due to negligence by a
customer, such as where he has shared the payment
credentials, the customer will bear the entire loss until
he reports the unauthorised transaction to the bank.
Any loss occurring after the reporting of the
unauthorised transaction shall be borne by the bank.

Third party breach where the
deficiency lies neither with the
bank nor with the customer but
lies elsewhere in the system,
and the customer notifies the
bank within three working
days of receiving the
communication from the bank
regarding the unauthorised
transaction.

In cases where the responsibility for the unauthorised
electronic banking transaction lies neither with the
bank nor with the customer, but lies elsewhere in the
system and when there is a delay (of four to seven
working days after receiving the communication
from the bank) on the part of the customer in notifying
the bank of such a transaction, the per transaction
liability of the customer shall be limited to the
transaction value or the amount mentioned in picture
below, whichever is lower

-

Time taken to report the fraudulent
transaction from the date of

receiving the communication

Customer's liability ()

Within 3 working days

Zero liahility

Within 4 to 7 working days

The transaction wvalue or the amount
mentioned in Table 1, whichever is lower

Beyond 7 working days

As per bank’s Board approved policy
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Tvpe of Account I'_u'la:-_:l_mum
liahility (%)
* BSBD Accounis 5,000
« All other 3B accounts
+« Pre-paid Payment Instruments and Gift Cards
« Current/ Cash Credit! Owverdraft  Accounts of
MSMEs
» Cumrent Accounts/ Cash Credit/ Overdraft Accounts 10,000
of Individuals with annual average bhalance (during
365 days preceding the incidence of fraud)/ limit up
to R=.25 lakh
« Credit cards with limit up to Rs.5 lakh
» All other Current/ Cash Credit! Overdraft Accounts 95 000
« Credit cards with limit above Rs.5 lakh !

Please go through to the detail circular for more detail:

https://rbidocs.rbi.org.in/rdocs/notification/PDFs/INOTI115D620D2C4D2CA4A33AA

BC928CA6204B19.PDF

5.2 Limiting Liability of Customers in Unauthorized Electronic Payment
Transactions in Prepaid Payment Instruments (PPIs) issued by Authorized
Non-banks

Customer liability in case of unauthorized electronic payment transactions through a PPI

S. Particulars Maximum Liability of Customer
No.
(@) | Contributory fraud / negligence / deficiency on the part of the PPI| Zero
issuer, including PPI-MTS issuer
(irrespective of whether or not the transaction is reported by the
customer)
(b) | Third party breach where the deficiency lies neither with the PPI

issuer nor with the customer but lies elsewhere in the system, and the
customer notifies the PPI issuer regarding the unauthorized payment
transaction. The per transaction customer liability in such cases will
depend on the number of days lapsed between the receipt of
transaction communication by the customer from the PPI issuer and
the reporting of unauthorized transaction by the customer to the PPI
issuer -

i Within three days#

Zero

ii. Within four to seven days#

Transaction value or
%10,000/- per  transaction,
whichever is

iii. Beyond seven days#

As per the Board approved policy off
the PPI
issuer
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(¢) | Incases where the loss is due to negligence by a customer, such as where he / she has shared the payment
credentials, the customer will bear the entire loss until he / she reports the unauthorized transaction to the
PPI issuer. Any loss occurring after the reporting of the unauthorized transaction shall be borne by the

(d) | PPI issuers may also, at their discretion, decide to waive off any customer
liability in case of unauthorized electronic payment transactions even in cases of customer Negligence.

The provision of these direction will be applicable to all authorized non-Bank PPI issuers. This
notification DPSS.CO.PD.N0.1417/02.14.006/2018-19, dated January 04, 2019, covers all PPI’s. All
remote/ online transactions done via PPI’s platform, limited customer liability is mentioned below.

For detailed guidelines please go through to the RBI guideline available from
https://rbidocs.rbi.org.in/rdocs/notification/PDFs/NT101746BAE75BB964EB1AD2E

SBB6DC3FESDC.PDF.

©CYBER X, SVPNPA HYDERABAD

146


https://rbidocs.rbi.org.in/rdocs/notification/PDFs/NT101746BAE75BB964EB1AD2E5BB6DC3FE5DC.PDF
https://rbidocs.rbi.org.in/rdocs/notification/PDFs/NT101746BAE75BB964EB1AD2E5BB6DC3FE5DC.PDF

Cyber Crime Investigation Manual Volume- 111

6. Various Organizations

6.1 CERT-IN
CERT-IN (Computer Emergency Response Team - India, government-mandated information

technology (IT) security organization) has been taking important initiatives in strengthening cyber-
security by providing proactive & reactive services as well as guidelines, threat intelligence and
assessment of preparedness of various agencies across the sectors, including the financial sector.

The purpose of CERT-In is to respond to computer security incidents, report on vulnerabilities and
promote effective IT security practices throughout the country. CERT-In was created by the Indian
Department of Information Technology in 2004 and operates under the auspices of that department.
According to the provisions of the Information Technology Amendment Act 2008, CERT-In is
responsible for overseeing administration of the Act.

6.2 CERT-Fin
Government of India announced its intention to set up a Computer Emergency Response Team for the

Financial Sector (CERT-Fin). Ministry of Finance set up a working group to work closely with all
financial-sector regulators and stakeholders on issues of cyber security. The working group report was
put in public domain by MoF, soliciting public comments.

It is recommended in the Working Group report that CERT-Fin, will collect, analyze and disseminate
information on cyber incidents in the financial sectors. It will forecast and send alerts on cyber security
incidents. It will also take emergency measures on cyber security incidents. It will coordinate responses
and activities for cyber incidents and issue guidelines, advisories, and white papers relating to
vulnerabilities and information security.

CERT-Fin will monitor efforts in the financial sector towards maintaining modern cyber security
architecture, developing awareness among regulated entities and the public in general. It will also create
awareness on security issues through dissemination of information on its website and operate a 24x7
incident response help desk. It will also provide incident prevention and response services as well as
quality management services and will carry out functions similar to CERT-In, which operates at the
national level, for priority cyber security in financial sector. CERT-Fin will offer policy suggestions for
strengthening financial sector cyber security to all the stakeholders, including regulators and the
government.

It is expected that CERT-Fin will make a significant contribution towards improving the cyber resilience
of the Indian Financial Sector.
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6.3 ReBIT
Reserve Bank Information Technology Pvt Ltd (ReBIT) has been set up by the Reserve Bank of India

(RBI), to take care of the IT requirements, including the cyber security needs of the Reserve Bank and
its regulated entities. ReBIT will focus on IT and cyber security (including related research) of the
financial sector and assist in IT systems audit and assessment of the RBI regulated entities; advise,
implement and manage internal or system-wide IT projects (both the existing & the new) of the Reserve
Bank as mutually decided between the Reserve Bank and ReBIT.

ReBIT will act as a catalyst for innovation, big systems and new ideas apart from having the capability
to guide the regulated entities in the IT areas of their operations as also for the RBI’s IT related functions
and initiatives. Given the need for inter-operability and cross- institutional cooperation, ReBIT will
effectively participate in setting up of standards to strengthen Reserve Bank’s role as regulator.

6.4 NCPI
The National Payments Corporation of India (NCPI) functions under the Reserve Bank of India (RBI)

and the Indian Banks’ Association (IBA). NPCI was founded in 2008 as a not-for-profit organization.
It aims to create nationwide standards for business and retail payments across India, which is why its
services are all geared towards achieving this goal.

What are the services that NPCI provides?

Through various FinTech innovations, the NPCI has contributed to India’s current payment ecosystem
in a big way. The following are some of its prominent services:

» UPI
United Payments Interface )UPI) is a real-time payment solution that links bank accounts with UPI
platforms on mobile phones. It eliminates the need for a third- party wallet and enables the direct transfer
of money from one bank account to another. Currently, UPI services are integrated with over 120 banks.
Consumers can also use UPI for P2P transfers to family and friends.

» Bharat Interface for Money (BHIM)
BHIM is an app that runs on UPI. It allows users to easily make payments by using just a registered
mobile number or a virtual payment address (VPA). Though BHIM is not as widely used as some of
its competitors like Google Pay, it offers avast scope for financial inclusivity for citizen across India.
This is because BHIM can be operated offline and does not require a smartphone. BHIM leverages
NPCI’s *99# facilities—more on that below.

» *99# or USSD services
NPCTI’s *99# services run on USSD, which stands for Unstructured Supplementary Service Data. These
services aim to bring traditional and newer banking solutions to citizens of India who may not have
smartphones, internet or even traditional bank accounts. It aims to leverage as much of mobile banking
as possible and works on low-value remittances so that more citizens can become integrated and familiar
with banking services.
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> RuPay
Now a part of the government’s Jan Dhan Yojna, RuPay is another big initiative of the NPCI that has
influenced the way the average citizen makes financial decisions. RuPay is essentially a more affordable
version of international debit and credit cards. These cards are issued as prepaid cards, debits cards and
credit cards, as per the customer’s requirements. As of now, over 300 million RuPay cards are in
circulation across India. More and more consumers are using RuPay for PoS and E- commerce
transactions too.

> IMPS
IMPS stands for Immediate Payment Service. This system works around the clock and offers the ability
to transfer funds instantly. It is because of IMPS that current innovations like UPI are possible. Unlike
NEFT and RTGS, IMPS does not rely on traditional banking hours nor does it adhere to public holidays.
With payments occurring through smartphones, all consumers need is the beneficiary’s mobile number
to initiate the process. Of course, other payment details such as bank account number and IFSC codes
can also be used to conduct an IMPS transaction.

> BBPI
BBPI stands for Bharat Bill Payment Interface. Recognizing how vital bill payments are to the retail
payments industry, NPCI developed BBPI to facilitate the same. According to data released by the RBI,
Rs. 6,223 billion is generated by India’s top 20 cities for bill payments alone. Over 70% of these bill
transactions occurred through cash. BBPI is all set to function as the single platform that consolidates
payments for bill payers and aggregators. So far, the NPCI has launched the pilot project for this
platform. Only time will tell how widely it is accepted by vendors and consumers alike.

6.5 IDBRT
Institute for Development & Research in Banking Technology (IDRBT) is a banking research institute

established in 1996 by Reserve Bank of India (RBI). It is located in Hyderabad, India. RBI established
IDRBT with the aim of providing the operational service support in information technology to banks
and financial institutions. The first phase of reforms in the Indian financial sector precipitated the need
for an apex-level institute for implementing banking technology and technology absorption in the Indian
banking and financial sector. IDRBT is also an academic institution that offers a range of academic and
research programmes, designed specifically to meet both the existing and emerging requirements of the
Banking and Financial Sector in India.

IDRBT also offers consultancy in banking technology and related areas to banks and financial
institutions. Consultancy is taken up not only for solutions offered by the Institute but also in the various
routine facets of I.T. in banking. Some of the areas of consultancy are security technologies, IT strategy,
technology planning and upgrades, networking, electronic payment systems, information systems audit,
IT infrastructure audit, information security policy, data warehousing, data mining, risk management,
customer relationship management and beyond-core banking.
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Appendix

1. Customer Protection — Limiting Liability of Customers in Unauthorized Electronic Banking

Transactions
2. Master Direction - Information Technology Framework for the NBFC Sector
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1. OSINT

1.1 Introduction to OSINT
Open Source Intelligence can be defined as the retrieval, extraction and analysis of information

from publicly available sources. Each of these three processes is the subject of ongoing research
resulting in specialized techniques. Today the largest source of open source information is the
Internet.

Most newspapers and news agencies have web sites with live updates on unfolding events,
opinions and perspectives on world events are published. Most governments monitor news reports
to feel the pulse of public opinion, and for early warning and current awareness of emerging crises.
The phenomenal growth in knowledge, data and opinions published on the Internet requires
advanced software tools which allow analysts to cope with the overflow of information. Malicious
use of the Internet has also grown rapidly particularly on-line fraud, illegal content, virtual
stalking, and various scams. These are all creating major challenges to security and law
enforcement agencies. The alarming increase in the use of the Internet by extremist and terrorist
groups has emerged. The number of terrorist linked websites has grown from about 15 in 1998 to
some 4500 today.

These sites use slick multimedia to distil propaganda whose main purpose is to 1) enthuse and stir
up rebellion in embedded communities 2) instill fear in the “enemy” and fight psychological
warfare. Anonymous communication between terrorist cells via bulletin boards, chat rooms and
email are also prevalent.

Open-Source Intelligence (OSINT) refers to a broad array of information and sources that are
generally available, including information obtained from the media (newspapers, radio, television,
etc.), professional and academic records (papers, conferences, professional associations, etc.), and
public data (government reports, demographics, hearings, speeches, etc.).

a) Scope of Open Source Intelligence
% In today’s world, internet has become a core part of a human life, where one can share
information, opinions and ideas as well as post photos, videos on various social media
platforms.

% As lot of information is being uploaded onto the internet every day, it becomes essential
for a Law Enforcement officer to collect every possible information that available on the
internet.

¢ Information on the internet can be collected from various sources like social media sites,
Online news websites, search engines, various government etc.

%+ Generally, information about an individual or an organization is provided in two ways.

o One, where an individual given by himself and
o Second, information is given out by third party such as company for which the
individual is working for or from the government website.

b) Need of Open Source Intelligence for Law Enforcement Agencies
% Once a case related to cybercrime gets registered, the investigation officer needs to
collect a lot of information from various sources in order to identify the suspect computer
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that is involved in the commission of crime and the criminals who are behind commission
of the crime.

<+ Therefore, intelligence gathering is one of the major tasks in the course of investigation.
The investigating officer will be having very few inputs, using that he has to collect
maximum amount of details about the criminals or suspects. Here comes the use of
various information gathering techniques.

1.2 Preparations to be done before performing OSINT
As all the activities performed over the internet can have traces, criminal can get trace of

Law Enforcement Officer. It is required that the officer needs to take some precautionary steps in
order to reduce the traces and makes the process more secure.

Necessary precautions must be taken for two main reasons. First is to maintain anonymity
over the internet and the second is to protect the systems used for gather information.

While performing the OSINT, systems having the government ip address should not be
used. It suggested to use certain services like proxies and VPN’s which provide anonymity over
the internet.

The collected data should be organized in a systematic manner. The data can be arranged
based on the type of data, Subject (Organization) or based on the region as this will help the next
officer who gets access to the data when transfer takes place.

» Undercover Accounts
Whenever we are performing the OSINT, we must make sure that we do not use our original social
media accounts, email-ids, and mobile numbers in order to access the information. It is advisable
to create some undercover accounts on various sites such as Facebook, Gmail, Twitter and other
things. This ensures that the identity of the officer is protected over internet.

» Using Anti-viruses

% One must ensure using anti-virus software when performing the Open Source Intelligence
because during the process, we may download some files from unauthorized websites
which may pose a potential threat to our systems.

% Few of the anti-virus software's are:

e Mcafee
o Kaspersky
e Avast

e 360 total etc.

Adblocker

Most websites today are enabled with service to display ads on their page. When we access
those websites, it creates an uncertainty about the content displayed on the page. To hide
these ads from getting displayed, we can use a service known as ad blockers, which we
can install in our browsers as a plugin.

D 74
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Few popular ad-blockers are:
e Ublock origin
e AdBlock plus

» No Script
%+ “No script” is another add-on or extension that we can add to our browsers which blocks
any malicious scripts from running when we visit various websites.

» Virtual Machines
% A Virtual Machine is a software that allows us to run other operating systems within your
current computer system.
% In virtual machines, the operating system actually running on your computer is called the
host and any operating systems running inside VMs are called guests
%+ OSINT Operation more effective way by using virtual machines, because when you use
your normal desktop and if you are accessing any website of any person, he may get
notified or get alert saying that someone is trying to get data of this.
% So, if we use virtual machines, it may not get such kind of suspicious things. Virtual
machines are basically a computer inside another computer.
% Some of the virtual machine software's are:
e Virtual Box
e VM Ware
e Hypervisor

1.3 OSINT on E-mail Address
We can use the e-mail address to search for a person over the internet.

> People Search using pipl.com
Pipl.com is an online search engine, which can be used to find the information
about an individual by using the email address, social media username or phone number.
¢ Go to the website “pipl.com” and enter the email id and click search.

®
pipl
Name, Email, Username or Phone Location (optional) n
Search Over 3,151,981,124 People

With the world's largest people search engine, Pipl is the place to find the person

behind the email address, social username or phone number.

Figure: Pipl tool
e The output when we search for email id on pipl.com is shown below.
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pipl i g—

ocatic

on (optional)

Search By No results found for p eSS Showing possibly related results

| P
b0

+ MORE OPTIONS jo,

Figure: Pipl tool search

» Facebook password reset
Facebook provides option for resetting the password using the E-mail/Phone

number/username/ full name. If we know the phone number, we can go to the password

reset page of Facebook and enter the phone number in the given field. If any Facebook

account is linked with this number, that account would be shown. This way we will get the

full name and photos of owner of that number.

Go to “Facebook.com” and click the “Forgot your account”.

facebook

Connect with friends faster,
wherever you are.

The Facebaok application Is now
available on 2500+ phones.

[ Livoms
t

Sign Up
It’s free and abvays vil o=,
Fro Mame:
LAz Marre:
Yoir Emal:
Re-eater Smal:

Hewy Pazoword:

Wathdag: Mzemh; = Jap = Year:|e
s o d e oad s g ey b Jedesd
3¢ doarg Sgn e, yowages © o Tersad bai s
Inro rood o Whaaa s Sy, wedadeny oa Uik s

Create o Page for 4 celehrity, band or busisewe

Enter the mobile number of the person and then select search.

Figure : Facebook forgot Password
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Find Your Account

Figure: Facebook forgot password 2

e Once we click the search button, Facebook will display the Facebook profile belonging to
that mobile number.

Reset Your Password

How would you like to reset your password?

{® Use my Yahoo! account
Log in to Yahoo! (if you aren't already) to quickly reset your
password,

[ Email me a link to reset my password

)2 hoo.com

[5 Get a code from my smartphone

Not You?

No longer have access to these? Cancel

Figure: facebook reset password

» Gmail Compose message

e Another way of identifying the user of an unknown email-id is to compose a mail and
enter the email-id in the “To” field and then hover over the email-id. This will display the
picture of the user as shown below
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New Message

Parmesh Naik (parmeshnaik26@gmail.com) |

Parmesh Naik

Subject

parmeshnaik26@agmail.com

Sans Serif ~ I - B 7 3

ic
>
|
I
\
Il

Figure: Gmail mail compose

1.4 OSINT on Name

There are websites that specialize in people search which can be done providing a real name,

username, email or phone number.
« https://www.spokeo.com
o https://thatsthem.com
o https://www.beenverified.com
o https://www.fastpeoplesearch.com
e https://www.truepeoplesearch.com
o https://www.familytreenow.com
 https://people.yandex.ru

People search websites allow to opt out, but after people remove themselves from listings, new
search services appear with their records in them. The reason for that is the same dataset is bought
and used by different services. Some companies own those datasets and even if on one of their
websites a person removes the listing, on the new domain the old data is repopulated again so the
previously removed profile reappears in the search. Consequently, if people did a pretty good at
cleaning their stuff up you just have to wait for a new database to appear. One of the methods to
find people that opted out is to go the people search service, find a unique paragraph, do a quoted
Google search on it and find all of the domains that the company owns. There are chances that

information your target removed from site A is now on-site B.
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2. OSINT over search engines

2.1 Understanding how Search engines works

Search engines allow users to search the internet for content using keywords. Although the market
is dominated by a few, there are many search engines that people can use. When a user enters a
query into a search engine, a search engine results page (SERP) is returned, ranking the found
pages in order of their relevance. How this ranking is done differs across search engines.

Search engines often change their algorithms (the programs that rank the results) to improve user
experience. They aim to understand how users search and give them the best answer to their query.
This means giving priority to the highest quality and most relevant pages.

2.2 Various kinds of search engines available on internet
» Google

Google is the most popular search engine on the planet. Their search engine routinely owns
above 90% of the market, resulting in approximately 3.5 billion of individual searches on their
platform every day. While notoriously tight-lipped about how their algorithm works, Google
does provide some high-level context about how they prioritize websites in the results page.
New websites are created every day. Google can find these pages by following links from
existing content they’ve crawled previously, or when a website owner submits their sitemap
directly. Any updates to existing content can also be submitted to Google by asking them to
recrawl a specific URL. This is done through Google’s Search Console.

Google

{=

Google Search I'm Feeling Lucky

Figure : Google search
» Bing
Bing is an internet web search engine developed, owned and operated by Microsoft. Bing was
launched in 2009 as a rebranded version of Microsoft’s earlier search engines, MSN Search,
Windows Live Search and Live Search.

©Showall  ® Only from Canada

Figure : Bing search

» Duck Duck GO
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DuckDuckGo is a bit of a maverick in the search engine market but is gaining headway as the
go-to search engine for anyone concerned about their data privacy. While they have a
proprietary web, crawler called DuckDuckBot to scour web-page content, much of the
information DuckDuckGo shows on their results page is compiled from 400+ additional third-
party sources, including Bing, Yahoo, and Wikipedia.

DuckDuckGo

Help Spread DuckDuckGo!

Figure : Duck Duck go search
Unlike Google and Bing, DuckDuckGo does not capture personal information on their users,

including past search history and IP address. This dedication to privacy in some ways makes
their algorithm work harder to provide personalized results.

» Yandex

Yandex is a Russian company that is best known for its Yandex search engine. This is a search
engine that was originally started in Russian at yandex.ru, but now has a global English version
at yandex.com.

Yandex functions mostly like the other popular search engines. You type in a search phrase, hit
enter and then you see a search results page with a bunch of blue links, URLSs, and descriptions.
Depending on the search query, you may also see images, videos, and other types of search
results.

Yandex

¥ 9 w D= @

Mail Maps Images Video  Translate

Figure : Yandex search
2.3 Using operators on Google Search
It provides various advanced search options using which, one can do effective search

and filter out unwanted results. It also has mechanism by which one can design custom
search queries in google to get desired search results.

A Google dork query, sometimes just referred to as a dork, is a search string that
uses advanced search operators to find information that is not readily available on a website.
Google dorking, also known as Google hacking, can return information that is difficult to
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locate through simple search queries. That description includes information that is not
intended for public viewing but that has not been adequately protected.

Google Operators:
a) Explicit Search:

For instance, if we want to search exact name of a person or a string, we need to
write it in « <, If you want to filter out unwanted results of narrow down the search, we
can add the occupation, city or college of target.

Let's say you're searching on Google for content about Sachin Tendulkar. Instead
of just typing Sachin Tendulkar into the Google search box, you will likely be better off
searching explicitly for the phrase. To do this, simply enclose the search phrase within
double quotes.

GO g Ie sachin tendulkar

All MNews Images Books Videos Mare

Sachin Tendulkar - Wikipedia
hitps:/fen_ wikipedia.org/wiki/Sachin_Tendulkar «
Sachin Ramesh Tendulkar is a former Indian international crickg]

sl

Figure : Google Explicit Search
e When we search for the name without quotes, Google is search for the word Sachin

separately and Tendulkar separately. That is the reason it is giving more results in
the above scenario.

e But when we search for same name by adding quotes around it, the results decrease in
number because it searches for the exact phrase which is present in the quotations.

GO gle "sachin tendulkar”

All MNews Images Books Videos More

[ About 9.50.000 results (0.50 5e:cn::5]

Sachin Tendulkar - Wikipedia
hitps /ffen.wikipedia_org/wiki/Sachin_Tendulkar «

SHRIREER SRR SRR SRR R SERRINE |

Figure : Google Explicit Search
b. Intitle

This Google operator allows one to search for pages with specific text in their HTML
title. So intitle: “login page” will help a person scour the web for login pages.
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GO gle inftle sardar Q

Al Maps  Images  Videos News Mo Settings  Toals

About 7,11,000 results (0.61 seconds

Figure : Intitle operator

e The query “Intitle: Sardar” will search “Sardar” in all Google cache pages and gives
the results according to page rank.

e Ifwe look at the results, it will show all websites having “Sardar” in their title of the
webpage.

Sardar - Wikipedia
https://en wikipedia.org/wiki/Sagdar ~

daar, Shordar or Serdar, is a title of nobility that was originally used to
denote princes, noblemen, and other aristocrats. It has also been used to denote a chief or leader of a
tribe or group. It is used as a Persian synonym of the Arabic title Amir. The term and its cognates
ariginate from

Moblemen - Aristocrats - Head of State - Military title

Sardar (1993 film) - Wikipedia

/f / / ) film) ~
Sardar is a 1993 Indian biographical drama film on Sardar Wallabhbhai Patel, one of India’s greatest
freedom fighters, directed by Ketan Mehta and written by noted playwright Vijay Tendulkar. The film was
screened retrospective on August 12, 2016 at the Independence Day Film Festival jointly presented by
the Indian

Figure :Intitle operator result

C. Inurl

This Google operator allows a person to search for pages based on the text contained in
the URL (i.e. “login.php”).

GO gle inurl:gov.in Q

All News Maps Books Images Mare Settings Tools

About 8,91,000 results (0.63 seconds)

Figure : Inurl operator

e The query “Inurl: gov.in” will search for all Google pages which contains “.gov.in”
in the URL of the website.

e If we look at the results, it will show all websites having “.gov.in” in their URL of
the webpage.
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ST oy in
hitps:fhawaww gst gowi n]

Wational Portal of India 1s a Mission Mode Project under the Mational E-Governance Plan, designed and
Ministry of Electronics & Information Technology.

developed by Mational Informatics Centre (NIC)
Government of India. It has been developed with an objective to enable a single window access to

information and

Figure : Inurl operator result

1 29 ¢

e Similarly we can search for “.in”,
names in order fetch better results from the Google search engine.

com”, “.nic.in” and various other kinds of domain

d. Intext
This Google operator searches the entire content of a given page for keywords supplied

by the person.

| "sardar vallabhbhai patel national police academy” | !; Q
All Maps Images News Videos More Settings Tools
About 54 900 results (0.36 seconds)

Figure : Intext Operator

Without this operator, there are 54,900 results are there, and with operator only 196
results we have. So, using these operators we can reduce the search results and find relevant

information.

intext:"sardar vallbhbhai patel national police academy

MNews Images More Settings Tools

About 196 results (0.42 seconds)

Figure : Intext Operator 2
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svpnpa
LI e L
| Sardar Vallabhbhai Patel Mational Police Academy.
sardar Vallabhbhar Patel .. - History of Academy - Wacancies - Alumni Gallery

“acancies - Sardar Vallabhbhai Patel National Police Academy

www.osvpnpa.gov.in/vacancies -

Inviting nominations for the post of "Scientist- E(Computer) in the academy on deputation basis for one
wear - Motice Inviting Applications for one post of Assistant Director{Computer)purely on
outsourcing/contract basis in the Academy - Momination for the post of ‘Deputy Superintendent of Police

(Lines) and Deputy

Figure : Intext Operator Result
e. Site
This Google operator allows the user to search for any query on a specific website.

Let us assume, we want to search for the name” Narendra panwar” on the website
www.svpnpa.gov.in. The Google query would look something as shown below.

GO gld site:svpnpa.gov.in "narendra panwar” !, Q

All News Images Videos Maps More Settings

About 3 results (0.20 seconds)

Images for site:svpnpa.gov.in "narendra panwar”

—> More images for site:svpnpa.gov.in "narendra panwar” Report images

NDCRTC - Sardar Vallabhbhai Patel National Police Academy
www.svpnpa.gov.in » Training ¥

Smt Suhasini K, System Analyst. Shri Arif Ali Khan, Analyst. Shri Narendra Panwar
Analyst. Shri Tanmay Barhale, Analyst. Shri Shijin Chandran R S, Assistant Analyst

Shri Parmesh Naik, Assistant Analyst

Figure : Site Operator

e This search provided only 3 results, which we tried to search for the keyword
"Narendra panwar" on the website www.svpnpa.gov.in.

e Suppose if we want to search for hashtags on twitter.com, then we can use the
following query.
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GO g Ie site twitter. com #isis Q
All Mews Images Maps Videos More Settings Tools
About 20,850,000 results (0.43 seconds)

News about #isis on Twitter

hitps_/ftwitter.com/hashtag/isis =

21h ago @ahmetsyayla tweeted: "What @MeviutCavusoglu neglected to menti..” - read what others are
saying and join the conversation

News about #isis on Twitter

hitps_/ftwitter.com/search?g=%23isis «

On Apr 11 @EmbassyofRussia tweeted: "#0TD 2 years ago in 2016 the "Palmyra He.." - read what
others are saying and join the conversation

ISIS Hunters (@1S15_Hunters) | Twitter
hitps_//twitter.com/isis_hunters -

They have nothing but their Motherland__. and boiling hatred for the enemies #East_Ghouta #Syria
#1515 #Damascus #352oF i e# L sepic twitter com/jgPBzAQpgsd 1515 Hunters @IS1S_Hunters 25
Dec 2017

Figure : Site Opearator Result
f. Filetype

This Google operator helps a person narrow down search results to specific types of files such as
PHP, PDF, or TXT file types.

GO g Ie filEgpe:pdf cyber forensics | s a

Al Mews Books Images Videos More Settings ools

About 1, 70,000 results (0.38 seconds)
[FDF] Computer Forensics - US-Cert

hitps:fhwww us-cert. gaovisites/default/Niles/publicationsfforensics. pdf ~

Owverview. This paper will discuss the need for computer forensics to be practiced
in an effective and legal way, outline basic technical issues, and point to references
for further reading. It promotes the idea that the competent practice of computer
forensics and awareness of applicable laws is essential for today's networked .

Figure : filetype operator

When we use “filetype:pdf cyber forensics” keyword, Google displays all the pdf files which
contains the word “cyber forensics” available on the internet.

=
9

filetype pdf site svpnpa gowv in "cyber forensics”™

-

Al Books Wideos More Settings ools

About 12 results (

[FDF] Untitled - Sardar Wallabhbhai Patel National Police Academy
WWW.OSVPNpa. gov.indmages/npalpdrsivacancies/ScientistEDeputation. pdf «

of Cyber Forensics / Metwork Security or such relevant certifications with
experience. Ph [ in the relevant field (ii). & Nature of duties_ (i) Owverall incharge of
the Computer Section of the Academy and "'supearvise the work of Assistant
Director{Computer) and System. Administrator. (ii) Plan all the IT infrastructure
related .

Figure : filetype operator result
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In the above picture, we are combining "site” operator and "filetype" operator together, this
keyword is used to search all pdf documents in svpnpa.gov.in website which are having cyber
forensics keyword in it.

There are various other Google operators which we can use to narrow down our searches and get
the desired results as fast as possible.

Below is some additional Google operator which we can make use of.

e allinurl — similar to the previous operator, but only returns matches for URLs that
meet all the matching criteria.

e ext— very similar to filetype, but this looks for files based on their file extension.

¢ allintext — similar to the previous operator, but requires a page to match all of the given
keywords.

e Site — limits the scope of a query to a single website.

e Cache - cache dork will show the cached version of the site or page of the specified site.

e Link - It will restricts results to sites containing links to the specified location.

e Inanchor - It will restrict results to sites containing links with the specified phrase in their
descriptions. Unanchored dork will show all the sites which contains links with specified
word or phrase.

Most of the operators can be used in combination, the most notable exceptions being the allintitle,
allinurl, allinanchor, and Allintext operators. Advanced Google searchers tend to steer away from
these operators, opting to use the intitle, inurl, and link operators to find strings within the title,
URL, or links to pages, respectively. Allintext, used to locate all the supplied search terms within
the text of a document, is one of the least used and most redundant of the advanced operators.
Filetype and site are very powerful operators that search specific sites or specific file types.

2.4 Google advanced search
Google also provide advanced search option, where we can narrow down search results. To
use google advanced search. follow the steps

Step 1: Go to google.com

Google

sardar vallabhai patel

(=

Google Search I'm Feeling Lucky

Google offered in el =1 seord AU HUAD Awidl 273 amwigo v

Figure : Google Advance Search

Step 2: Type a string which you want to search

Step 3: Click on settings button
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sardar vallabhai patel L Q

All Images News Books Maps More Settings I Tools

About 69,900 results (0.61 seconds) Search setfings

Languages
Vallabhbhai Patel - Wikipedia
hitps:#/en.wikipedia.orgfwikifvallabhbhai_Patel
Vallabhbhai Jhaverbhai Patel (31 October 1875 — 15 December 18} \Advanced search l
known as Sardar Patel, was the 1st Deputy Prime Minister of India.  History
Indian barrister and statesman, a senior leader of the Indian Nationa
a founding father of the Republic of India who played a leading role i
Cause of death: Heart attack Awards: Bharat Ratna (1991) (posthumously)
Father: Jhaverbhai Patel Political party: Indian Natichal Congress
Political integration of India - Nadiad - VP Menon

Turn on SafeSearch

Search help

Sardar Vallabhbhai Patel Biography - Childhood, Facts, History. Life ...
https:/imww.culturalindia net/leaders/sardar-vallabhbhai-patel htm! ~

Sardar Vallabhbhai Patel, popularly known as 'the Iron Man of India’, was a great
freedom activist and leader of the Indian National Congress. Let's have a look at his

SRR

Figure : Google Advance Search Result

2.5 Carrot search
Carrot Search is an Open Source Search Results Clustering Engine. It can automatically organize
small collections of documents (search results but not only) into thematic categories.

eTools Web Search | 12 pubted | T Jobs
ot [

sut 86 for narendra modi
pedia . &
Eaty ife and education. Narendra Modi was born on 17 September 1950 to a famly of grocers i Vadnagar, Mehsan distict, Bomi

Narendra Modi - Offisal S
From Inclsion to Empowsrment: Indi on the Rise. Yshen the NDA Gowermment led by Narendra Modi came in pawsr in May 2014,

About on Marendra Modi . &
in a oor famly in Mehsana, he sold tea n trains s boy. He joned the A

Narendra Modi -
Narendra Mod

e | Facehook %= &
8,519 lkes 521,128 taking about Hs. Prime Mister of India.

Figure : Search results in carrot search engine

It can automatically cluster small collections of documents, e.g. search results or
document abstracts, into thematic categories.

@ sesrch resuts clustering -..

€« D search.carrot2.0rg

ﬁ @ Web [ WHSH | ¥ Yahoo | W Wiki | (& Imeges
scarch remits dsterng

Visualzation

0;%‘?;%"”,///‘ 'f‘" "“'n ‘

Vieh Search Results: Jamas Search: #ar
Search 11, Search Amecom Seas
Search Results for: Jamezn Sea

search =mod eimageurisoaceraf 25
parseek. parseck Search Resul

(e
tak,,:"@ Open Source
Ssren Carrot2

BLOG Search
wshRe Results
@ .+ Clustering
b o
57
§

Search

th Spegel when aseed

warma Clustering Engre Viorks. Dacument
clustering refers t the grousing of & document -

©600000000000000

soe

Figure: Clustered results in Carrot search engine
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3. OSINT on Social Media

3.1 Introduction

Social media is the collective of online communications channels dedicated to community-based
input, interaction, content-sharing, and collaboration. Websites and applications dedicated
to forums, microblogging, social networking, social bookmarking, social circulation, and wikis
are among the different types of social media.

Social media changes constantly — Twitter, now one of the most popular social media platforms,
didn’t even exist ten years ago. And the dynamics of social media use can be complicated.
Different social media platforms are more popular among different demographic or geographic
groups. Agencies should not simply think of social media as a venue to obtain evidence of a crime,
but also as a tool for gathering intelligence. The intelligence can be useful for a variety of law
enforcement functions, including counterterrorism, gang enforcement, policing protests, and
monitoring drug trends.

The number of social media sites is astounding and ever-increasing. Some of the more popular
applications include Facebook, Instagram, Kik, Snapchat, Tagged, Twitter, Myspace, Vine,
LinkedIn, Flickr, Vimeo, Google+, Tumblr, Skype, Stickam, YouTube, Sina Weibo, Craigslist,
Bebo, Sony PlayStation Network, Xbox Live!, iMessage, mIRC, Viber, Wickr, Vibe, WhatsApp,
TigerText, Yahoo Messenger, AIM, Omegle, WeChat, and ooVoo. Investigators will need to
determine a user’s username and password for most of these services to obtain more information
on a specific user.

Several resources can help agencies data mine and analyse information from social media
websites. One useful site is Media Sonar, which is an application that provides location-based
social media investigations’ platform for law enforcement. Another is Sociospyder, which is
software available exclusively to law enforcement and intelligence agencies that “mines open-
source intelligence (OSINT) from Facebook, Twitter, LinkedIn, YouTube, and Google+.”

e Facebook is a popular free social networking website that allows registered users to create
profiles, upload photos, and videos, send messages, and keep in touch with friends, family,
and colleagues. According to statistics from the Nielsen Group, Internet users within the
United States spend more time on Facebook than any other website.

e Twitter is a free microblogging service that allows registered members to broadcast short
posts called tweets. Twitter members can broadcast tweets and follow other users' tweets
by using multiple platforms and devices.

e Google+ (pronounced Google plus) is Google's social networking project, designed to
replicate the way people interact offline more closely than is the case in other social
networking services. The project’s slogan is “Real-life sharing rethought for the web.”

e LinkedlIn is a social networking site designed specifically for the business community.
The goal of the site is to allow registered members to establish and document networks of
people they know and trust professionally.

e Pinterest is a social curation website for sharing and categorizing images found online.
Pinterest requires brief descriptions but the main focus of the site is visual. Clicking on an
image will take you to the original source, so, for example, if you click on a picture of a
pair of shoes, you might be taken to a site where you can purchase them. An image of
blueberry pancakes might take you to the recipe; a picture of a whimsical birdhouse might
take you to the instructions.
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e Instagram is a free online program and social network that enables users to take, edit and
share photos with other users via Instagram's own platform, email, and social media sites
including Twitter, Facebook, Tumblr, Foursquare, and Flickr.

e YouTube is a free video-hosting website that allows members to store and serve video
content. YouTube members and website visitors can share YouTube videos on a variety
of web platforms by using a link or by embedding HTML code.

e WhatsApp Messenger is a cross-platform instant messaging application iPhone,
BlackBerry, Android, Windows Phone, and Nokia smartphone users to exchange text,
image, video, and audio messages for free.

3.2 Sentiment Analysis using Open Source Tools
Sentiment Analysis is the process of ‘computationally’ determining whether a piece of writing is

positive, negative or neutral. It’s also known as opinion mining, deriving the opinion or attitude
of a speaker.

Why sentiment analysis?

e Business: In marketing field companies use it to develop their strategies, to understand
customers’ feelings towards products or brand, how people respond to their campaigns or
product launches and why consumers don’t buy some products.

e Politics: In political field, it is used to keep track of political view, to detect consistency
and inconsistency between statements and actions at the government level. It can be used
to predict election results as well!

e Public Actions: Sentiment analysis also is used to monitor and analyse social phenomena,
for the spotting of potentially dangerous situations and determining the general mood of
the blogosphere.

a) Sentiment Analysis with Talkwalker

Talkwalker’s Free social search monitors every conversation about your brand, hashtags and
competition on social media.

After we login to the Talkwalker portal, we would search for the word “Taylor swift”, we would
see as follows

taylor swift ‘ ‘ All countries -

How much conversation is there online?

MENTIONS SENTIMENT ENGAGEMENT REACH
399.7K 2% 2.6M 49T

. Negative . .
tatkwalke?i‘

Figure : Talkwalker
As we can see, the sentiment about “Taylor swift” is 23% positive and 12% negative
In Talkwalker, we can also see who is talking about “Taylor swift” in various countries and also
analyze based on the gender.
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Who is talking?

[f\CP COUNTRIES GENDER

61.7%
38.3% M

® United States

® Brazil

® India

® Philippines
United Kingdom
Spain

® France

® Canada

tatkwalke?i Australia
@ Other

@ Female ® Male

Figure : Talkwalker
If we scroll down to the bottom of the page, we’d be able to see each post and the sentiment

associated with it denoted by a green (positive), yellow (neutral) or red(negative) flag.

TOP RESULTS @ 25 50 100 250 { tomai~ } 8 one~

o Taylor Swift- Call It What You Want (Lyric Videc) o .

r TaylorSwiftVEVQ  shared a video « 629.5K & 9.3M |2 A
- Pre-order Taylor Swift's new album, reputation, including “Call It What You Want," here: 571.5K YouTube Li 147K YouT:
- - 3. SK YouTube es YouTube slikes
i / {iveva.lyf i
- http://smarturl.it/reputationTS http://vevo.ly/CIzNTZ Best of Taylor Swift 9.3M YouTube Views, 43.3K Comments
7 at 05:.00 i States | youtube.com
B
1

1 Portafclic de marcas: ;qué hay detrds de CoverGirl? .

Oswaldo Olivas  created a post o 157.2K & M |~ or10

| Alolargo de los afios, CoverGirl ha trabajado con celebridades como embajadoras, comeo
Tyra Banks, Faith Hill, Rihanna, _Tay\or Swift, entre muchas otras. Durante 2016, P&G comenzo

una.. @
7 co | merca20.com
AT aylor Swift- Call It What You Want (Lyric Video!
L] Taylor Swift- Call It What You Want (Lyric Vid .
£ ' -‘ Taylor Swift shared a video |~ 210
lyric video is out now! Watch it here: youtube.com Pre-order Taylor Swift's new album, o
tatkwalkefi #ge  reputation, including “Call It What You Want,” here: http://smarturl.it/reputation TS « Follo

| http://vevo.ly/CIzNTZ.

States | facebook.com

Figure : Talkwalker
As we can see that the first and third posts and neutral and the second is positive.

b) Hashtag Analysis using manual queries and Automated Queries on Social Media

» Twitter Advanced Search (twitter.com/search-advanced)
This page will allow for the search of specific people, keywords, and locations. The problem here
is that the search of a topic is often limited to the previous seven to ten days. Individual profiles
should display Tweets as far back as you are willing to scroll through. This can be a good place to
search for recent data, but complete archives of a topic will not be displayed. The following
explains each section.

e All of these words: The order of wording is ignored here, and only the inclusion of each
of the words entered is enforced.

©CYBER X, SVPNPA HYDERABAD 169



Cyber Crime Investigation Manual Volume- IlI

e This exact phrase: Every Twitter search takes advantage of quotes to identify exact word
placement. Optionally, you can conduct the search here to get precise results without
quotes.

e Any of these words: You can provide multiple unique terms here, and Twitter will supply
results that include any of them. This search alone is usually too generic.

e None of these words: This box will filter out any posts that include the chosen word or
words.

e These Hashtags: This option will locate specific posts that mention a topic as defined by
a Twitter hashtag. This is a single word preceded by a pound sign (#) that identifies a topic
of interest, this allows users to follow certain topics without knowing user names of the
user submitting the messages.

e From these accounts: This section allows you to search for Tweets from a specific user.
This can also be accomplished by typing the user name into the address bar after the Twitter
domain, such as twitter.com/ndcrtc. This will display the user’s profile including recent
Tweets.

e To these accounts: This field allows you to enter a specific Twitter user name. The results
will only include Tweets that were sent to the attention of the user. This can help identify
associates of the target and information intended for the target to read.

e Mentioning these accounts: While these messages might not be in response to a specific
user, the target was mentioned. This is usually in the form of using  Anyone mentioning
me within a Tweet may start it with @SVPNPA.

e Near this place: This field allows for the input of a zip code or city name. The default 15
miles setting would produce Tweets posted from within 15 miles of the perimeter of the
zip code supplied. In a moment, | will explain a more effective search technique for
location.

e From this date: The final option allows you to limit a search to a specific date range. We
will do this manually in just a moment.

To perform advanced search on twitter, go to https://twitter.com/search-advanced.

We would get a page which looks as shown below.
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Advanced search

Words

All of these words
This exact phrase
Any of these words
Mone of these waords
These hashtags

Written in All languages E|

Figure : Twitter Advance Search 1

e We can search for hashtags, people on the twitter, tweets based on the location and

tweets in between specific dates.

e If'we want to search for the word “Metro” in all the tweets, then we can enter the word

in the “All of these words” search box and click search.
e This would display all the tweets containing the word “Metro” in it.

New to Twitter?
TONAHIoW to/gat yolircwn Genius @ @Genius - 21h -~

i e €2) ==y rzintso metro &

Worldwide trends

Chelsea

Retired from rap

O 126 T3 339k

1D Metro Manila @1DMsetro - 59m ~
We're giving away one (1) Upper Box ticket to @NizliOfficial’'s concert in Manila

this June 10th! W9 Here are the mechanics

Figure : Twitter Advance Search 2

e Suppose we want to for tweets containing a specific hashtag. Then we can enter the

word in the “These hashtags™ search box and click search.
e This would display all the tweets containing the hashtag “#isis” in it.
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Latest Photos Videos MNews Broadcasts

Top People

e aw L desm e www

Show this thread

New to Twitter?

Sign up NoWw to get your own Partisangirl === @ @ Pzartisangirl - 12h
personalized timeline! Breaking: #1515 taking adwantage of #Trump #Syria strikes attacking #Dams

m e i
The Syrizn Army is now repelling an sttack of ISIS around sl-Yarmuk cam

south of Damascus

. Show this thread
Worldwide trends
fhEI—SBa Q) 57 11 sa0 D s
#WinnieMandelaFuneral Partisangirl == @ @ Partizangirl - Apr 10
L0 Twvaats The man wha lied to the world, invaded #Irag killed 1 million Irzgis and g
#PGT4thlLiveSemis the world #1515, Guess what? He now wants you to attsck F5yriz. FTonyBlai
178K Tw
#MIvDD The Independent @ @ Independent
231K Twaats

Tony Blair says UK should lzunch military action in Syriz because ‘non-

Figure : Twitter Advance Search 3
e If we want to search for the hashtag “Metro” in all the tweets that were made from

Hyderabad, then we can enter the word in the “All of these words” search box and enter
“Hyderabad” in the places section and click search.

e This would display all the tweets containing the word “Metro” in all the tweets that were
made from Hyderabad.

#metro near:"hyderabad" within:15mi

Top Latest People Photos Videos News Broadcasts

Search filters - -- Arvind Kumar @zrvindkumar_zs - Sh
E State Government of ganz pays revered tributes to #EBhzrztRztnz Baba

""" Szheb Dr Bhimrao #Ambedkzr on his 127th Birth Anniversary. Dedicating
#Metro station as Dr BR Ambedkar Balanagar Station by @mad_hmrl today.

pictwitter.com/SoGRRe2xxa
Anywhere

From anyone

Q 4 R V] QO

All languages
_ Eenadu @eenadulivenews - Apr 10
Advanced search TR 35 pdaato Fod!
goo.gl/fehlsA
#Metro

Related searches

tektu

t

#otkar
polho =
sasa tesvik

#ateks

Figure : Twitter Advance Search 4
e [f we want to search for the hashtag “Metro” in all the tweets that were made within a
specific time period, then we can enter the word in the “All of these words” search box and
select the duration within which the tweets are required in the “From this date” section and
click search.

e The output would be the tweets within the specified duration as shown below
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#metro since:2018-03-30 until:2018-04-10

Top Latest People Photos Videos News Broadcasts
1
Anywhere El v ‘ R&\n_—m——
All languages El \ .‘ ' Follow '
Metro @ Official MMDA &
Advanced search @MetroUK @MMDA
All the latest news from Metro.co.uk, Official Twitter Account of the Metro
Follow us on Instagram: instagram.com Manila Development Autharity | Hotline
Related searches ‘metra.co.uks 136 | digitalmmda@gmail.com | VIBER
tektu 09399227161,
#otkar
palho Simon Ignatovky @signatovsky - Apr® wl
sasa tesvik . =Metro =wmata In a survey of outbound trains at Foggy Bottom during Thurs,
Zateks - afternoon rush (4/5), 7k series trains took an average of 3.39 seconds more to
apen their doors in comparison to 2k/3k/5k/Gk series, On average Tk series
took 969 sec to open doors compared to 6.3 sec.
New to Twitter? Q 2 1 Qs
Sign up now to get your own Shaow this thread
- i i

Figure : Twitter Advance Search 5

3.3 Location based Social Media Content Analysis
If you are investigating an incident that occurred at a specific location and you have no known

people involved, Twitter will allow you to search by GPS location alone. The Twitter Advanced
Search allowed us to search by zip code, but that can be too broad. The following specific search
on any Twitter page will display Tweets known to have been posted from within one kilometer of
the GPS coordinates of 43.430242, -89.736459.

geocode:43.430242, -89.736459, 1km

There are no spaces in this search. This will be a list without any map view. They will be in order
chronologically with the most recent at top. The “l1km” indicates a search radius of one kilometer.

This can be changed to 5,10, or 25 reliably. Any other numbers tend to provide inaccurate results.
You can also change “km” to “mi” to switch to miles instead of kilometers. If you want to view
this search from the address bar of the browser, the following page would load the same results.

https://twitter.com/search?q=geocode:43.430242,-89.736459,1km

You can add search parameters to either of these searches if the results are overwhelming. The
following search would only display Tweets posted at the listed GPS coordinates that also mention
the term “fight”. Notice that the only space in the above search is between “km” and “fight”.

geocode:43.430242,-89.736459,1km “fight”

It would be inappropriate to finish this section without a discussion about the lack of geo-enabled
Tweets. Several years prior, this search would have been highly productive, as an alarming number
of Twitter users were unknowingly sharing their locations with every post. Today, it is the
opposite. The default option for Twitter is NOT to share location. A user must enable this option
in order to appear within these search results. In my experience, catching a criminal from a
location-enabled Tweet is extremely rare. However, we should be aware of the possibility.
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3.4 OSINT using multiple websites and Web Applications
a) First Follower (socialrank.com/firstfollower)

It may be beneficial to know the first follower of your target on Twitter. This will likely be the
person that introduced the target to Twitter and can often identify a former associate. If you want
only this one piece of information, First Follower will usually give you the result. However, we
have found that you must often click the search option several times before the result is displayed.

b) One Million Tweet Map (onemilliontweetmap.com)

This service only displays the most recent one million Tweets on an international map. They do
not have access to every Tweet available, often referred to as the “firchose”, but they offer new
Tweets every second. We would never rely on this map for complete data about a location.
However, monitoring a large event can provide live intelligence in an easily viewed format. We
recommend using a mouse scroll wheel to zoom into your location of interest. Once you are at a
level that you can see single Tweets, you can click any of them to see the content. The page will
automatically refresh as new information is posted.

c) Followerwonk (followerwonk.com)

The second website that we use for group Twitter analysis is Followerwonk. This service offers
more options than Twiangulate and will let you compare up to three users. The second tab at the
top of the page, titled “Compare Users”, will allow you a more thorough search. We can see that
the first and second subject do not have any people in common that they follow on Twitter. This
can indicate that they may not know each other in real life, or that they simply have different tastes
in the people that they find interesting. However, the first and third subjects have 79 people in
common that they follow on Twitter. This is a strong indication that they know each other in real
life and have friends in common. Clicking on the link next to this result will display the identities
of these people

This default search on Followerwonk is a good start. A more valuable search is to analyze the
people that follow these users. The previous example identified people that our targets followed.
This will often include celebrities, businesses, and profiles that probably have no impact on your
investigation. However, the people that follow your targets are more likely to be real people that
may have involvement in your investigation

3.5 Keyword monitoring on Social media Platforms
There are approximately 500 million tweets a day. That's a lot of information to get through, but

TweetDeck makes it a lot easier to monitor trends, follow hashtags, and perform live searches.
This is a useful tool for security professionals, as it allows us to monitor for events in real time,
such as cyber-attacks, vulnerabilities being released, or even tracking malicious actor’s activity.

a) Twilert
Twilert is a tool that, like Warble, emails you tweets based on search terms. We’ll get real-time
emails with tweets about your brand, competitors, hashtags, or any search term you provide.

Some of the features offered by Twilert are:
e Twilert tells you when someone is talking about your brand on Twitter.
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e You decide what to search for
e Twilert listens for your chosen search terms

Twilert is easy to use tool, we just need to Sign up, set up our alerts and we are good to go. There
are 3 different plans, but for all small agencies and business, the pro plan is the best, costing $19
per month. This is our Twilert account page. You can see that we have a couple of alerts set to
show up at 3pm every day.

# twilert

dally at 15:00

ed 45

History

PCOD o pa er o

P

Figure : Twilert
Setting up a new alert is easy. Simply click the top right-hand yellow button and we will be taken

to this page
Assuming we want to be informed every time the word ‘cars’ comes up on twitter

There are 4 different categories that search terms can be refined with. Filter by

Word — exact phrase, something or other, exclude, hashtag

User — from: user, to: user, mentioning @user

Location — area on map, in: language

Misc — ©) positive, (2) negative, ? question, retweets, links, verified.

For my example, | have chosen to be alerted when there are POSITIVE new tweets related
to CARS, in ENGLISH
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Create new Twilert

Your Twilert

Filter by word(s) Fiter by user Filter by location Misc

503 Next

Figure : Twilert Result
As we can see, the initial number of tweets related to cars was a staggering 216000. However,
putting multiple filters brought down that number to 503 tweets only.
The next page will ask us to name the alert and set if you want to be alerted hourly, daily, weekly
or in real time and if we would prefer your alerts in html or plain text format.
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4. OSINT on Mobile numbers

Most of the times, we receive complaints from the victim saying that they have received a call
or message from an unknown number trying to harass or threaten them. It becomes important for
an investigating officer to get the details about the mobile number as soon as possible. Below are
some effective ways by which we can gather more information using the mobile number.

4.1 Verifying mobile service provider

As a law enforcement agency, we need to know the service provider of a given mobile number

which can be used to get the CDR of the suspect and other subscriber details. For that reason,

we will see how we can get the service provider details from the mobile number.
% In order to identify the service provider, first we will go to the website called as
freecarrierlookup.com.

FreeCarrierLookup.com £ HOM|

ENTER PHONE NUMBER BELOW

21 8125469878

country code Phone number (S or International)
"1"forUs/

Canadz % 2+ 7 =47 Answer Search
noT A BOT
Phone Number: 918125469878
Carrier: Bharti Airtel Ltd
Is Wireless: v

Figure : freecarrierlookup
% Now we will enter the unknown mobile number of the person. And once we enter the

number, it will suggest the mobile service provider. In the example shown in the above
screenshot, the number belongs to Airtel.

¢+ After that, in order to verify the service provider, we need to go to the recharge website of
the suggested service provider and enter the mobile number to confirm validity of the
information from Free carrier lookup. In the above example, we would cross check the
details from the Freecharge with Airtel mobile recharge website as suggested and try to
recharge this mobile number. Enter the mobile number and add some random amount and
click proceed to confirm. As we click, we will get a confirmation saying that this number
belongs to Airtel. By this way we can confirm that this mobile number is an Airtel number
now.

% In case of non-Airtel mobile number, if you try to recharge on its recharge website. It gives
an error saying “subscriber number does not exist”.
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@ & nhttps://www.airtelin/prepaid-recharge o O
2 airtel
Prepaid Recharge 06558838543
Enjoy Unlimited Calling & 1.4 GB/day B asemntaravalis Aiiiranad
at Rs. 448 for 82 days.

Figure : freecarrierlookup result
%+ Above mentioned procedure can be applied on various service providers such as BSNL,

Reliance and Idea etc.

4.2 Reverse number lookup

» Truecaller
Another technique to get the details of the service provider of a number is by using a website called
truecaller.com.
Truecaller is a mobile application, which is a worldwide number lookup service. Which means, by
this app you can find the name of the user of any Mobile number as saved in the contacts of the
person who has installed this app without making a call to that number.

truecaller GETTHE

PK+92 ~ 3332200671

Er=
(=]

Winnerz Official

Figure : Truecaller search

Truecaller has collection of all the contacts (mobile phonebook) of its users (People who
use this app) from all around the world and the public phone directories.

When a person downloads and starts using Truecaller, this app uploads all the
contacts of that person to its database. So, when you search a number on Truecaller, it
shows the name used by someone for saving the number in his/her phonebook.

In the process of investigation, when the officer comes across an unknown number,
this service can be utilized to find out the name of the user. It has to be understood that the
data on this app need not be correct always. Many times, we get the names of the persons
as their nick names that are used to save the contact.

Here first we need to sign in with the Google account. And then once we enter the
mobile number in the search box, it will give the name and service providers of the owner
of the mobile number.

» Facebook password reset
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Facebook provides option for resetting the password using the E-mail/Phone
number/username/ full name. If we know the phone number, we can go to the password
reset page of Facebook and enter the phone number in the given field. If any Facebook
account is linked with this number, that account would be shown. This way we will get the
full name and photos of owner of that number.

facebook

= Connect with friends faster, Sign Up
% whearaver you area. It's free and abvavs vl be.

Figure : Facebook forgot password

e Go to “Facebook.com” and click the “Forgot your account”.

e Enter the mobile number of the person and then select search.

Find Your Account

mail, Phone, Usemame or Full Name

= M

Figure : Facebook reset password
e Once we click the search button, Facebook will display the Facebook profile belonging to

that mobile number.

Reset Your Password

How would you like to reset your password?

#® Use my Yahoo! account
Log in to Yahoo! (if you aren't already) to quickly reset your
password.

3 Email me a link to reset my password

I 2100 .com

[_'_] Get a code from my smartphone

No longer have access to these? m | cancel

Figure : Facebook Password Reset

ok User

Face

Not You?

» Pipl.com
Pipl.com is an online search engine, which can be used to find the information about an
individual by using the email address, social media username or phone number.

e Go to the website “pipl.com” and enter the mobile number and click search.
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pipl

Figure : Pipl search
e The output when we search for mobile number on pipl.com is shown below.

pipl — =

Search By

4 Proiiie 2
| .

+ MORE OPTIONS

Male
From Hyderabad, India

- CAREER FRESHER at Looking for a job!

=/ EDUCATION: B.Tech, Computer Science Engineering from Sii#® Engineering and
Technology (NTUH) (2011-2015)

© LocaTiON Hyderabad, India

Figure : Pipl search result

5. Gathering information from mobile apps
a) Eyecon - is a program which automatically adds photos to your contacts and arranges your
favorite messengers for fast and simple access. Bright intuitive list of contacts will allow you
to gather icons of the most popular application in one page. With the help of this contact finder
you will see a photo and name of someone calling directly during the call.
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v +12-345-1234567

Figure : Eyecon

b) WhatsApp Contacts
One more way to find the identity on the owner of the unknown mobile number is to save the
suspect’s number to a smartphone in which WhatsApp is installed. If the number is having
WhatsApp account, then the user profile can be viewed. This method is possible only if the
user has set the privacy settings to public.

a O O O4GA & 545
WhatsApp Q2

CALLS CONTACTS

Ado MOBILE

Busy

Adrian MOBILE
Akku fast leer

Andrew MOBILE
Hey there! | am using WhatsApp.

Anna MOBILE

Figure : WhatsApp Contacts

¢) Additional Resources

Explaining how to enter a telephone number into every reverse phone search website is
unnecessary. Instead, | present the additional resources that | have found helpful in my
investigations. They are listed in order of most benefit to least.

e Advanced Background Checks (advancedbackgroundchecks.com/phone)
e Nuwber (nuwber.com/phone)
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Sync.me (sync.me)

Search Bug (searchbug.com/peoplefinder/phone-search.aspx)

OK Caller (okcaller.com) That’s Them (thatsthem.com) 411 (411.com)
Reverse Genie (reversegenie.com/reverse_phone)

Super Pages (wp.superpages.com)

e Yahoo (people.yahoo.com)

e Free Phone Tracer (freephonetracer.com)

e Fone Finder (fonefinder.net)

e Mobile Phone No (mobilephoneno.com) Skip Ease (skipease.com/reverse) lvyCall

(ivycall.com)
e Numpi (numpi.com)

6. Using Online maps for information gathering and recce

6.1 Overview of Online maps

The presence of online satellite images is not news anymore. Most of you have already
“Googled” your own address and viewed your home from the sky. This view can get
surprisingly detailed when using the zoom feature. Alleys, sheds, and extended driveways that
are hidden from the street are now visible thanks to this free service. Many tactical units will
examine this data before executing a search warrant at a residence.

Aerial maps are helpful for viewing the location of exiting doors, escape routes, stairs, and
various obstructions. The rapidly growing availability of the Street View option now gives us
more data.

6.2 Introduction to various online map services
» Google Maps (maps.google.com)

In 2014, Google made several changes to their online maps service. They introduced a new
feature with Street View that made the default view full screen. This eliminates the Google
search bar, side menu, browser menus, and any other items from blocking a larger view.
Additionally, Google streamlined the entire Maps experience to make everything easier to use.
Unfortunately, they also eliminated many of the features that were beneficial to researchers
and investigators. Fortunately, they have re-enabled some of these missing features. The
following basics of Google Maps are now default for all users.
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Figure : Google maps

Search Bar: The Google Maps search bar can now accept practically any type of input.
A full address, partial address, or GPS coordinates will immediately present you with a
mapped view. Company names and types of businesses, such as “cafe” will highlight
locations that may be of interest. This search field is the first stop. Attempt any search
relevant to your investigation and you may be surprised at how accurate Google is. We
can collapse this entire menu by clicking the left arrow next to the search field. This
will return you to a full screen view of the map.

Satellite/Earth View: The lower left area of any map will offer a satellite and earth
view. The satellite view is a direct view from the sky looking almost straight down.
The Earth view is similar, but offers the tilt option. While in the earth view, click on
the small icon to the right of the map that appears similar to four small squares. This
will shift the view 45 degrees and a second click will shift an additional 45 degrees. A
third click returns to the standard satellite view. The rotation icon above this button
allows you to rotate your view for the desired result. While satellite views of maps are
now well-known, we see continuous enhancements that are not advertised. A satellite
view of your target location is always vital to every investigation.

» Zoom Earth (zoomearth.com)
This multiple satellite imagery website presents views from NASA, Bing, and ArcGIS.
Occasionally, the ArcGIS data is more recent than Google or Bing. The smooth interface will
easily provide a comparison of the available images for any location. One advantage of Zoom
Earth is the ability to view satellite images in true full-screen mode. This allows creation of
full- screen captures without branding, menus, or borders. This could be more appropriate for
live demonstration instead of a standard Google or Bing window.
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Zoom Earth
2020 Jan 13 13 © 30

-

X Indonesia

v

O Map Labels
|
© satelite Images
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2°38'24"S
118°6'36"E

ms.nm IMA/NOAA/CIRA, Himawari-8, FIRMS

Figure : Zoom Earth

» Google Earth
Google maps is an online website. Google Earth is a standalone application that takes the Google
Map data to another level. With this application, we have access to many mapping tools. These
tools can import data from spreadsheets and help you visualize the content. In order to maintain
the scope of open source intelligence, we will focus on only a few specific tools. Within the
application, the first step is to display your location of interest. This can be accomplished by typing
the address or GPS coordinates in the upper left search field. When you see your target location
and have set the zoom to an appropriate level, you are ready to start adding layers. By default, you
will only see the satellite imagery of the location. The menu on the left possesses options for
adding new content to this view. The last box in this menu is titled “Layers”. Inside of this menu
are several data sets that can be enabled and disabled by the checkbox next to each. The following
details will explain the layers of interest

Photos - Digital images uploaded through social networking sites Panaramio and 360cities
Roads - Text layer of road names

3D Building - Alternative 3D view of some locations

Gallery - User submitted content including YouTube V|deos

GobgleEarth

At 2.14 km

Figure : Google Earth
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7. OSINT on Multimedia files

7.1 Introduction to metadata
When an original document is found online, it is obviously important to analyze the visible content

of the file. This includes the file name, written text, and an original location of the document.
Digging deeper will expose more information. There is data embedded inside the document that
cannot be seen by simply looking at the content of the file. This data is called metadata and can
be very valuable to any type of investigation. This data can often include the computer name the
document was created on, the user name of the computer or the network, the software version
used, and information about the network to which the computer is connected. The best way to
view all this information is to use a software solution which will be discussed later in the book. It
is also possible to view this “hidden” information online through a web browser.

Several online sites will allow you to upload documents for analysis. To do this, click the “browse”
button on the pages detailed below. This will enable a file explorer that will allow you to select
the document that you want analyzed. The result often identifies a created and modified date, the
original tide, three applications used to create the document, and a user name. A further search of
this user name through the previously discussed techniques could produce a wealth of information
about the author of the document. The following websites allow you to upload a locally stored
document or submit a URL of a file for analysis. Please use caution with this technique. If the
document is already posted online, there is very little risk of allowing a URL analysis. However,
a locally stored file that has never been on the internet may require a second thought If the content
IS sensitive, you may not want to upload to any service. If the file contains classified information,
you could be jeopardizing your clearance. In these situations. If this is not a concern the following
work well.

7.2 ldentifying metadata in VVarious multimedia files
Thanks to cameras on every data cellular phone, digital photograph uploads are extremely

common among social network users. These images can create a whole new element to the art of
open source intelligence analysis. Now, we will identify various photo sharing websites as well as
specific search techniques. Later, photo metadata will be explained that can uncover a new level
of information including the location where the picture was taken, the make, model and serial
number of the camera, original uncropped views of the photos, and even a collection of other
photos online taken with the same camera. After reading this information, you should question if
your online photos should stay online

7.3 Jeffrey's Exif Viewer
Jeffrey's Exif Viewer the online standard for displaying Exif data. The site will allow analysis of

any image found online or stored on a drive connected to your computer. The home page provides
two search options. The first allows you to copy and paste an address of an image online for
analysis. Clicking “browse” on the second option will open a file explorer window that will allow
you to select a file on your computer for analysis. The file types supported are also identified on
this page. The first section of the results will usually provide the make and model of the camera
used to capture the image. Many cameras will also identify the lens used, exposure settings, flash
usage, date and time of capture, and file size.
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Jeffrey's Image Metadata Viewer

Fost Web gt name- [ Choosa fia | Mo fiks chasen Vi ienaga From Fia [CLEAR IMAGE]
# Froaa File

Basic Image Information
Tiget fale: P_20131818_110605_FNSFipg
Crmesa: | ASUS_ZH0AD

B 2 &6 ~ . _ o
Lems 35 pm & F P B Mo FPG image displayed here at 13% width

Expasure: | Aute sxposure, Program AE. 1 sec
Flach none

Danz: Dietaber 19, 2015 11

111 mms, 30 & i inmage o of LTS

Location

Figure :Jeffrey's Exif Viewer
Scrolling down the analysis page will then identify many camera settings that probably provide

little information to the researcher. These include aperture information, exposure time, sharpness,
saturation, and other image details. Mixed in with this data is the serial number field. This is most
common in newer SLR cameras and will not be present in less expensive cameras. These cameras
usually identify the make, model, and serial number of the camera inside every photo that they
capture. A serial number of a camera associated with an image can be valuable data. This can help
an analyst associate other photos found with a target’s camera. If an “anonymous” image was
found online that included a serial number in the Exif data, and another image was found of a
target of the investigation, these two photos can be analyzed. If the serial number as well as make
and model of camera match, there is a good likelihood that the same camera took both images. It
is important to know that this data can be manipulated, though. Using software such as Exif Tool,
a user can modify this data. While this is not a popular tactic to use, it is still possible. The difficult
part of this is finding photos only knowing the serial number.

In order to find the exif data of an image, visit website http://exif.regex.info/exif.cqi

) httpy/fexifregexinfo/exif.cgi

Jeffrey's Image Metadata Viewer

URL: URL of image on the web e |
or.. I'm not a robot

File: | Browse... | Mo file selected.

View Image Data

This tool remains available so long as I can keep it free and the bandwidth doesn't cost me too much. A gift of thanks is always apprecig
(to: jfriedl@yahoo.com), or perhaps send me some good karma by doing something kind for a stranger.

If you have questions about this tool, please see the FAQ.

Figure : Jeffrey's Exif Viewer

7.4 Introduction to reverse image search

Advancements in computer processing power and image analysis software have
made reverse image searching possible on several sites. While a standard search online involves
entering text into a search engine for related results, a reverse image search provides an image to
a search engine for analysis. The results will vary depending on the site used. Some will identify
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identical images that appear on other websites. This can be used to identify other websites on
which the target used the same image. If you have a photo of a target on a social network, a reverse
analysis of that photo may provide other websites on which the target used the same image on.
These may be results that were not identified through a standard search engine.

Occasionally, a target may create a website as an alias, but use an actual photo of
himself. Unless you knew the alias name, you would never find the site. Searching for the site by
the image may be the only way to locate the profile of the alias. Some reverse image sites go
further and try to identify other photos of the target that are similar enough to be matched. Some
will even try to determine the sex and age of the subject in the photo based on the analysis of the
image. This type of analysis was once limited to expensive private solutions. Now, these services
are free to the public.

We can use the picture itself to search in the internet instead of keywords. Using this way,
we can find out websites where same images has been uploaded or being used. This method can
also be used to find out where this image has been uploaded first and where similar images are
located on internet.

» TinEye
Using TinEye, we can search by image or perform what we call a reverse image search. We can
do that by uploading an image, or searching by URL. We can also simply drag and drop your
images to start your search.
TinEye constantly crawls the web and adds images to its index. Today, the TinEye index is over
27.3 billion images. Using TinEye, we can identify the website which first uploaded a specific

viral image. And we can also list all the websites in which the image is available.
website www.tineye.com

@ T]_nEye Products - Accounts

Reverse Image Search

Search by image and find where that image appears online

How to use TinEye

Figure : Tineye
8. OSINT using Government websites
8.1 Information from National VVoters Service Portals

The National Voters Portal (http://www.nvsp.in/) is a place where you can search for the
people who are listed in voters list in India.
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< c O B =2 https:/fwww.nvsp.in/Home/ w5
e
/ o XTI WaETal WaT uee )
«\l NATIONAL VOTERS' SERVICES PORTAL English Home  AboutUs  Login
v

For Form Submission for Goa, Please Click on https://voters.eci.gov.in

Login/Register to Avail following

Facilities

@ Form 6-Register as a New E-EPIC
Elector/Voter Download

® Form BA-Register as Overseas
Elector/Voter

@ Form 6B-Information of Aadhaar
Number by Existing Electors

Know Your
® Form 7-Objection and self Deletion
Track
@ Form 8-Application for Download Eje - A
) o . 1 Application
Correction/Shifting/Duplicate EPIC Roll PDF 8 Status

and Marking of PwD

@ Download E-epic

Figure : National Voters Portal Home Page

We can search with the name/state/district/constituency name/fathers name etc. In
case we know the suspects name we can search on this portal. If the name is a common
name in |India, we will get thousands of results. We can filter it by
state/district/constituency name/fathers name etc.

8.2 Information from Ministry of Road Transport & Highways
Motor vehicle departments will have the details of all the vehicles and driving license

issued by them. At any point of investigation, if we get a vehicle number or license
number, we can search for the details of owner.

MO TORVERTGCIESIDERARTMENTARERATIAY
L
CENOS RETICS 0 RO RO RO |
Registration Details
[S— |
= Soterthe chamciress FNSS2X =
Eg: KL-01-22-7889 Lase 5 values.
Reg Number : KL-01-AH-4648 Office: SRTO, NEYYATTINKARA
—tE=
Ownerame With Effect From ‘Guardian Adcress, Dealerliame
rax [ CESS Details
R T S et
— S| oo | e pr—
o
= e =y =
— e
e
Category VehideClass Maker Name Maker Class =+ BHP Body  Cylinders
— T DEMET g e oo ame
e - ~orm e

Figure : Motor Vehicle Dept Kerala
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9. OSINT using Automated tools

9.1 Recon-ng

Recon-ng is a full-featured web reconnaissance framework written in Python. Complete with
independent modules, database interaction, built-in convenience functions, interactive help, and
command completion, Recon-ng provides a powerful environment in which OSINT research can
be conducted quickly and thoroughly. This utility provides automation to many of the redundant
tasks that OSINT examiners find themselves performing on a daily basis. If you would like to
install it within your own Linux environment, everything you need is at

https://bitbucket.org/LaNMaSteR53/recon-ng/wiki/Usage%20Guide.

Recon-ng does not possess many online tutorials. Instead of trying to summarize how the program
functions. Upon executing Recon-ng from the dock, a large portion of red text will appear followed
by a default Terminal prompt. The red text indicates that you have not applied any API keys. At
this prompt, let’s begin with the help command. Typing help reveals the following commands and
explanations.

Add Adds records to the database

Back Exits the current context

Delete Deletes records from the database
Exit Exits the framework

help Displays this memu

keys Manages framework API keys

load Loads specified module

pdb Starts a Python Debugger session
query Queries the database

record Records commands to a resource file

reload Reloads all modules
resource  Executes commands from a resource file

search Searches available modules

get Sets module options

shell Executes shell commands

shew Shews various framework items snapshots Manages workspace snapshots spool  Spools cutput to a file
unset Unsets module options

use Loads specified module

workspaces Manages workspaces

Figure : Recon-ng Commands
Typing show modules will reveal the current functions available. Think of a module as a

“resource”. Just like Twitter is a website resource that we can use through a web browser,
“twitter_mentions” is a specific resource that we can use in Recon-ng. The following modules
were available at the time of this writing. We will use some of these during the instruction.
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Figure : Recon-ng modules

Before we can conduct any research within this program, we must create a workspace. A
workspace is a container that will isolate your work from one investigation to another. Think of
a workspace as a case file. You may have a stack of cases on your desk, each with its own folder.
All of your work on a case stays within the folder associated. Workspaces are similar. You
should create a new workspace for each investigation. They can be deleted later or preserved for
additional work. You can type workspaces list at any time to see the currently used workspaces.
For now, we will create a new workspace titled OSINT by executing a command of workspaces
add OSINT.

After creation, you will automatically begin using the new workspace. If you have created more
than one workspace, such as one titled OSINTZ2, you can switch to it by typing workspaces select
OSINT2. You might have a workspace for every target suspect or a single workspace for an
entire case. Each situation will be unique. Now that you have a space created, we can begin.

The show command followed by a type of data will identify any stored content that will be used
during an investigation. Typing show domains should reveal no data returned since we have
not added any target domain names to our workspace. Therefore, let’s add a domain name for
our investigation by typingadd domains social-engineer.org. Repeating the show domains
command should now reveal the following.
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f========cccecccccc==c=c===================== +
| rowid | domain | module |
T e +
| 1 | social-engineer.org | user_defined |
L e L e LT +

We have now added this domain into our system, and any module associated with domains that
we execute will include this target. You could add every domain of interest and execute searches
across all at once. Typing add domains cnn.com will make for a great example for the next
option. Once you have your domains loaded, you may want to identify related web hosts. A
domain, such as cnn.com, may have several unique host addresses that may be beneficial. Since
| have already stored two domains in my system, typing use recon/domains-
hosts/bing_domain_web will load a module ready to search across both. However, this
command alone takes no action. After providing this command, you must type run and strike the
enter key. This command checks the Bing search engine for hosts connected to the domains
social-engineer.org and cnn.com. The result identified over 70 unique hosts, including the
following.

[*] [host] internationaldesk.blogs.cnn.com (<blank>)
[*] [host]  crossfire.blogs.cnn.com (<blank>)

[*] [host]  reliablesources.blogs.cnn.com (<blank>)
*] [host] lightyears.blogs.cnn.com (<blank>)

[*] [host] commercial.cnn.com (<blank>)

[*] [host]  collection.cnn.com (<blank>)

We can replicate this type of search on Google to make sure that we are not missing any hosts that
could be valuable by typing use recon/domains-hosts/google_site_web, striking the enter key,
typing run, and striking the enter key again. This notifies us 35 total (15 new) hosts found, which
indicates Bing found more hosts than Google, and Google found 15 hosts that we did not have in
our collection from Bing. Since Recon-ng can parse out duplicates, we should have a list of unique
hosts with a combined effort from both Google and Bing. Typing show hosts will display all of
them.

We still have two domains stored in our workspace, but we may want to scan for additional options
that we have not considered. There are many top-level domains (TLDs) aside from .com & .org.
Executing use recon/domains-domains/brute_suffix and then run will scour the various TLDs
such as .net, .tv, and others. After completion, typing show domains again will display our
updated set of target addresses ready for further searching. In this example, we were notified that
over 200 additional domains were located, mostly connected to cnn.com. These included
numerous foreign versions and options such as cnn.org and cnn.photos. These are all new leads
that should be analyzed later. We could now repeat our previous module execution of use
recon/domains-hosts/bing_domain_web and likely grow our list of hosts substantially.

This is a good time to pause and consider what is happening here. As we find data, Recon-ng
stores it and applies it to our searches. As those searches reveal more data, that content is added
to our workspace. Every time we conduct a new search, or repeat a previous search, all of the
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stored data is applied, even the new content found recently. This prevents us from documenting
everything that we locate because Recon-ng is keeping good notes for us. This can allow us to
collect an amount of data otherwise impossible to manage manually. Let’s move on to individual
contacts.

Typing show contacts will display any contacts stored within the current workspace. You likely
do not have any, so let’s add some. Typing use recon/domains-contacts/pgp_search will use the
recon module PGP search feature. It will scan all of the stored domains that we have located and
search for any email addresses associated with public PGP keys within those domains. Typing
run and striking enter executes the process, while submitting show contacts afterward displays
the results. The following is the partial output with 33 new email addresses identified. Each of
these addresses are now stored in your workspace, ready for the next round of research.

| rowid | first_name | middle_name | last_name | email

e e e =
| 1 | Christopher | | Hadnagy | logan@social-engineer.org
| 2 | barsuk | | | barsuk@cnn.com

| 3 | Tristan | | Helmich | tristan.helmich@cnn.com

| 4 | Paul | P | Murphy | paul.p.murphy@cnn.com

| s | Guy | | Incognito | Huzudra@cnn.com

| 6 | bob | | | hello@cnn.com

| 7 | Jose | | Pagliery | Jose.Pagliery@cnn.com

| 8 | D | Ian | Hopper | ian.hopper@cnn.com

| 9 | Scott | John | Anderson | scott.anderson@cnn.com

One of the most powerful email search options available is the Full Contact API. Hopefully, you
have already obtained a free trial APl key. If not, one can be requested at
dashboard.fullcontact.com/register. In my examples, we will replace my actual Full Contact API
key with XXX. We can load the Full Contact module by typing use recon/contacts-
profiles/fullcontact and then run. You should receive an error message since you have not added
any API keys to your copy of Recon-ng. At any time, you can type keys list and see any stored
keys. Typing keys add fullcontact_api XXX will add your key for future use. Executing run
again should now make the module function. Recon-ng is now searching all of the stored contacts
through the Full Contact database. This will identify associated social networks. After completion,
we were notified that 35 new profiles were added to my workspace and 8 new contacts were found.
Basically, Recon-ng extracted all information it could from Full Contact and populated our
database. The following is a small portion of the details available by typing show contacts.

Below is a portion of the social network profiles added to our database. We obtained this by typing
show profiles and striking enter.

username | resource | url
logan@social-engineer.org | Facebook https://www.facebook.com/chris.hadnagy
187828765414608142723 GooglePlus https://plus.google.com/10714608142723

I |

I I
chrishadnagy | Gravatar | https://gravatar.com/chrishadnagy
christopherhadnagy | LinkedIn | linkedin.com/in/christopherhadnagy
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Let’s reflect on how this can be beneficial. Assume that you are investigating a website. Recon-
ng has now identified people associated with the domain; email addresses connected to the people;
and social network profiles created by the email accounts. Magnify this by tens or hundreds of
subjects, and you have an easy way to replicate several hours of work. In another scenario, you
are investigating a list of potential email addresses connected to a case. Entering these into Recon-
ng allows you to execute your searches across all accounts. The effort to check one address is the
same to check thousands. Now that we have a few profiles in our database, let’s find more.

Typing use recon/profiles-profiles/profiler and striking enter loads the profiler option. Typing
run executes the process which attempts to identify additional online services that possess accounts
with the same user name as those in your database. After executing during this example, we typed
show profiles which revealed the following partial output. This action added several additional
profiles of our target Again, imagine how much time this could save if you had dozens of user
names obtained through Recon-ng or added manually.

logan@social-engineer.org VideoLike videolike.org/video/logan@social-engineer.org
chrishadnagy Klout klout.com/chrishadnagy
chrishadnagy VideoLike videolike.org/video/chrishadnagy

Now that we have several user names of targets in our workspace, we should consider searching
within Twitter for any content of interest. We could navigate to Twitter, assume our suspect is
chrishadnagy, and look for people mentioning him with to: chrishadnagy. Alternatively, we can
ask Recon-ng to conduct this task for every user name we have collected. Typing use
recon/profiles-profiles/twitter_mentions loads the module and typing run executes the process.
You should immediately receive an error since you do not have a valid Twitter API key configured
within Recon-ng. The process is identical to the Full Contact requirement, and the following
commands will get you started. You can obtain your own Twitter API key and “secret” at
apps.twitter.com.

keys add twitter_api xxx
keys add twitter_secret xxx

Repeating the run command executes the process, but nothing was found during this
demonstration. Since we know that his Twitter user name is humanhacker, we can type the
following to manually add that user name to our database. Note that you will be prompted for each
response.

add profiles

username (TEXT): humanhacker

resource (TEXT): twitter

url (TEXT): https://twitter.com/humanhacker
category (TEXT): social

notes (TEXT): manual

©CYBER X, SVPNPA HYDERABAD 193



Cyber Crime Investigation Manual Volume- IlI

We can replicate the same process for Flickr, but we must first add my Flickr API key, represented
by “XXX”. The following commands will add your Flickr API key, load the Flickr “pushpin”
module; execute the script; and display the pushpins created.

keys add flickr_api XX

use recon/locations-pushpins/flickr
run

show pushpins

The output of these commands included thousands of photos posted to Flickr that were geo- tagged
within the area of the target location. If you encounter errors stating that your API keys are invalid
after entering and running a script, simply exit Recon-ng and relaunch. This is a known bug. Now
that we have several pushpins created, let’s create the report. The following commands load the
reporting module; display the stored location coordinates; set our latitude for the report; set our
longitude for the report; define our radius as one kilometer; and execute the process.

use reporting/pushpin
show locations

set LATITUDE 41.9474536
set LONGITUDE -87.6561341
set RADIUS 1

run

Upon completion, your browser should launch two tabs. The first is a text listing of the Tweets
and images located, and the second is an interactive map of the area. Clicking on any pushpin
displays the associated details. Figures display the pages created during this demonstration. While
an entire book could be written about the possibilities with Recon-ng, let’s conduct one last
example to illustrate another way to use the program. If you have not already done so, type exit to
close the window, then relaunch Recon-ng. The following commands will display your current
workspaces; delete the previous example; and create a new space titled email.

workspaces list
workspaces delete location
workspaces add email

In this example, we want to manually add a contact, and you may want to add several targets.

Typing add contacts launches the contact dialogue. The following displays the prompts received
and the target details that we entered. Note that all fields are optional.
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first_name (TEXT): Bart
middle_name (TEXT):

last_name (TEXT): Lorang

email (TEXT): lorangb@gmail.com
title (TEXT):

region (TEXT):

country (TEXT):

The following commands display the contacts; load the Have we Been Pwned (HIBP) credential
breach module; and execute the script. The response received is identical to what you would see
on the HIBP website, and is displayed after the commands below. The power with this method is
that you could load hundreds or thousands of email addresses into Recon-ng and execute a search
on all of them simultaneously.

show contacts
use recon/contacts-credentials/hibp_breach
run

lorangb@gmail.com Seen in the Bitly breach that occurred on 2014-85-08.
lorangb@gmail.com Seen in the Dropbox breach that occurred on 2012-87-01.
lorangb@gmail.com Seen in the LinkedIn breach that occurred on 2012-85-85.
lorangb@gmail.com Seen in the MySpace breach that occurred on 2008-87-01.
lorangb@gmail.com Seen in the tumblr breach that occurred on 20613-82-28.

In the Bitly breach that occurred on 2014-05-08. In the Dropbox breach that occurred on 2012-07-
01. In the LinkedIn breach that occurred on 2012-05-05. In the MySpace breach that occurred on
2008-07-01. In the tumblr breach that occurred on 2013-02-28.

We can take this type of search to another level. Pastebin are often used to store user credentials
after they are stolen from online services during illegal breaches. Recon-ng possesses a Paste
module which will locate any pastes which contain the target email addresses, and also download
the entire paste document to a text file. The following commands load the module and then execute
it.

use recon/contacts-credentials/hibp_paste
run

In our example, there were no pastes that included the single email address that we have stored in
our contacts. We could add more addresses through the method explained earlier, but that may be
overkill for many scenarios. There is an easier way to define an email address as our target and
immediately execute a search. The following commands set the source of our search as the generic
email address ofbobl2@gmail.com, and re-execute the script. Setting this source tells Recon-ng
to ignore the contacts in our database, and only focus on this single address. This type of
specification of a single source works well across several modules of the application.

set source bobl2@gmail.com run
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The results display the paste files that include this email within them. The raw text files for each
identified paste is saved in the “recon-ng” folder within the Home folder on the Buscador desktop.
In one of these files, we can see the type of data exposed in these breaches. The following text
was copied from one of the raw text files obtained. The content was slightly modified to protect
the privacy of these users. The first column depicts the user number within the web service that
was compromised; the second column displays the user name; the third column displays an
encrypted representation of the users’ passwords; and the final column confirms the email address.

9.2 Cree.py (ilektrojohn.github.com/creepy)
In its early years, it was an extremely valuable tool that was launched during almost every Twitter

investigation. Today, its power has been crippled by Twitter’s strict enforcement of their API
limits. However, there is still value here for specific investigations. Creepy is an application
created to display a Twitter user’s location on a map, or Twitter users that have posted from a
specific location.

This is determined by the GPS data stored within a Twitter post This can identify places visited
by a target with the date and time that they were present. The program previously allowed
searching of any combination of Twitter user names, Instagram user names, Flickr user IDs, or
locations. However, it currently only works with Twitter data, as Instagram and Flickr have
blocked the application by changing their own API rules.

Before attempting a search, click on “Edit” in the menu and then ‘Plugins Configuration”. The
Twitter plugin will ask you to log into your account and will guide you through the API setup
process.

Look for the button tided “Run Configuration Wizard”. Create a new project and enter the user
name of your target Select the networks that you want to search and click “Search” to find the
accounts. Any accounts identified will be displayed below. Click “Add to Targets” to select the
accounts desired. Continue this process until you have added any accounts of your target Accept
the default options and click “Next” and “Finish” to start the query.

The application will identify posts that contain GPS information from the selected accounts. It
will then map out each post on an embedded Google map. The column on the right will display
all of the geo-located posts in chronological order. You can double-click any of them to see
additional information. The map will change so that the center marker is the location of the chosen
message.

The lower right window will display the message and a link to the original source. The latest
version will allow you to enter multiple targets from numerous accounts. Each project will
automatically be saved within the application and available to you with the next launch. You can
right-click any project to delete it. The program allows you to export a project to a standard CSV
file or a Google Maps KML file. The KML option allows you to open the analysis within Google
Maps.
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10.1 Wireless Recces
> WIGLE

10.

Miscellaneous

Volume- I

WIGLE (or Wireless Geographic Logging Engine) is a website for collecting information about
the different wireless hotspots around the world. Users can register on the website and upload
hotspot data like GPS coordinates, SSID, MAC address and the encryption type used on the
hotspots discovered. In addition, cell tower data is uploaded and displayed.
WIGLE is an open source network observation, positioning, and display client from the world's
largest queryable database of wireless networks. Can be used for site-survey, security analysis,
and competition with your friends. Collect networks for personal research or upload to
https://wigle.net. WiGLE has been collecting and mapping network data since 2001, and currently
has over 350m networks. WiGLE is *not* a list of networks you can use.

n+G

WiFi Discovered All Time

31

32

Features of WiGLE:
Uses GPS to estimate locations of observed networks
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e Observations logged to local database to track your networks found

e Upload and compete on the global WiGLE.net leaderboard

¢ Real-time map of networks found, with overlays from entire WiGLE dataset

e Free, open source, no ads (pull requests welcome at https://github.com/wiglenet/wigle-

wifi-wardriving )

e Export to CSV, KML files on SD card (to import into Google Maps/Earth)

e Bluetooth GPS support through mock locations

e Audio and Text-to-Speech alerting and "Mute" option to shut off all sound/speech

» InSSIDer
With inSSIDer you can inspect your Wi-Fi and surrounding networks, scan and filter hundreds of
nearby access points, troubleshot the competing access points and clogged Wi-Fi channels and
more.

b b= ] inSSIDer 2.1
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o Figure :7inSSI7Der
Features:
e Inspect your Wi-Fi and surrounding networks
e Scan and filter hundreds of nearby access points
e Troubleshoot competing access points and clogged Wi-Fi channels
e Sort results by MAC Address, SSID, Channel, RSSI, Time Last Seen

e Export Wi-Fi and GPS data to a KML file in Google Earth

10.2 Monitoring websites for keyword
» Google Alerts (google.com/alerts)
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When you have exhausted the search options on search engines looking for a target, you
will want to know if new content is posted. Checking Google results every week on the same
target to see if anything new is out there will get mundane. Utilizing Google Alerts will put Google
to work on locating new information. While logged into any Google service, such as Gmail, create
a new Google Alert and specify the search term, delivery options, and email address to which to
send the alert.

Google

How often Atmost once a day

Sources Automatic

Language English

Reglon Any Region

How many Only the best results
Deliver to mstorm(@webfx.com

Figure : Goole Alerts
In one of my alerts, Google will send an email daily as it finds new websites that mention “Open

Source Intelligence Techniques” anywhere in the site. Another one of my alerts is for my personal
website. | now receive an email when another site mentions or links to my website. Parents can
use this to be notified if their child is mentioned in a website or blog. Investigators that are
continuously seeking information about a target will find this beneficial.
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VoLuME - I
* Overview of Cybercrimes
* Information Gathering
* Crime Scene Management
* [P, Website and E-mail Investigation
* Communication Device Based
Investigation
* Investigation of Financial Frauds
* Social Media Investigation
* Windows & Network Forensics

VoLuME - 11
* Mobile Phone Investigation &
Forensics
e IPDR and VoIP Investigation
* Cyber Security & Framework

VOLUME -

VoLumME - III

* Disk Forensics

* Operating System Forensics (Windows,
Linux & Mac)

* Browser Forensics

* Servers and RAID configuration

* Investigation of Digital Payment Frauds

* Virtual currencies and Crypto
currencies

* Open-Source Intelligence

VoLuME - IV
* Malware and network forensics
* Dark web and cryptocurrency
* Advance Digital Forensics

\'A

* Trending Modus Operandi of Cybercrimes
» Acquaintance to Web Server and technology

* Investigation of E-Mails

* Cyber Law and Admissibility of Digital Evidence
* Digital crime Scene management

» Social media Monitoring and Sentiment Analysis
» Dark Web & Cryptocurrency Investigation

* New Technologies (Cloud, Metaverse, IoT)

Investigation & Challenges
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