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Foreword

Cybercrime is one of the biggest challenges we face today. In the past decade, as technology has
grown at anincredible pace, so has our dependence on the internet. While this has improved our
lives in countless ways, it has also created new opportunities for criminals. From disrupting
critical infrastructure to stealing financial assets and sensitive data, cybercrimes can cause
serious harm. What makes it even more alarming is how easy and rewarding these crimes can
be, often happening across borders without much cost.

Technology has brought great opportunities but also increased our vulnerability to cyber threats.
As cybercrimes grow more frequent and complex, the lack of trained professionals to handle
such cases effectively is a major challenge. The shortage of skilled officers leads to delays and
unresolved cases, highlighting the need for stronger efforts to build a capable workforce to
combat these threats efficiently and on time.

At the Sardar Vallabhbhai Patel National Police Academy (SVPNPA), we’ve been working hard to
bridge this gap. Through our CyberX unit (previously NDCRTC), we’ve trained over 15,000 officers
and staff since 2015. These officers are now better equipped to handle the complexities of
cybercrime investigations.

To further support our investigators, the CyberX unit has developed five comprehensive manuals.
These manuals are designed to be practical, user-friendly guides to help officers navigate the
often-complicated process of cybercrime investigations. They focus on bridging the knowledge
and skill gaps, offering clear and actionable insights.

I strongly encourage all investigators to use these manuals to their full advantage. They-cover the
latest tools and techniques, providing the confidence and clarity needed to take on even the most
challenging cases. Together, we can make significant progress in the fight against cybercrime
and ensure justice in this ever-changing digital world.

Amit Garg, IP
Director
Sardar Vallabhbhai Patel
National Police Academy
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Mobile Phone Investigation

Mobile phones also called as Cell phones take an exceptionally essential part in people's way
of life these days. Cell phone is currently a consistently on among young people. Although
mobile phones have only been around for last 20 years but still the cover a major aspect of
today’s lifestyle.

Since the use of mobile phone in one’s life is very vast so the crimes related to mobile devices

also got increased. In present scenario in almost every criminal activity is somehow relate with
mobile device. So, for an investigator mobile phone is a crucial evidence for any kind of
criminal activity. In this document we will discuss about the various mobile device
technologies and their investigation process in detail.

1. Introduction to Mobile Device & Technology

A cell phone is a remotely handheld gadget that permits clients to make and get calls and to
send instant messages, among different features. The most beginner age of cell phones could
just make and get calls. The present cell phones, be that as it may, are pressed with numerous
extra highlights, for example, internet browsers, games, cameras, video players and even
navigational frameworks.

1.1. Generations of Mobile Phones

With the time mobile phone devices have passed through various technological changes, which
are known as generations of mobile phones. The very first mobile phone generation is called
0G, which has become available after world war- 1I. It generally refers to pre-cellular
technology in which were actually two-way radios used by specific people like taxi drivers or
emergency services for the purpose of communication.t

After 0G phones, Motorola introduced first handheld mobile phone in 1973, which was known
as phone of first generation or 1G.

AMPS GSMEDGE WCDMA  HSPA : o
TACS CDMAOne CDMA2000 EV-DO f A

'
WiMax ]

’
1070 1990 1995 2000 2005 2010 zoé‘>

. "':',',f':,_ J

Figure 1: Mobile Technology Evolution (Mohammad Meraj ud in Mir, 2015)

! (Mohammad Meraj ud in Mir, 2015)
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Generation Speed Technology Time period Features
) AMPS NMT, _ During 1G Wireless phones are used for voice
1G 14.4 Ebps TACS 1970 - 1980 cnly.
2G capabilities are achieved by allowing multiple
. ) - users on a single channel via mmltiplexing. Duning
2G 9.6/ 144 Ebps | TDMA CDMA 1990 to 2000 3G Celhular phones are used for data also along
with vodce.
2.5G the mtemnet becomes popular and data
1712 becomes more relevant. 2.5G Multimedia services
2.5G 20.40 %T;z GPRS 2001-2004 | and streaming starts to show growth. Phones start
- supperting web browsing though limited and very
few phones have that.
3G has Multimedia services support along with
3.1 Mbps 500 CDMA 200 streaming are more popular. In 3G, Universal
3G ?ﬁﬂ ~ | (I=RTT, EVDO) 2004-2005 access and portability across different device
Kbps UMTS. EDGE types are made possible. (Telephones, PDA’s,
etc.)
14.4 Mbps _ 3.5G supports higher throughput and speeds to
3.3G 1-3 Mbps HSPA 20062010 support ligher data needs of the consumers
Speeds for 4G are further increased to keep up
100-300 Mbps. WiMax Now (Read ‘.‘i']:l‘h data access demd u.sed by various seq'ires.
AG 3-5 Mbps LTE on Tramsition High definition streaming is now supported in 4G.
100 Mbps (Wi- Wi-Fi to 4G) = | New phones with HD capabilities surface. It gets
Fi) pretty cool. In 4G, Portabality is increased further.
World-wide roaming is not a distant dream.
Currently there is no 5G technology deployed.
5G Probably Not Vet Seon (probably | When this becomes available it will provide very
- gigabits ) 2020) high speeds to the consumers. It would also
provide efficient use of available bandwidth
Tablel: Various Mobile Technology Generations (Mohammad Meraj ud in Mir, 2015)
1.2.  Working of Mobile Phone & Mobile Communication System

Basically, a cellphone works on radio communication technology. It consists of a radio
transmitter and a radio receiver the voice signals passed through transmitter are converted into
electrical signal and then passes in form of radio waves to the nearest cell tower. There is a
huge network of cell towers by which the above radio wave goes to the receiver’s phone, which
again convert those radio signals again into voice signals.

A cell phone ordinarily works on a cellular network, which is made out of cell destinations
dissipated all through urban communities, wide open spaces and even uneven districts. In the
event that a client happens to be situated in a territory where there is no sign from any phone
site having a place with the phone network supplier the individual in question is bought in to,
calls can't be set or gotten in that area.

©CYBER X, SVPNPA HYDERABAD 8
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The phone framework associates mobile radios (called mobile stations) through radio
channels to base stations. A portion of the radio channels (or parts of a computerized

radio channel)
are utilized
for control

Figure.2: Basic Mobile Phone Network System (Bowler, 2004)

purposes (arrangement and detachment of calls) and some are utilized to move voice
or client information signals. Each base station contains transmitters and beneficiaries
that convert the radio signals to electrical signals that can be sent to and from the
Mobile Switching Center (MSC). The MSC contains correspondence controllers that
adjust signals from base stations into a structure that can be associated (exchanged)
between other base stations or to lines that interface with the public phone network.
The switching framework is associated with databases that contain dynamic (clients
dynamic in its framework). The switching framework in the MSC is composed by
consider preparing programming that gets demands for administration and
procedures the means to arrangement and keep up associations through the MSC to
goal specialized gadgets, for example, to other mobile phones or to phones that are
associated with the public phone network.

©CYBER X, SVPNPA HYDERABAD 9
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1.2.1. Mobile Phone Working Procedure

To take into consideration the change from simple (analog) frameworks to advanced (digital)
frameworks, some cell advances take into account the utilization of double mode or multi-
mode cell phones. These handsets are equipped for working on a simple (analog) or
computerized (digital)radio channel, contingent upon whichever is accessible. Most double
mode telephones like to utilize computerized (digital) radio stations, in the occasion both are
accessible. This permits them to exploit the extra limit and new highlights, for example, short
messaging and digital voice quality, just as offering more noteworthy limit.

Cellular systems have several key differences that include the radio channel bandwidth,
access technology type (FDMA, TDMA, and CDMA), data signalling rates of their control
channel(s) and power levels.

Access technologies determine how mobile telephones obtain service and how they share each
radio channel.

The data signalling rates determine how fast messages can be sent on control channels. The RF
power level of mobile telephones and how the power level is controlled ordinarily determines
how far away the mobile telephone can operate from the base station (radio tower).

Notwithstanding the size and kind of radio channels, all cell and PCS frameworks permit for
full duplex activity. Full duplex activity is the capacity to have synchronous interchanges
between the guest and the called individual. This implies a versatile phone must be prepared to
do all the while transmitting and getting to the radio tower. The radio station from the cell
phone to the radio tower is known as the uplink and the radio transmission station from the
base station to the cell phone is known as the downlink. The uplink and downlink radio
channels are ordinarily isolated by 45 MHz to 80 MHz.

Most cellular systems use two types of radio channels, control channels and voice channels.
Control channels only carry control information such as paging (alert) and channel assignment
messages. Voice channels are primarily used to transfer voice information. However, voice
channels must also be capable of sending and receive some digital control messages to allow
for necessary frequency and power changes during a call.

When a mobile telephone is first powered on, it initializes itself by searching (scanning) a
predetermined set of control channels and then tuning to the strongest one. During the
initialization mode, it listens to messages on the control channel to retrieve system
identification and setup information.

After initialization, the mobile telephone enters the idle mode and waits to be paged for an
incoming call and senses if the user has initiated (dialled) a call (access). When a call begins
to be received or initiated, the mobile telephone enters system access mode to try to access the
system via a control channel. When it gains access, the control channel
sends an initial voice channel designation message indicating an open voice channel. The
mobile telephone then tunes to the designated voice channel and enters the conversation
mode.
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1.3.  Modes of Mobile Communication

On the basis of operation modes, services and multiple access schemes mobile networks can
be differentiated into following parts with the aim of assigning the maximum number of users
to an available radio frequency segment. There are various protocols of multiple access.

Multiple-access

protocols
1]

[ | ]
Random-access Controlled-access Channelization
protocols protocols protocols
ALOHA Reservation FDMA
CSMA . Polling TDMA
CSMA/CD Token passing CDMA

CSMA/CA
Figure 3: Various Multiple Access Protocols (Forouzan, 2013)

In mobile communication to achieve the above aim various multiple access schemes are being
used. The most common access schemes are — 2

e Frequency Division Multiple Access (FDMA)

e Time Division Multiple Access (TDMA)

e Code Division Multiple Access (CDMA)

e Orthogonal Frequency Division Multiple Access (OFDMA)

In Frequency-Division Multiple Access (FDMA), the accessible data transfer capacity is
separated into frequency groups. Each station is allotted a band to send its information. At the
end of the day, each band is saved for a particular station, and it has a place with the station
constantly. Each station additionally utilizes a bandpass filter to keep the transmitter
frequencies. To prevent station interferences, the allocated bands are separated from one
another by small guard bands.

In Time-Division Multiple Access (TDMA), the stations share the transfer speed of the
channel in time. Each station is provided a time slot during which it can send information. Each
station transmits its information in its given time slot.

Code Division multiple access (CDMA). CDMA differs from FDMA in that only one channel
occupies the entire bandwidth of the link. It differs from TDMA in that all stations can send
data simultaneously; there is no timesharing.

In OFDMA, a large spectrum segment is allocated as a channel pool available to one or many
simultaneous users.

2 (Kukushkin, 2018)
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OFDMA

Figure 4: Common Multiple Access Protocols (Kukushkin, 2018)

1.4. Technologies Used in Mobile Communication
The important technologies used in mobile communication are as follows —

1.4.1. Cellular Frequency Reuse

Initially, in mobile radio systems number of radio channels were limited, (even though one
high power transmitter is used to serve a large geographical area) due to limited availability of
radio spectrum. To save the constrained measure of radio range (most extreme number of
accessible radio channels), the cell framework idea was created. Cell frameworks permit reuse
of a similar channel frequencies commonly inside a geographic inclusion zone. The strategy,
called frequency reuse, makes it workable for a framework to offer support to more clients
(called framework limit) by reusing the channels that are accessible in a geographic territory.
As frameworks begin to get over-burden with numerous clients, to expand limit, the framework
can extend by just adding progressively radio channels to the base station or by including more
cell sites to with littler coverage regions.®

Some characteristics of cellular network principle are as follows —

e The territory to be secured is subdivided into cells (radio zones). These cells are
frequently displayed in a rearranged manner as hexagons with a base station situated at
the focal point of every cell. Accept that the administrator has a permit on a lot of
channels, called, for instance, set S.

e To every cell I a subset of the frequencies S; is allotted from the all-out set (bundle),
which is allotted to the individual versatile radio system. In the GSM framework, the
set of frequencies allotted to a phone is known as the Cell Allocation (CA). Under
ordinary conditions the quantity of diverts in a subset S; is driven by traffic limit
prerequisites.

3 (Bowler, 2004)
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e Neighbouring cells do not normally use the same frequencies since this would lead to
severe co-channel interference from the adjacent cells

e Just at separation D (the frequency reuse separation) can a frequency from the set Si be
reused; that is, cells with separation D to cell i can be doled out one or all of the
frequencies from the set having a place with cell i. When planning a portable radio
system, D must be picked to be adequately enormous, with the end goal that the co-
channel impedance stays little enough not to influence speech quality.

e At the point when a portable station moves starting with one cell then onto the next
during a progressing discussion, a programmed channel/frequency change may happen
(handover), which keeps up a functioning speech association over cell limits.

e The spatial redundancy of frequencies is done in an ordinary precise manner; that is,
each cell with the cell designation sees its neighbours with similar frequencies again at
a separation D. Along these lines, precisely six such neighbour cells exist. The primary
ring in the frequency set consistently contains six co-direct cells in frequency reuse
framework autonomous of the structure and size of cells, not simply in the hexagon
model.*

D, reuse distance

Figure 5 : Model of a cellular network with frequency reuse. Shadowed hexagons
represent cells with the same set of allocated frequencies (Kukushkin, 2018)

The normal spatial redundancy of frequencies brings about a grouping of cells. these groups
are known as clusters. The cells inside a cluster should each be relegated various arrangements
of channels, while cells having a place to neighbouring clusters can reuse the diverts in the
equivalent spatial example. The size of a cluster is portrayed by the quantity of cells per bunch
k, which decides the recurrence reuse separation D when the cell radius R is given.

A cluster can contain all of the frequencies of the mobile radio system.
and within a cluster, no frequency can be reused i.e. the frequencies of a set Si may be reused
at the earliest in the neighbouring cluster. Therefore, to enhance the number of active
subscribers per call it is necessary to reduce the size of a cluster.

One way to reduce cluster size, and hence increase capacity, is to use sectorization. The
group of channels available at each cell is split into three cells (sectors), each of which is
confined in coverage to one-third of the cell area by the use of directional antennas.

4 (Kukushkin, 2018)
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Figure 6: Antenna patterns for a cell site with three 1200 sectors

1.4.2. Analog Cellular (1% Generation)
There are numerous sorts of analog and digital cell frameworks being used all through the world.
Analog frameworks incorporate AMPS, TACS, JTACS, NMT, MCS and CNET.

1.4.2.1. AMPS (Advance Mobile Phone Services)

Advance Mobile Phone Service (AMPS) is a standard framework for analog signal cellular
telephone utility. It depends on the underlying electromagnetic radiation range portion for cell
administration by the Federal Communications Commission (FCC) in 1970. Presented by
AT&T in 1983, AMPS got one of the most generally sent cell framework in the United States.
AMPS assign frequency runs inside the 800 and 900-Megahertz (MHz) range to cell phone.
Each specialist organization can utilize half of the 824-849 MHz extend for getting signals
from PDAs and a large portion of the 869-894 MHz go for transmitting to mobile phones. The
groups are separated into 30 kHz sub-groups, called channels. The accepting channels are
called turn around channels and the sending channels are called forward channels. The division
of the range into sub-band channels is accomplished by utilizing frequency division multiple
access (FDMA).

The signals got from a transmitter spread a territory called a phone. As a client moves out of
the phone's region into a neighbouring cell, the client starts to get the new cell's signals with
no recognizable change. The signals in the contiguous cell are sent and gotten on unexpected
diverts in comparison to the past cell's signals to so the signals don't meddle with one another.

The analog assistance of AMPS has been refreshed with digital cell administration by adding
to FDMA a further subdivision of each channel utilizing time division multiple access
(TDMA). This administration is known as digital AMPS (D-AMPS). In spite of the fact that
AMPS and D-AMPS began for the North American cell phone advertise, they are presently
utilized worldwide with more than 74 million endorsers, as indicated by Ericsson, one of the
major PDA makers.

1.4.2.2.  Total Access Communication System (TACS)
It is an analogue mobile communications system used in the U.K. and a number of other
countries. TACS is an analogue FM system operating in the 890-915 MHz / 935-960 MHz
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band; the band in which GSM was introduced later. The radio channel bandwidth was 25 kHz,
offering 1000 duplex channels in the 900 MHz band. Because TACS used a reduced radio
channel bandwidth compared to AMPS, which has a bandwidth of 30 kHz, the data signalling
rate had to be reduced. A modified version of TACS has been in use in Japan. The Japanese
version was called JTACS. The main differences are another radio frequency band in which it
operated.

Some Other analog cellular systems are — °

e Nordic Mobile Telephone (NMT)
e Narrowband AMPS (NAMPS)

e Mobile Cellular System (MCS)

e CNET etc.

1.4.3. Digital Cellular Systems (2" Generation)
The 2" generation cellular system includes technologies like GSM, TDMA & CDMA.

1.4.3.1. Global System for Mobile Communication

The Global System for Mobile Communications (GSM) system is a global digital radio
system that uses Time Division Multiple Access (TDMA) technology. A GSM system is made
up of different components. A GSM architecture is shown below.

Mobile backhaul

Figure 7 : GSM Architecture

MS - Mobile Station (mobile phone)  HLR — Home Location Register

BS — Base Station (site) VLR - Visited Location Register

BSC - Base-Station Controller AuC - Authentication Centre

MSC - Mobile Switching Centre EIR — Equipment Identity Register

GMSC - Gateway MSC PSTN - Public Switching Telephone Network

1.4.3.1.1. Mobile Station (MS)
The Mobile Station (MS) comprises of the types of equipment and the software that are utilized
to discuss the client with the assistance of versatile system. It transmits the data and alters it to
the transmission conventions of the air interface to speak with the BSS. The client data speaks
with the MS through a mouthpiece and speaker for the discourse, console and show for short

5> (Bowler, 2004)
©CYBER X, SVPNPA HYDERABAD 15



Cyber Crime Investigation Manual Volume- Il

informing and the link association for other information terminals. The versatile station has
two components Mobile Equipment (ME) and Subscriber Identity Module (SI1M).

1.4.3.1.2. Mobile Equipment (ME)
It is the hardware which customer gets from the equipment manufacturer. This hardware piece
consists of all the components required for the implementation of the protocols to interface
with the user and the air-interface to the base stations. Every Mobile equipment has a unique
identifying number called IMEL.

International Mobile Equipment Identity (IMEI)

Itis a unique 15 (14+ 1 Checksum digit) (or 16 (14+2 Checksum) for IMEISV) digit long number
which is used to identify mobile equipments. For every transceiver present in the device it has a
different IMEI number.

Structure of IMEI Number
The general format to represent an IMEI Number is AA — BBBBBB — CCCCCC -D.

Here first 8-digits AA-BBBBBB shows the TAC (Type Allocation code) in which first two digit
shows RBI (Reporting Body Identifier) and remaining 6-digits show FAC(Final Assembly Code)

Next 6-digit ‘CCCCCC’ shows SNR(Serial Sequence of the Model) and last one digit ‘D’ shows the
checksum digit according to Lunh Algorithm.

1.4.3.1.3. Base Station
A base station helps in transmitting and receiving user data. When the user’s data transmission
and data receiving is only permitted to mobile network, the base stations helps to handle the
calls of several subscribers simultaneously.

1.4.3.1.4. Base Transceiver Station (BTS)
The base transceiver station helps the client in information transmission between the cell phone
and the base station. A transceiver is a circuit which transmits and receives, i.e., performs the
two functions.

1.4.3.1.5. Base Station Controller (BSC)
A number of BSs are controlled by one BSC. The BSC manages radio resources on in base
stations, it is responsible for RF channel allocation and takes part in call setup, manages
handovers. The base stations and BSC are connected by fixed lines or point-to-point radio links,
this part of system infrastructure is named Mobile Backhaul. The BSs, BSCs and mobile
backhaul together form the radio access network, RAN.

1.4.3.1.6. Mobile Switching Centre (MSC)
The MSC performs all of the switching functions including path search, data forwarding and
service feature processing. The main difference between an ISDN switch and the MSC is that
the MSC also has to consider mobility of users. The MSC has to provide additional functions
for location registration of users as well as manage the handover of a connection when a user
moves from cell to cell. A cellular network may have several MSCs with each being responsible
for some part of the network called the Location Area (LA).

Calls originating from or terminating in the fixed network are handled by a dedicated Gateway
MSC (GMSC). The interworking of a cellular network and a fixed network (e.g. PSTN, ISDN)
is performed by the Interworking Function (IWF). It is needed to map the protocols of the
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cellular network onto those of the respective fixed network. Either GMSC or IWF can be
implemented as a standalone node or as a SW functionality with some HW interfaces in the
MSC.

1.4.3.1.7. Home Location Register (HLR)
The HLR is the subscriber database of a GSM network. It contains a record for each subscriber,
with information about the individually available services.

IMSI (International Mobile Subscriber Identity)

It is maximum 15-digit long number which is unique internationally and it is used to identify
a subscriber. It is stored in SIM (Subscriber Identity Module) of Subscriber. It can be divided
into three parts.

® Mobile Country Code (MCC): three digits, internationally standardized,;

® Mobile Network Code (MNC): two digits, for unique identification of mobile
networks within a country;

® Mobile Subscriber Identification Number (MSIN): a maximum of 10 digits,
identification number of the subscriber in their mobile home network.

A three-digit MCC has been assigned to each of the GSM countries and two-digit
MNCs have been assigned within countries (e.g. 404 is the MCC for India and MNC 01, 02
and 03 for the networks of VVodafone (Haryana), Airtel (Punjab) and Airtel (Himachal Pradesh)
respectively).

When the mobile device is switched on, the IMSI is retrieved from the SIM card and sent to
the MSC. There, the MCC and MNC of the IMSI are analysed and the MSC is able to request
the subscriber’s record from the HLR of the subscriber’s home network.

MSISDN

The phone number of the user, which is called the Mobile Subscriber Integrated Services
Digital Network Number (MSISDN) in the GSM standards, has a length of up to 15 digits and
consists of the following parts:

CC (Country Code) — Two-digit code to identify the country (+91 for India)
NDC (National Destination Code)
SN (Subscriber Number)

Mobile Equipment Identifier (MEID)
It is globally unique 56 bit long number used to identify a CDMA mobile station.

Regional code | Manufacturer code Serial number CcD
REIDEREERCa 7 | 2| z|z[(z[z] C

1.4.3.1.8. Visitor Location Register
VLR is a logical node implemented in MSC. HLR and VLR databases store the profiles of
users, which are required for charging and billing and other administrative issues.
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Each MSC has an associated Visitor Location Register (VLR), which holds the record of each
subscriber that is currently served by the MSC (Figure 1.12). These records are only copies of
the original records, which are stored in the HLR (see Section 1.6.3). The VLR is mainly used
to reduce signalling between the MSC and the HLR. If a subscriber roams into the area of an
MSC, the data are copied to the VLR of the MSC and are thus locally available for every
connection establishment. Verification of the subscriber’s record at every connection
establishment is necessary as the record contains information about the services that are active
and the services from which the subscriber is barred. Thus, it is possible, for example, to bar
outgoing calls while allowing incoming calls, to prevent abuse of the system.

1.4.3.1.9. Equipment Identity Register (EIR)
It is a kind of database to perform security functions. It stores the record of all the mobile stations that
are allowed in a network. IMEI number of all equipments are stored in this register.

1.4.3.1.10. Authentication Centre (AUC)
It stores all data related to security like the keys for authentication and various encryption.

The whole GSM network can be divided into three subsystems. These are —

e Base Station Subsystems (BSS) : It is also known as ‘radio network” and contains all
nodes and functionalities required to connect mobile subscribers over radio interface to
the network wirelessly.

e Network Subsystem (NSS) : It is also known as ‘core network’ and contains all nodes
and functionalities required to switching a call, subscriber management and mobility
management.

® Intelligent Network Subsystem (IN) : It comprises SCP databases that add optional
functionality to the network. One of the most important optional IN functionalities of
a mobile network is the prepaid service, which allows subscribers to first fund an
account with a certain amount of money which can then be used for network services
like phone calls, Short Messaging Service (SMS) messages and, data services
via GPRS and UMTS.

Subscriber Identity Module (S1M)

A SIM card is a small removable chip that identifies a mobile device on a cellular network. It
contains an integrated circuit that stores a unique identifier called an "international mobile
subscriber identity" (IMSI) number and other information specific to the mobile carrier.

The SIM card turns a handset into a mobile station (MS) with a set of network services allowed
for use by subscription. The SIM concept allows to distinguish between equipment mobility
and subscriber mobility. In general, a subscriber can register to the locally available network
with their SIM card using different handsets. This enables international roaming independent
of mobile equipment and network technology, provided that the air-interface standard in visited
network is supported by mobile terminal.
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Regular SIM Micro SIM Nano SIM

Figure 8 : SIM Card

Every sim card contains a unique 20 digit serial number written over it which is known as
ICCID (Integrated Circuit Card Identifier) .

The format of the ICCID is: MMCC IINN NNNN NNNN NN C x

MM = Constant (1SO 7812 Major Industry Identifier)

CC = Country Code

[1= Issuer Identifier

N{12} = Account ID ("SIM number")

C = Checksum calculated from the other 19 digits using the Luhn algorithm.

x= An extra 20th digit is returned by the 'AT!ICCID?' command, but it is not officially part of
the ICCID.

Handover Mechanism
Handover is the mechanism which initiates when a mobile move from its current network cell
to another network cell while call on progress.

There are 4 types of handovers in GSM networks —

e Intra Cell Handover: Performed to optimise the traffic load in the cell.

Cell
Handover :

e Inter

Figure 9: Intra Cell Handover

Mobile moves from one cell to another in same BSC.
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Figure 10 : Intra BSC or Inter Cell Handover

e Inter BSC Handover: Performed when mobile moves from one BSC to another BSC
under one MSC.

Figure 11: Inter BSC Handover

e Inter MSC Handover: Performed when mobile moves from one MSC to another
MSC.

Figure 12 : Inter MSC Handover

1.4.4. Advance Digital Cellular Systems (Generation 2.5)
It includes technologies like GPRS, EDGE etc.

1.4.4.1. General Packet Radio Service (GPRS)

General Packet Radio Service (GPRS) is a part of the GSM particular that permits bundle radio
help on the GSM framework. The GPRS framework includes (characterizes) new bundle
channels and exchanging hubs inside the GSM framework. The GPRS framework
accommodates hypothetical information transmission rates up to 172 kbps.
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1.4.4.2.  Enhanced Data Rates for Global Evolution (EDGE)

Enhanced Data Rates for Global Evolution (EDGE) is a developed adaptation of the Global
System for Mobile (GSM) radio channel that utilizes new stage adjustment and bundle
transmission to accommodate propelled fast information administrations. The EDGE
framework employments 8 levels Phase Shift Keying (8PSK) to permit one image change to
speak to 3 bits of data. This is multiple times the measure of data that is moved by a standard
2 level Gaussian Minimum Shift Keying (GMSK) signal utilized by the original of GSM
framework. This outcomes in a radio channel information transmission pace of 604.8 kbps and
a net most extreme conveyed hypothetical information transmission pace of 384 kbps. The
progressed bundle transmission control framework takes into consideration continually
fluctuating information transmission rates in either bearing between portable radios.

1.4.5. 3" Generation Cellular Systems (3G)
It generally works on UMTS and HSPA technology.

1.45.1.  Universal Mobile Telecommunication Systems (UMTY)
It is 3™ generation wireless telecommunication system with advancement in GSM and GPRS.
C3G mobile network can be divided into three parts. These are —

e A Radio Access Network (RAN). This is a hierarchical arrangement of cell towers and
base stations. The base stations are called base transceiver stations (BTSs) or NobeBs
in 3G. In some versions, there are also Radio Network Controllers (RNCs) that link to
the BTSs to form a Radio Network Subsystem (RNS). A collection of RNSs using the
Wideband CDMA (WCDMA) air interface option form the UMTS Terrestrial Radio
Access Network (UTRAN). All of these are referred to as “network devices

e A core network (usually IP) tying the RAN to the 3G service network. The core network
consists of all the switches, routers, and other network components required to transport
mobile traffic.

e A service network reached through the core network. Some of the services reached are
specific to the service provider, such as accounting information (current balance), short
message service (SMS) texting, paging, and voice mail. Other services are reached
through the GGSN (which is not properly part of the 3G service network), such as the
Internet, other Internet service providers (ISPs), or corporate network virtual private
networks (VPNs). The MobileNext Broadband Gateway can be configured as a GGSN.
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Figure 13 : 3G Architecture

The major parts of UTMS network are as follows —

1.4.5.1.1. User Equipment (UE)

The USER Equipment or UE is a significant component of the general 3G UMTS netwrok
architecture. It shapes the last interface with the client. Considering the far more noteworthy
number of uses and offices that it can play out, the choice was made to consider it a client
hardware as opposed to a portable. Anyway, it is basically the handset (in the broadest
wording), in spite of the fact that approaching a lot higher speed information interchanges, it
very well may be considerably more adaptable, containing a lot more applications. It comprises
of a wide range of components including RF hardware, preparing, recieving wire, battery, and
SO on.

1.4.5.1.2. Radio Network Subsystem (UTRAN)
This is the section of the 3G UMTS / WCDMA network that interfaces to both the UE and the
core network. The overall radio access network, i.e. collectively all the Radio Network
Subsystem is known as the UTRAN UMTS Radio Access Network.

The radio network subsystem is also known as the UMTS Radio Access Network or UTRAN

Radio Network Controller

The RNC owns and controls the radio resources in its domain. It is an intermediate component
between NodeB and the CN. RNC performs three main functions and on the basis of these
functions RNC can be of three types —

Controlling RNC (CRNC) : To control Each NodeB in architecture.

Serving RNC (SRNC) : Mobile UE is controlled by this RNC. It acts as a sole point of contact
with the core network for the device.

Drift RNC (DRNC) : A drift RNC uses the lur interface to carry UE specific signalling
information between the NodeBa and the SRNC.
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1.4.5.1.3. Serving GPRS Support Node (SGSN)
As the name implies, this entity was first developed when GPRS was introduced, and its use
has been carried over into the UMTS network architecture. The SGSN provides a number of
functions within the UMTS network architecture. The major functions of SGSN are —

Mobility Management

Session Management

Interaction with other areas of network
Billing

1.4.5.1.4. Gateway GPRS Support Node (GGSN)
Like the SGSN, this entity was also first introduced into the GPRS network. The Gateway
GPRS Support Node (GGSN) is the central element within the UMTS packet switched
network. It handles inter-working between the UMTS packet switched network and external
packet switched networks, and can be considered as a very sophisticated router. In operation,
when the GGSN receives data addressed to a specific user, it checks if the user is active and
then forwards the data to the SGSN serving the particular UE.

1.4.5.1.5. Gateway MSC (GMSC)
This is a switch used to connect UTMS PLMN to external network.

1.4.6. 4" Generation Cellular Systems (4G)

It includes technologies like LTE, Wimax etc. It is the evolution of 3G contains various technologies
like GSM, CDMA, GPRS, Wireless LAN etc.. The data rate in 4G systems are in range 20-100
MBPS.

4G Architecture

1
HSS L{ MME M Ser\-ing-GW‘
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e,
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eNodes T g \
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Mobile device

Figure 14 : LTE Network Overview

The major components of 4G network architecture are —

1.4.6.1. User Equipment (UE)
As in UMTS, the LTE mobile station is called User Equipment (UE). It is constructed using a
modular architecture that consists of three main components.
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e Mobile Termination: The MT represents termination of the radio interface. In this
entity the RRC signalling is terminated and RRC messages are sent/received.

e Terminal Adapter: The terminal adapter represents the termination of the
application-specific service protocols; for example, SIP signalling for VolP. The
terminal adapter could be in fact an external device, such as a modem with a USB
interface to connect to a laptop.

e Terminal Equipment: The TE represents termination of the service. In case of USB,
the laptop acts as a TE. Otherwise, a smart phone is the TE where the service is
terminated in application on mobile device.

1.4.6.2. eNB

An eNB provides users with the radio interfaces and performs Radio Resource management (RRM)

functions such as dynamic resource allocation, eNB measurement configuration and provisionetc.

1.4.6.3. Evolved Packet Core Network (EPC)

MME

5-GW

P-GWW

An MME is the main control entity for the E-UTRAN. It communicates with an H55 for user
authentication and user profile download, and provides UEs with EPS Mobility Management
(EMM) and EPS Session Management (ESM) functions wusing MNAS signaling. The main
functions supported by a MME are as follows:

* MAS signaling (EMM, ESM and NAS Security)

+ User authentication and roaming with H55 over the S6a interface

+ Mobility management (paging, Tracking Area List (TAlI}] management and handover
management)

* EPS bearer management

An 5-GW terminates the interface towards an E-UTRAN. It serves as the local mobility anchor
point of data connections for inter-eNB handover and inter-2GPP handover.

A P-GW provides a UE with access to a PDN by assigning an IP address from the address
space of the PDN. The P-GW serves as the mobility anchor point for handover between 3GPP
and non-3GPP. It also performs policy enforcement, packet filtering and charging based on
the PCC rules provided by a PCRF. The main functions supported by a P-GW are as follows:

* IP routing and forwarding

* Per-3DF/Per-User based packet filtering

* UE IP address allocation

= Mobllity anchoring between 3GPP and non-3GPP
* PCEF functions

- Charging per-50DF/per-User

HS55

PCRF

SPR

An HSS is the central DB where user profiles are stored. It provides user authentication
Iinformation and user profiles to the MME.

A PCRF Is the policy and charging control entity. It makes policy decisions for 5DFs and
provides the PCC rules [Qo5 and charging rules) to the PCEF (P-GW).

A SPR provides subscription information (access profile per subscriber) to the PCRF. Recaiving

the information, the PCRF performs subscriber-based policy and creates PCC rules.

oS

OFCS

An OCS provides (i) real-time credit control and (ii}) charging functions based on volume, time
and event.

An OFCS provides CDR-based charging information.

Figure 15 : LTE Entities

2. Mobile Phone Forensics

2.1. Introduction
Mobile devices are very common in today’s society, used by many individuals for both

personal and professional purposes. Mobile devices vary in design and are continually
undergoing changes as existing technologies are getting and new technologies are

©CYBER X, SVPNPA HYDERABAD

24



Cyber Crime Investigation Manual Volume- Il

introduced (software as well as hardware). When a mobile device is found during an
investigation, many questions arise:

« What is the best method to preserve the evidence?

« How should the device be handled?

« How should valuable or potentially relevant data present in the device be
extracted?

The key to answering these questions begins with a firm understanding of the hardware
and software characteristics of mobile devices. The digital forensic community faces a
constant challenge to stay abreast of the latest technologies that may be used to expose
relevant clues in an investigation. Many vendors and forensic examiners have not specified
any standard operating procedures for acquisition in mobile forensics. But, they will guide
to set appropriate policies and procedures for dealing with mobile devices.

2.1.1. Important Key Terms

TERMS ACRONYM

IMEI International Mobile Equipment Identity

IMSI International Mobile Subscriber Identity

SIM Subscriber Identity Module

ESN Electronic Serial Number (CDMA)

ICCID Integrated Circuit Card ID (20-bit) or unique serial number printed on
SIM

CaGl Cell Global Identity

PIN Personal Identification Number (For SIM)

PUK Personal Unblocking code

GSM Global system for Mobiles

CDMA Code division multiple access

TDMA Time division multiple Access

iDEN Integrated Digital Enhanced Network

GPRS(2.5 G) General Packet Radio Service

EDGE(2.75G) Enhanced Data rates for GSM Evolution
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2.1.2.

UMTS(3G) Universal Mobile Telecommunication System

HSDPA(3.5G) High Speed Downlink Packet Access

LTE (4G) Long Term Evolution

Definition

Mobile Forensics is a sub-discipline of Digital Forensic Science dealing with forensic
analysis of cell phone / mobile phone & its accessories and core network. Or

Mobile device forensics is the science of recovering digital evidence from a mobile device
under forensically sound conditions using accepted methods given by (National institute
of standards and technology).

2.1.3.

Scope of Work

The scope of work mainly focuses on various characteristics of mobile devices such as:

1.

2.

2.2.

Cell Phone

SIM Cards

GPS Navigation Devices

Satellite Phones

Memory Card (Expandable Memory) 6. Logs from Service Provider (For

Correlation)

Mobile Forensics —Principles:

Mobile devices perform an array of functions ranging from a simple telephony device to
those of a personal computer. Designed for mobility, they are compact in size, battery
powered, and lightweight. Most of the mobile phones have more features and capabilities
(we call them Smartphone’s) just like today’s modern computers have almost same
forensic properties and principles.

i) Forensically sound

The science of retrieving data from a “handheld device” under forensically sound
conditions.

i) Acquisition from multiple sources  Includes full data retrieval/ examination of
data found on the SIM, the phone body itself and the optional memory cards.

iii) Variety of data

Data retrieved and examined can include images, videos, text or SMS messages,
call times and contact numbers etc.
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iv) Legal admissibility

Data retrieved “may be” admissible as an evidence in the court of law.

Acceptable Operating Procedures:

"1 Isolation: Improper handling of a mobile device during seizure may cause loss of digital
data. If the device is not handled properly, physical evidences may be contaminated and
rendered useless. So, we need to secure and evaluate the scene of crime before acquiring
a communication device and all areas of the scene should be searched thoroughly ensuring
related evidence is not overlooked. Isolating the mobile device from other devices used
for data synchronization is important to keep new data from contaminating existing data.
Equipments associated with a mobile device, such as removable media, SIM cards and
personal computers, may prove more valuable than the mobile device itself. Removable
media varies in size and can be easily hidden and difficult to find. Personal computers may
be particularly useful in later accessing a locked mobile device, if it has established a
trusted relationship with the mobile device. For example, Apple incorporates a pairing
process whereby an existing pairing record file can be used by some tools to access the
mobile device. When interviewing the owner or user of a mobile device, consider
requesting any security codes, passwords or gestures needed to gain access to its contents.
For example, a GSM device may have authentication codes set for the internal memory
and/or the SIM card.

Many mobile devices offer the user ability to perform either a remote lock or remote wipe
by simply sending a command (e.qg., text message) to the mobile device. In order to protect
that we have to isolate the phone from all the radio signals it was bounded from it.
Additional reasons for disabling network connectivity include incoming data (e.g., calls or
text messages) that may modify the current state of the data stored on the mobile device.
There are few ways to isolate any mobile device. Each method has certain drawbacks:

Isolation

N

Documentation

Labeling

Cables /Battery paclks

Software Drivers

Forensic Acquisition

NNNNAN

Safe Storage

Figure 16 Mobile Seizure
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Airplane Mode (Only for Smartphone’s): requires interaction with the mobile device
using the keypad, which poses some risk. The technician should be familiar with the
device in question and documents the actions taken (e.g., on paper or on video).

Note: airplane mode does not prevent the system from using other services such as
GPS in all cases.

Faraday Bags (feature phones): Faraday containers may attenuate the radio signal, but
not necessarily eliminate it completely .The risk of improperly sealing the Faraday
container must be avoided.

Switch the device off: Turning off the mobile device may activate authentication codes
like PIN’s and passwords which in turn takes time to break and delays the acquisition
and analysis.

Use Cloned SIM Cards: A forensic examiner clone original SIM cards to mimic the
identity of them, and prevents network access to/from the handset. We call such cards
as CNIC or Cellular network isolation card. Such cards also prevent the handset in
erasing call logs data when a unknown/foreign SIM is inserted. If the SIM for a device
IS present, but requires a PUK code, a substitute SIM can be created providing
acquisition to proceed without having to contact the service provider for the PUK. The
values by which the mobile device correlates to the previously inserted SIM are the
ICCID and the IMSI, both of them are unique and used to authenticate the user with the
network.

Isolation is done to all mobile/ communication devices to avoid Accidental access from
the 10 and to prevent remote wiping. Various mobile phone shielding devices (i.e., a
tool designed to act as a Faraday cage) are used by law enforcement agencies prevent
network communication to the seized devices. Examiners should test their own products
to validate that they are working properly before use.

Documentation: Documenting every piece of electronic evidence with its serial number,
make and model number properly in “seizure punchnama” along with photographs of
Scene of Crime. Non-electronic materials such as invoices, manuals, and packaging
material may provide useful information about the capabilities of the device, the network
used, account information, and unlocking codes for the PIN. All digital devices, including
mobile devices, which may store data, should be photographed along with all peripherals
cables, power connectors, removable media, and connections. Make sure that correct
placement of SIM Cards and other equipments are properly mentioned. If the device’s
display is in a viewable state, the screen’s contents should be photographed and, if
necessary, recorded manually, capturing the time, service status, battery level, and other
displayed icons.
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Labelling: Label all collected pieces of evidence at scene of crime so as to ensure proper
chain of custody for every evidence article. All digital devices, including mobile devices,
which may store data, should be labelled along with all peripherals cables, power
connectors, removable media, and connections.

Mobile devices need to be identified by the make, model, and service provider

before it is labelled. If the mobile device is not identifiable, photographing the front, back
and sides of the device may be useful in identifying the make, model and current state (e.g.,
screen lock) at a later time.

Further means of identification may include:

We can check the IMEI of any android phone in the

Device Characteristics: The make and manufacturer of a mobile device may be
identified by its observable characteristics (e.g., weight, dimensions, and form
factor).
Device Interface: The power connector can be specific to a manufacturer and may
provide clues for device identification. With familiarization and experience, the
manufacturers of certain mobile devices may be readily identified. Based on the
size, number of contacts, and shape of the data cable interface are often specific to
particular manufacturer and may prove helpful in identification.
Device Label: For all devices that uses SIM cards like GSM handsets, the IMEI
(International Mobile equipment Identifier) which can be obtained from any mobile
phone just by keying in *#06#. For CDMA mobiles we have to get the ESN
(electronic serial number) from the handset.
IMEI is a 15-digit number that indicates the manufacturer, model and country of
approval for GSM phones. The structure of IMEI is divided into three parts.

1. TAC (Type approval code) — 6 digit

2. FAC (Final Assembly code) — 2 digits

3. Serial Number- 7 digit (Unique) Collectively _called TAC
(Type allocation code).

about option directly if we have access. The screenshot is shared below.

Figure 17: IMEI 1

It can also be found on the back panel by removing the battery for few of the phones.
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Figure 18: IMEI 2

Various sites on the Internet offer databases that provide information about the mobile
device based on an identifier, such as:
www.numberingplans.com

e http:/Imei.info
e https://imeidata.net

Cable/ Battery Pack & Software Drivers: Collection of all proprietary attachments along
with the device helps forensic examiners on easy access to device

during acquisition. It’s a good practice to collect or search for software drivers available
at scene of crime for the device seized.

Forensic Acquisition: Forensic Acquisition can be done by 10 or Forensic Examiner
at crime scene itself or Forensic Science Laboratory. There are various techniques for
acquisition like logical, physical etc that are discussed in this document. The type of
mobile device and data to be extracted generally dictates which tools and techniques
should be used in an investigation. The classification system used in this section
provides a framework for forensic examiners to compare the extraction methods used
by different tools available in the market today to acquire data. This comparison is only
to understand the difference between the methods. Now a days all forensic tools support
extraction either wired (USB, RS-232) or wireless (IrDA, Bluetooth and WIFI)
connection.

Use a camera to take pictures of what’s on the screen. Sometimes
this is the only way. Formally, we call this method as manual extraction method. In
this extraction, it is impossible to recover deleted information. Some tools have been
developed to provide the forensic examiner with the ability to document and
categorize the information recorded more quickly. Nevertheless, if there is a large
amount of data to be captured, a manual extraction can be very time consuming and
the data on the device may be inadvertently modified, deleted or overwritten as a
result of the examination. Manual extractions become increasingly difficult and
perhaps unachievable when encountering a broken/ missing LCD screen or a
damaged/missing keyboard interface or device is configured with foreign language
unknown to the examiner.
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2. Logical Extraction: — Extracting the data on the device that we see and can access on
the device. Call logs, phone books, SMS messages, pictures, email, browsing etc 3.
Physical Extraction or Hex Dumping: — Extracting data from the physical memory of
the device, and removable memory — raw data. This raw data or raw dump stored in
flash memory or NAND flash is extracted into an external drive as a raw image or
binary image (usually in .bin format). We also call this method as Hex dumping.
Physical analysis is the way to recover deleted information, as it gives the examiner a
physical view in hex format and provides the ability to logically view the entire image
in a categorical fashion after parsing. But it is difficult and sparsely supported by any
forensic tool. This technique involves uploading a modified boot loader (or other
software) into a protected area of memory (e.g., RAM) on the device.

This upload process is accomplished by connecting the mobile device’s data port to
a flasher box or a forensic tool like UFED and XRY, and the forensic tool is in turn
connected to the forensic workstation. A series of commands is sent from the forensic
tool to the mobile device to place it in a diagnostic mode. Once in diagnostic mode,
the tool captures all (or sections) of flash memory and sends it to the forensic
workstation over the same communications link used for the upload. Some tools work
this way or they may use a proprietary interface for memory extractions and also
extracts the data into proprietary format.

Physical extraction is also called as JTAG extraction (Joint Test Action Group)
which is a common test interface and has been a standard for many manufacturers.

JTAG defines an interface to test processor, memory and other semi-conductor chips
inside the handset. An examiner can communicate using special purpose programmer
device to probe defined test points and acquire image out of locked or devices that
have minor damages where we cannot use data ports properly. The only difference
between Physical extraction and JTAGging (called informally) is we have to
dismantle the mobile device to obtain access through wiring connections. All these
physical acquisitions are made with the help of flasher boxes. The graphic below
depicts the screenshot of UFED’s physical extraction into binary file.

@@v’ v Computer » Local Disk (D:) » Hijaz Ali-edractions » Nokia GSM C2-02 (RM-§92) 20150702 » Physical 01

Organize v Includeinlibrary v Sharewith v Bum  Newfolder

Name

= UFED proprietary format Date modified ~~ Type Size

[ Favorites
B Desktop Nokia GSM_C2-02 (RM-692) ufd 02:07-20151436  UFDFile 1K8
§ Downloads & Nokia XGOLD213RAM((4000000-0xid000000)  10-07-201509:23  VLC medfafile bin) 5,536 KB

| Recent Places <J
Image into Binary file

Figure 19: UFED
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File System Extraction: — Extracting data from the directory structure of the
device, i.e., it may work on file system and retrieve data like hidden-files, deleted data
sometimes. Many recent tools like UFED are involving these techniques into their
tools due to diversity of mobile operating systems developed (e.g., Android based
devices). File system extraction allows an examiner to view the file structure of the
device operated under the device in a directory and sub-directory manner.

What if your Device (SIM & Handset) is Damaged:

If the handset obtained at Scene of Crime is damaged by one of the following reasons
like:

Explosion

Fire

Water

Acid/Chemical Reaction etc.

We need to look data into the silicon chip (Either BGA or TSOP chip) embedded on the
board of the handset. It can be done only be heating or by chemical treatment. We call
this method as Chip removal method.

CHIP-OFF: These extractions require physical removal of flash memory from the
handset and perform the acquisition. Once it is removed from the handset, image is
taken from the contiguous memory location into binary form and it will be analysed
later. It absolutely replicates the same process of imaging a hard drive in our traditional
forensics. Due to the risks involved in chip-off extractions (like we are unable to
rearrange the chip on to the memory again after removal in our forensic laboratories)
JTAG extractions more preferred. Forensic examiner also perform methods like
MicroRead in which recording of the physical observation of gates on NAND and NOR
chips is

done with the help of microscope. This is done only when we can’t image a flash
memory using Chip-off method. This method is applied only for high-profile cases like
national security. Currently there are no proprietary tools to do such type of extractions
which require team of qualified experts, proper equipment and in-depth knowledge in
the domain as well as case.

Safe Storage: All the isolated devices which are seized should be properly packed in a
bubble wrap or with any material that won’t damage the evidentiary value of the device.
Due to the volatile nature of some mobile devices, they should immediately be sent to
a forensic laboratory for processing and the power requirements should be discussed
with the evidence custodian. We can carry power banks with us while acquiring the
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device to equip them with enough power until they reach the laboratory. All evidence
should be in sealed containers in a secure area with controlled access.

Precautions followed during Data Acquisitions at SOC

1. Handle phones properly so as to maintain the fingerprints if any.

2. Turn of the device wireless capabilities (i.e put the phone in airplane mode) so that
unwanted interaction can be stopped.

3. Take photos of the crime scene which include cradles, cell phones, wires, connectors,
etc.

4. If the phone is compromised (i.e. immersed in liquid), remove the battery and then
seal it in a bag along with the liquid in which it was immersed. (Both separately
packed)

5. Search for papers, sticky-notes, diaries and any other evidences which may give out
passwords or other vital information.

6. Label all the wires, connectors and devices and bag them with evidence.

7. Make sure to fill the chain of custody forms for each evidence item that is being
bagged.

Difference between Computer Forensics & Mobile Forensics

Computer Forensics Mobile Forensics

3 3

Imaging in Shut Down/ Live

States Only Live Acquisition

3 3
Imaging of mainly Physical Both, Physical as well as
Devices Logical Acquisition

7, >

) - ; Acquisition requires a plug-in
Hon-penstrative mmaging to be inserted into the device

’

Hash Value of Disk for Hash value of files for integrity
integrity check check

Figure 20: Computer Forensics Vs Mobile Forensics

Memory Types in Featured Mobile Handsets:

Mobile devices contain both non-volatile and volatile memory. Volatile memory (i.e.,
RAM) is used for dynamic storage and its contents are lost when power is drained from
the mobile device. Non-volatile memory is persistent as its contents are not affected by
loss of power or overwriting data upon reboot. For example, solid-state drives (SSD) that
stores persistent data on solid-state flash memory.
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Mobile devices typically contain one or two different types of non-volatile flash
memory. These types are NAND and NOR. NOR flash has faster read times, slower write
times than NAND and is nearly immune to corruption and bad blocks while allowing
random access to any memory location. NAND flash offers higher memory storage
capacities, is less stable and only allows sequential access.

Memory configurations among mobile devices have evolved over time. Feature phones
were among the first types of devices that contained NOR flash and RAM memory. System
and user data are stored in NOR and copied to RAM upon booting for faster code execution
and access. This is known as the first generation of mobile device memory configurations.

As smartphones were introduced, memory configurations evolved, adding NAND flash
memory. This arrangement of NOR, NAND and RAM memory is referred to as the second
generation. This generation of memory configurations stores system files in NOR flash,
user files in NAND and RAM is used for code execution.

The latest smartphones contain only NAND and RAM memory (i.e., third generation),
due to requirements for higher transaction speed, greater storage density and lower cost.
To facilitate the lack of space on mobile device mainboards and the demand for higher
density storage space (i.e., 2GB — 128GB) the new Embedded MultiMedia Cards (eMMC)
style chips are present in many of today’s smartphones.

RAM is the most difficult to capture accurately due to its volatile nature. Since RAM
is typically used for program execution, information may be of value to the examiner (e.g.,
configuration files, passwords, etc.). Mobile device RAM capture tools are just beginning
to become available.

NOR ’ RAM ‘ NAND

~a -_—

Figure 21: Mobile Generations

NOR flash memory includes system data such as: operating system code, the kernel, device
drivers, system libraries, memory for executing operating system applications and the
storage of user application execution instructions. NOR flash will be the best location for
data collection for first generation memory configuration devices.

NAND flash memory contains: PIM data, graphics, audio, video, and other user files.
This type of memory generally provides the examiner with the most useful information in
most cases. NAND flash memory may leave multiple copies of transaction-based files (e.qg.,
databases and logs) due to wear leveling algorithms and garbage collection routines. Since
NAND flash memory cells can be re-used for only a limited amount of time before they
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become unreliable, wear leveling algorithms are used to increase the life span of Flash
memory storage, by arranging data so that erasures and re-writes are distributed evenly
across the SSD.

Garbage collection occurs because NAND flash memory cannot overwrite existing data, the
data must first be erased before writing to the same cell.

Analysis process:

Analysis process begins with examiner knowing about the case details and brief facts
about the case he is going to investigate. Examination process involves taking the copy
or image file of the mobile handset seized. This file is imported into various forensic tool
Kits to bring out the desirable artifacts found totally dependable on the type of case. We
will see a different type of artifacts from different memory modules belongs to the
mobile device.

= Data can be stored in 3 locations

Memory

Handset Card

Figure 21: Mobile components

Artifacts Collected from SIM:

SIM itself is a great piece of evidence.

« Usually name of the network provider is available or printed on the front face of the SIM
and a unique identification number called as ICCID (Integrated Circuit Card ID) is
printed on the rear side. This ICCID is a 20 bit number which is used to identify the
manufacturer of the SIM.

« Generally a SIM can be locked with PIN (Personal Identification Number) providing
security from unauthorized access. If a user tries to enter a PIN through three attempts,
the card automatically gets locked.

» This PIN can be bypassed and SIM card can be accessed only by 8 digit PUK (personal
unblocking code) number which is fixed and kept by the network operator. Therefore
investigator can always access a SIM by asking its PUK number from the operator.

» SIM card is having its own File system in which there is a directory structure defined.
LOCI (Location Information), a file contains information about LAI (location area
Identifier) which gives us info about mobiles current location.

« This LAl info is retained in the SIM even when the cell phone / Mobile is switched off.
A phone will store this LAI on its SIM card so it knows what location it’s in and to be
able to receive service. If a phone were to change to a new Location Area, it stores the
new LAl in the SIM card, adding to a list of all the previous LAIs it has been in.
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It is possible for an investigator to determine in which location area the mobile was
located when it was operating last time. All this Information can be extracted from the
SIM extraction devices available with any mobile forensic tool (Ex: UFED, MPE).

Artifacts Collected from Mobile Phone and Memory Card:

Contacts, Calls (dialled, missed, received)

Text Messages (SMS) & Multimedia (MMS)

Times / Dates

Pictures, Audio and Video Images

Tasks / Notes / Calendars

Application Files

Bluetooth Pairing

Maps, GPS Locations

E-mail, browser history, keyboard cache, bookmarks
Smartphone ‘App’ data — Facebook, Skype, Gmail, WhatsApp etc....
Usernames, passwords, personal and corporate sensitive data

Acrtifacts Collected from Network provider:

Subscriber name and address

Phone number associated with SIM

Billing account details

Telephone number (MSISDN)

IMSI

SIM number

PIN (Personal Identification Number) /PUK (PIN Unlock key) for the SIM.

Tower Location (BTS Address) & Services allowed

Challenges in extraction of forensic evidence from communication devices:

Hardware is getting complex day by day as technology is evolving which is a bigger
challenge for forensic examiner to identify and extract the evidence.

Flash Memory or Integrated Storage — no hard disks available to remove and copy.
Huge diversity of Operating systems makes difficult to get support from the mobile
phones forensic tools.

It is difficult to find the boot loaders for all the variety of operating systems and mobile
architectures. Hence physical extraction may not be possible always.

No standard protocol for data extraction.

Different Data Cables and Data Communication Ports.

China Made Phones creates challenges with their wide variety of proprietary operating
systems and chipsets like Mediatek, Spredtrum and infinium to name a few.

All Chinese made phones don’t support data transfer due to the proprietary made cables
for accessory profit.
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+ New Smartphone ‘Apps’ create secondary layers of data and additional challenges also
stores a set of data on the cloud
Forensic tools:
Forensic tools are solutions available for acquiring, retrieving and preserving the evidence
from wide variety of handsets. These tools are continuously updated and provide methods
to extract data. There are some of the popular tools out of which Cellebrite-UFED, XRY,
MPE+ are used by several federal agencies and forensic science laboratories.
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Figure 21: mobile forensic tools

Reporting:

« Simple language (Use less technical terminology and explain in easy way)

« Date and time when the examination was started

+ Physical condition of the phone

 Pictures of the phone and individual components and labels with identifying
information

«  Status of the phone received

« Make, model and identifying information

« Tools used during analysis

3. SIM (Subscriber Identity Module)
A subscriber identity module or subscriber identification module (SIM) is an integrated
circuit chip that is intended to securely store the international mobile subscriber identity
(IMSI) number and its related key, which are used to identify and authenticate subscribers
on mobile telephony devices (such as mobile phones and computers). It is also possible to
store contacts on many SIM cards. SIM cards are always used on GSM phones; for CDMA

phones, they are only needed for newer LTE-capable handsets. SIM cards can also be used
in satellite phones.

Service Providers that use SIM Cards in India
« Bharti Airtel
+ Vodafone Idea

« Reliance Communications (RCOM) or JIO
« BSNL
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The SIM circuit is part of the function of a Universal Integrated Circuit Card (UICC)
physical smart card, which is usually made of PVC with embedded contacts and
semiconductors. "SIM cards" are designed to be transferable between different mobile
devices. The first UICC smart cards were the size of credit and bank cards; the development
of physically smaller mobile devices has prompted the development of smaller SIM cards,
where the size of the plastic carrier is reduced while keeping electrical contacts the same.

A SIM card contains its unique serial number (ICCID), international mobile subscriber
identity (IMSI) number, security authentication and ciphering information, temporary
information related to the local network, a list of the services the user has access to, and two
passwords: a personal identification number (PIN) for ordinary use, and a personal
unblocking code (PUK) for PIN unlocking.

A PIN locks the SIM card until correct code is entered. Each phone network sets the PIN of
SIM to a standard default number (this can be changed via handset). If PIN protection is
enabled, the PIN will need to be entered each time phone is switched on. If the PIN is
entered incorrectly 3 times in a row, the SIM card will be blocked requiring a PUK from
the network/service provider.

A PUK is needed if the PIN is entered incorrectly 3 times and the SIM is blocked (phone is
unable to make and receive calls/texts). The PUK can be received from the network
provider, or possibly the GSM cell phone manual. Caution: if PUK is entered 10 times
incorrectly, the SIM card is permanently disabled and must be exchanged.

3.1. Integrated Circuit Card ID (ICCID)
Each SIM is internationally identified by its ICC-ID (Integrated Circuit Card ID). ICC-IDs
are stored in the SIM card and can also be engraved or printed on the SIM card’s body
during a process called personalization. The number is up to 18 digits long with an addition
of a single “check digit” that is used for error detection. This single digit allows us to detect
an input error of digits, mistyped digits or a permutation of two successive digits. This digit
was calculated using the Luhn algorithm.

_ *Maior Industentifie
_ * Issuer Identifier
— <Month and Year of  ring
o

» Switch Configuration
v « Check

Figure 22 : ICCID
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A typical SIM (19 digits) example 89 91 10 1200 00 320451 0, provide several details as
follows:

« The first two digits (89 in the example) refers to the Major Industry Identifier.
« The next two digits (91 in the example) refers to the country code (91-India).
« The next two digits (10 in the example) refers to the issuer identifier number.

« The next four digits (1200 in the example) refers to the month and year of
manufacturing.

+  The next two digits (00 in the example) refers to the switch configuration code.
« The next six digits (320451 in the example) refers to the SIM number.
« The last digit which is separated from the rest is called the checksum digit.

These digits can be further grouped for additional information:

»  The major Industry Identifier, Country Code, and Issuer Identifier Number make up the Issuer
Identification Number (IIN) which is a maximum of 7 digits.

»  The next several digits (variable length) represent the Individual Account Identification Number
The final digit is a checksum digit

3.2.  Location Area ldentify

Operation networks for cell phone devices are divided into area locations called Location
Areas. Each location is identified with its own unique identification number creating the LAI
(Location Area ldentity). A phone will store this number on its SIM card so it knows what
location it’s in and to be able to receive service. If a phone were to change to a new Location
Area, it stores the new LAI in the SIM card, adding to a list of all the previous LAIs it has
been in. This way if a phone is powered down, when it boots back up, it can search its list of
LAIs it has stored until it finds the one it’s in and can start to receive service again. This is
much quicker than scanning the whole list of frequencies that a telephone can have access on.
This is a real plus for forensic investigators because when a SIM card is reviewed, they can
get a general idea of where the SIM card has been geographically. In turn this tells them where
the phone has been and can then relate back to where the individual who owns the phone has
been.

3.3.  SIM Structure

SIM contains both a processor (CPU) and an operating system which is either native
(proprietary, vendor specific) or Java Card (a subset of the Java programming language).
SIMs also have Electrically Erasable Programmable Read Only Memory (EEPROM),
Random Access Memory (RAM) for controlling program execution, and persistent Read Only
Memory (ROM) which stores user authentication, data encryption algorithms, the operating
system, and other applications. Communication between the SIM card and the handset is via
a serial interface.

A SIM card also contains a hierarchical file system which resides in EEPROM. The file
structure consists of a Master File (MF), which is the root of the file system, Dedicated Files
(DFs), and Elementary Files (EFs). Dedicated Files are subordinate directories under the MF,
their contents and functions being defined by the GSM11.11 standards. Three are usually
present: DF (DCS1800), DF (GSM), and DF (Telecom). Also present under the MF is EF
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(ICCID). Subordinate to each of the DFs are supporting EFs which contain the actual data.
The EFs under DF (DCS1800) and DF (GSM) contain network related information and the
EFs under DF (Telecom) contain the service related information. A typical SIM card file
system is shown in Figure

Dlaster File
(MF)

DF . DF . DF Fr
(G SM) (Telecwim) (DS 1500) acciny
|
EF KF B
(IAAN1) (ADN} EF'tees
EF 183
o) S5y
EF FF
BF'%yes 04SISON) AT
EF S
(EXT1) EF'sece

Figure 23: SIM Hierarchy

While all the files have headers, only the EFs contain data. The first byte of the header
identifies the file type. Headers contain the security and meta-information related to the
structure and attributes of the file, such as length of record. The body of the EFs contains
information related to the application(s). Files can be either administrative or application
specific and access to stored data is controlled by the operating system.

3.4. SIM SECURITY

SIM cards have built in security features that are designed to make them tamper resistant,
thereby ensuring data security. A SIM card’s MF, DFs, and EFs all contain security attributes.
One security attribute, the access conditions, are constraints upon the execution of commands.
They filter every execution attempt, thus ensuring that only those with the proper
authorization can access the requested functionality controlled by the DFs or EFs. Access
conditions can be thought of as somewhat analogous to the user rights associated with the
file/directory attributes found in computer operating systems. There are different levels of
access conditions associated with DF and EF files:

Always (ALW): file access is allowed without restrictions and the command is executable
upon the file.

« Card Holder Verification 1 (CHV1): file access is allowed with the valid verification
of the users PIN1 (or PIN1 verification is disabled) and the command is executable
upon the file.

- Card Holder Verification 2 (CHV2): file access is allowed with a valid verification of
the user’s PIN2 (or PIN2 verification is disabled) and the command is executable upon
the file.

« Administrative (ADM): the administrative authority (i.e. the card issuer who provides
the SIM card to subscribers), is responsible for the allocation of these levels.
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3.5.

Never (NEV): file access is prohibited and the command is never executable upon the
file.

Data of Forensic Value

Depending upon the phone’s technology and access scheme, the same data, such as a contact
list, may be stored on the SIM, in the handset, or on the phone’s memory card. SIM cards
themselves contain a repository of data and information, some of which is listed below:

Integrated Circuit Card Identifier (ICCID)
International Mobile Subscriber Identity (IMSI)
Service Provider Name (SPN)

Mobile Country Code (MCC)

Mobile Network Code (MNC)

Mobile Subscriber Identification Number (MSIN)
Mobile Station International Subscriber Directory Number (MSISDN)
Abbreviated Dialing Numbers (ADN)

Last Dialed Numbers (LDN)

Short Message Service (SMS)

Language Preference (LP)

Card Holder Verification (CHV1) and (CHV2)
Ciphering Key (Kc)

Ciphering Key Sequence Number

Emergency Call Code

Fixed Dialing Numbers (FDN)

Local Area Identity (LAI)

Own Dialing Number

Temporary Mobile Subscriber Identity (TMSI)
Routing Area Identifier (RIA) network code
Service Dialing Numbers (SDNs)

Digital evidence is scattered throughout the Elementary Files (EF). Although a thorough
discussion of all the potential evidence that could be on a SIM card

3.6.

3.6.1.

Service-Related Information
ICCID

Every SIM card is uniquely identified by its Integrated Circuit Card ID (ICCID) which is
comprised of either nineteen or twenty digits. It is normally printed on the SIM card itself.
The numbering of ICCIDs is based upon ITU-T recommendation E.118. A nineteen digit
ICCID includes the Issuer Identification Number (1IN), the Individual Account Identification,
and a single “Check Digit” that is used for error detection. Twenty digit ICCIDs have an
additional “Checksum” digit.
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3.6.2. IMSI

The International Mobile Subscriber Identity (IMSI) is a fifteen digit code that is used to
uniquely identify an individual subscriber on a GSM network. It is stored in the EF(IMSI).
IMSI conforms to ITU E.212 and consists of three components, the Mobile Country Code
(MCC), the Mobile Network Code (MNC), and the Mobile Subscriber Identity Number
(MSIN)

3.6.3. MSISDN

More than one definition exists for MSISDN. The most common is Mobile Subscriber
Integrated Services

Digital Network Number. Another definition is Mobile Station International Subscriber
Directory Number. The MSISDN can be thought of as a SIM card’s unique telephone number
(i.e., the telephone number of the GSM phone). It is stored in the EF(MSISDN). The MSISDN
numbering format conforms to ITU-T E.164 and consists of three components, a Country
Code (CC), the National Destination Code (NDC), and the Subscriber Number (SN).

Together, the MSISDN and IMSI are used to identify the mobile subscriber. While an IMSI
is uniquely associated with a SIM, a SIM can have different MSISDNs associated with it.
Also, the MSISDN is an optional EF and it can be updated by the subscriber.

3.7. Call Information

3.7.1. AND: Abbreviated Dialling Numbers
Abbreviated Dialling Numbers (ADNS) are stored in the EF(ADN) and are usually generated
by the subscriber. Essentially, they are shortcuts for the subscriber’s commonly called
numbers. Since ADNSs cannot be changed or viewed by the provider, they can be attributed to
the user of the phone. How these are described could be helpful in an investigation to link the
phone to a suspect.

3.7.2. LND: Last Number Dialled
The Last Number Dialled (LND) is stored in EF(LND). What is generally maintained is a
listing of the most recent calls. However, SIMs are normally limited in the number of entries
they can maintain. If necessary, to store additional digits from ADN and LDN, the EF(EXT1)
may be used. Depending upon the phone, it is also conceivable that the information may be
stored in the handset and not on the SIM. Any numbers that may be present can provide
valuable information to an investigator.

3.8. Messaging Information
Text messaging or Short Message Service (SMS) is an extremely popular method of
communication between individuals. Not surprisingly, there are many instances of SMS
providing probative information for investigators in criminal proceedings. The maximum size
of an SMS is limited to either 160 characters (Latin alphabet) or 70 characters (for other
alphabets). Longer messages are broken down by the sending phone and reassembled by the
receiving phone. Normally when one user sends a message to another, it is temporarily stored
in the Short Message Service Center (SMSC) which handles the SMS for the network. The
SMSC provides a “store and forward” functionality. If the recipient’s phone is active, the
message is forwarded. If it is not active (switched off), the message is temporarily stored and
is only forwarded when the phone becomes active again. In addition to sending an SMS from
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phone to phone, they can also be sent via a VVolP application such as Skype, from an instant
messaging client such as ICQ, or from a Web based application running within a browser.

A SIM’s capacity to store SMS varies. They can also be stored in the phone’s internal memory.
The EF(SMS) stores not only the text message, but other useful investigative information
about the message, such as the time it was sent, the sender’s phone number, and so forth.
Although text messages can be deleted, initially they will still reside on the SIM. The space
occupied by the deleted message is marked as free space and becomes available for another
message. This is somewhat analogous to what occurs when a file is deleted on a computer.
When a new text message is received, it takes the available free space, overwriting the
previously deleted message and any unused portion of that free space.

3.9. Location Information
A SIM card contains the LOCI (Location Information) Elemental File which can be found under the
GSM

Dedicated File (see April/May 2011 Digital Forensic Insider column for information regarding the SIM
Card File System). This file contains the Temporary Mobile Subscriber Identity (TMSI), TMSI TIME,
Location Area Information/Local Area Identifier (LAI), and the Location Update Status.

3.9.1. Temporary Mobile Subscriber Identity (TMSI):

In addition to allowing mobile phones to communicate with each other, the Network
Switching Subsystem (NSS) also acts somewhat as a telephone exchange. However, it has
additional functionality to deal with the roaming ability of cell phones. A key component of
the NSS is the Mobile services Switching Centre (MSC) which provides functionality such as
registration, location updating, and call routing. When a subscriber roams into the jurisdiction
of an MSC, information about the cell phone is stored in a temporary database called the
Visitor Location Register (VLR). Since each Base Station in the GSM network is served by
one VLR, a subscriber cannot be present in more than one VLR at a time. The VLR assigns
the TMSI which ensures privacy since it prohibits tracing of the identity of the subscriber
should anyone attempt to intercept the link. The TMSI is assigned for the duration that the
subscriber is within the jurisdiction of a particular MSC and combined with the current
location area, allows a subscriber to be uniquely identified.

3.9.2. Location Area Information/Local Area Identifier (LAI)
The LAI for voice communications is structured hierarchically and uniquely identifies a
Location Area (LA) in a GSM network. It consists of three components:

Mobile Country Code (MCC): consists of three decimal places and is used to identify
the country of origin of the SIM card.

Mobile Network Code (MNC): consists of two decimal places and is used in
conjunction with the MCC to identify the SIM card’s network provider.

Location Area Code (LAC): consists of a maximum of five decimal places.

GSM networks are divided into LAs which are comprised of one or more radio cells. Each of
the LAs is uniquely identified within the network by its Location Area Code (LAC). These
numbers are stored on the SIM card, thus providing the handset with its location. This also
serves as a unique reference for the location of the subscriber as well since the LAl is required
before the handset can receive an incoming call. When the subscriber roams into a new LA,
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the handset also stores the new LAI on the SIM card, adding it to a list of the previous LAISs.
After being powered off and then powered back on, the handset will search the list of its stored
LAIs until it finds the one it is currently located in, thereby allowing service to resume.
Analysing the SIM card can provide the geographical location(s) where the SIM card, the
phone, and the owner of the phone (suspect) may have been.

* To analyse a SIM card, it is normally removed from the handset and inserted into an
appropriate reader. Command directives, called Application Protocol Data Units (APDUS),
are sent to the SIM by the tool to extract potential probative evidence that may be present in
the SIM file system. The original data on the SIM card is normally preserved by the
elimination of write requests to the SIM during its analysis. Extracted data integrity can be
maintained by the tool calculating the hash value(s) of the data from the files created and re-
verifying as necessary to demonstrate that they remain unchanged. Some SIM tools extract
and preserve data better than others. As with any forensic tool, examiners need to thoroughly
research those that are available to determine which one(s) meet their needs. Most examiners
are aware (or should be) that no one tool will be able to extract all the data from every different
type of cell phone or SIM card.

3.10. Standard Operating Procedure for Seizing a Mobile Device & Tablets

Device located

Interview & get details of device owner and its
password

Photograph /write details of the device-Time offset,
brand & model, any defects

Expert
available?

Expert to decide:

Whether to switch ON or switch OFF the device.
Some data may lost if device is switched off.

Whether or not to block the network signal.
Some data may be overwritten if network signal is ON.
Whether or not to extract data onsite.

Some data may be protected with password, extracting onsite can save time by verifying the
password onsite.
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Wrap in aluminium foil or set to flight mode
(To block network signal)

Label & seal

Seize, seal and label device accessories

(Including power cable)

3.11. Call Detail Record (CDR) “

A call detail record (CDR) is adata record produced by a telephone exchange or other
telecommunications equipment that documents the details of atelephone call or other
communications transaction (e.g., text message) that passes through that facility or device. The
record contains various attributes of the call, such as time, duration, completion status, source
number, and destination number. It is the automated equivalent of the paper toll tickets that
were written and timed by operators for long-distance calls in a manual telephone exchange.

3.11.1. Importance of CDR

e CDR comes very handy in investigating methods of crimes including some of the
most sophisticated one as well.

e CDR provides a great deal of information about the telephonic behaviour of the SIM
holder which help police investigating the crime in a systematic fashion.

X/

«» e.g; if someone is absconding after committing a crime, following information
can be obtained from CDR about him which will prove handy for investigating
the case:

¢+ The current location of SIM user

% Night locations of SIM user

X/

+«» Person(s) he is talking to (via incoming/outgoing calls) most frequently.
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3.11.2. Current Telecom Providers in India

ai'?El & vodafone m fgtelenor
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JIO Communications Ind ICom
A

Consain s MTNL AIRCEL

Figure2 3 : Major Telecom providers in India

The list of telecom service providers and the associated details can be downloaded using the
link http://www.trai.gov.in/ConsumerGroupUser.aspx

3.11.3. Guidelines for Requesting CDR

On identification of suspect mobile number, the investigating officer has to
identify the Service Provider Service Provider “of that number". The best
way to find the service provider of a particular number is by maintaining
SDR (Subscriber Data Record) of TSP (Telecomm service providers) across
India. The State should maintain an updated record of all SDR. Once the
identification of service provider is done, a request letter is given to the MSP
through the concerned officer. Follow all rules and regulations prescribed by
authority from time to time.

Every request for CDRs will be approved by the officer concerned in writing.

A register will be maintained to keep the time of getting the request, when it
was forwarded to the service provider and when the CDR was received.

Joint or Special commissioner (special cell) will authorise a few officers in
every police unit, who can send requests to service providers for call details
of a mobile number from their official emails.

No SMS, telephone call or fax request will be entertained unless an original
copy of request signed by the competent authority is produced by the
telecom operator. If the request is made through official email ID of the
competent authority, a physical copy needs to be produced before the nodal
authority of Telecom Company within 48 hours.

NOTE: It is necessary to understand various types of services provided by the
service provider before asking them for the logs of various services. Different service
providers use different formats to provide their CDR’s.
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3.11.4. Relevant Legal Sections & Compliances to Acquire CDR

3.12.

Call data records (CORSs) can be sought under the statutory provisions contained in
Section 92 of the Code of Criminal Procedure, 1973 or Section 5(2) of Indian Telegraph
Act, 1885 read with Rule 419 A of Indian Telegraph (Amendment) Rules, 2007

The authority seeking the COR in accordance with para (a), should first ascertain the
identity of the subscriber and ensure that the person in question is not someone whose
call details maybe of a sensitive nature.

Any proposal for seeking COR of a telephone, subscribed in the name of a sitting
Member of Parliament or a Member of State Legislature, should contain a clear
indication to that effect. In case the telephone belongs to sitting Member of Parliament,
the Police or Investigating Authority concerned should obtain prior approval of the
Commissioner of Police / Director General of Police, as the case may be.

The SOPs for LEA and TSP for lawful interception and monitoring, in so far as they
pertain to COR, should be followed. In addition to that, following safeguards should be
complied while handling COR related records electronically:

» The officials, handling the COR related records, are required to maintain the
sanctity and confidentiality of their password. The password shall be changed
frequently, at least once a month. The password shall not be shared with any
unauthorized person and if the authorization is found to be misused, it is the
authorized official, who will be held responsible.

» Any storage/communication made in respect of COR should be done through a
designated computer (1.P. address and MAC address) having biometric
authorization (Finger print) and kept in the office of officer concerned.

The nodal officer of LEA shall reconcile the COR requests sent by them with the TSP
on a fortnightly basis.

A register should be maintained of all numbers whose CDRs have been sought.
Supervisory officers must inspect the register containing details of the COR sought
once a month It should be impressed upon all the officers that obtaining the CDRs of
any individual is an intrusion into his/her privacy and cannot be resorted to in a casual
and cavalier manner.

Types of CDR

a) Normal CDR — Details of Incoming, Outgoing call SMS & MMS
It is a detailed record of calls & SMS that are sent and received. The general format of 13 field
CDR required from Telecom Service Provider is as shown in Figure. It is most commonly
requested for investigation purposes. However, the format of CDR varies for various service
providers. In the request for CDR, the date, time and duration for which CDR is requested has
to be mentioned.

Call Details for the Mobile Number:XXXXXXXXXX Period: DD/MM/YYYY
to DD/MM/YYYY
Type of
. First Cell |Last Cell Connecti Roaming
Calling |Called X
Party party Call Date |Time Dur IDof A [IDof A |Call Type IMEI IMSI on (Pre/ |SMSC '
Party Party Post Circle
paid)
2 3 4 5 6 7 8f 9 10 11 12 13

Figure2 4 : Format of 13 field column CDR required from Telecom Service Provider
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Figure 25 : Normal CDR

b) GPRS CDR —Details of Internet Uses & Its Location
General Packet Radio Service (GPRS). Details of internet use& its location. It contains
information associated with the internet usage of the requested number using mobile internet.
General Format of 16 field column GPRS CDR required from Telecom Service Provider is as
shown in below Figure.
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Figure 26 : Internet Sessions & Their Corresponding Locations in gprs cdr

GPRS CDR

MSI | SOU [ SOU [ SOURCE | PUBL | TRANS | PUBLIC | DESTINAT | DESTINA [ START END STATIC USER | MAC [ PGW_ | CGI
SDN | RCE | RCE | _PORT [1IC LATED | _IP ION_ TION _DATE _DATE _DYNAMIC | _ID |_ID |ADDRE | _ID

_Ip | _Ip6 e | e _PORT |Ip_ _PORT | 1mE TIME _ip ss

_AD | _AD _AD | _ADDR ADDRESS ousLc | pusLiC 1p | ~ADDRESS

DRE | DRES DRES | ESS 5 = =

ss |s s &
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16

Figure 27 : GPRS CDR Format
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c) Cell ID Chart — Information about BTS Tower

A Cell ID chart is a record of all the Cell Tower(s) belonging to a Mobile Service Provider
which includes the Cell ID, Latitude, Longitude, Address, etc of all the Towers. Every Service
Provider has their own Cell ID chart. The service providers provide the updated list of Cell IDs
to the LEA(s) as and when there are new Towers installed or any change in the previous towers.
An example of Cell ID chart is as shown in Figure.

1 Site Name District Latitude  Longitude

2 | w0 Achampet Achampet (Gntr] Guntur 1662793 | 8012445 | B0 |Sy.NO.123/18, Chigurupadu Village, Achampet Mandal, Guntur 405 025 12017
3 | w0 Achampat Achampet (Gntr] Guntur 1662799 | 8012448 | 220 |Sy.NO.123/18, Chigurupadu Village, Achampet Mandal, Guntur 405 025 12017
4| 1722 Achampet Achampet (Gntr] Guntur 1662799 | 8012445 | 320 |Sy.NO.123/18, Chigurupadu Village, Achampet Mandal, Guntur 405 025 12017
5| 10191 Dharmapuri Dharmapuri Karimnagar | 149432 | 79.0901 0 |Sri.Chukks Shankar /o Pedda Narasaizh,Survey No.650/1, Dharmepuri Vil 405 025 17167
§ | 10132 Dharmapuri Dharmapuri Karimnagar | 183432 | 780801 | 120 |SriChukks Shanksr3/oPedds Narassish,Survey No 850/1, Dharmapuri Vil 405 025 17187
7 | 10182 Dharmapuri Dharmapuri Karimnagar | 129431 | 78.0801 | 280 |SriChukka Shanker$/cPedda Narasaizh,Survey No.850/1, Dharmapuri Vil 405 025 17187
g | e9951 Duvwur Duvwur Cuddapah 1483991 | 7865628 | 130 |Sy.No.651/3, Duwurvillage & mandal, Kadapa dist 9908548343 405 025 17133
g | 49952 Duvwur Duvwur Cuddspah 1483991 | 7865628 | 240 |Sy.No.651/3, Duwurvillage & mandal, Kadapa dist 5908548343 405 025 17133
10| 49953 Duvwur Duvur Cutdapah 1483991 | 78.65628 | 330 |Sy.No.651/3, Duwurvillage & mandal, Kadapa dist 3908548343 405 025 17133
11| @71 IEEI leg] Mahbubnagar | 150185 | 77.6854 30 |SRIKATKESHWAR RICEMILL, EEJAVILLHANDAL MAHBUB NAGAR DISTRICT 405 025 1203
12| esm IEEI legj Mahbubnagar | 160185 | 77.6654 | 120  |SRIKATKESHWAR RICEMILL,IEEJAVILLHMANDAL MAHEUE NAGAR DISTRICT 405 025 12023
13| 49373 IEEI legj Mahbubnagar | 160165 | 77.6654 | 250  |SRIKATKESHWAR RICEMILL,IEEJAVILL-MANDAL MAHBUB NAGAR DISTRICT 405 025 12023
14| <9971 Indravelli Indravelli Adilsbad | 19.4879567| 78.67749667 | 50 [Atram Shivaji H.No. £-30, IndravelliV & M, Adilzbad 504 346, 3440747704 | 405 025 12013
15| assm2 Indravelli Indravelli Adilsbsg | 13.4873557| 78.67749667| 240  [Atram Shivaji H.No. £-30, IndravelliV & W, Adilabsd 504 346, 3440747704 | 405 025 12013
16| 49972 Indravelli Indravelli Adilsbad | 19.4879557| 78.67749667 | 330 [Atram Shivaji H.Ne. £-20, IndravalliV & M, Adilzbad 504 346, 3440747704 | 405 025 12013
17| 12081 Jami Jami Vidanagaram | 12.05065 | E325738 | 80  |SyNo.&75/1A JamiVillage & Mandal, Vijayanagaram 405 025 12018
18| 12052 Iami lami ViZianagaram | 18.05265 | E325798 | 180 |SyNo.&76/1A JamiVillage & Mandal, Vijsyanagaram 405 025 12015
19| 12083 Jami Jami ViZiansgaram | 18.05265 | E325738 | 310 |syNo.&76/14 JamiVillage & Mangal, Vijsyanagaram 405 025 12018

Figure2 8 : Cell ID Chart

d) Tower CDR (Tower Dump)

Contains all transactional details of calls and SMS that happened in the given duration
under particular cell tower or base transceiver station. In certain cases where no suspect is
identified with regard to a crime, the Investigating Officer(10) would collect the tower
location (Tower ID) where crime Scene falls and details of calls of a particular duration are
obtained. While fetching tower dump of a particular area, tower dump of all Service
providers has to be collected. To identify all the Towers serving crime scene, the 10 would
have to use "Cell ID Finding" tools. Some are software based, whereas some are hardware
based. For example, NetMonitor (mobile software) and Spectra (hardware). General
Format of 13 field column Tower CDR required from Telecom Service Provider is as
shown in below Figure.

TOWER DUMP
CALLING | CALLED |DATE | TI | DUR | CELL | CELL | CALL | IMEI | IMSI | TYPE | SM | ROAM
NO NO ME | (8} |1 2 TYPE NO 5C | NW

1 2 3 4 |5 6 7 8 | 9 | 10 11 12 13

Figure 30 : Different Fields in Tower Dump CDR

e) IPDR

An IPDR can tell, a number of things about incoming and outgoing network
traffic. It is a data record of all the network traffic at a Particular IP at the
Particular point in time. The general format for an IPDR is as shown in Figure.
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IPDR
Mobil | Cell [ [ M | Downink- | Uplink- | Session | Session | Pre Home Roamng [ICR Ho | Public [Pubic [Pon Desti
eNo. |1 El SI | Vel Vel Stant End- Post | Roamng | Network Operator | me | IPv4 IPvé Detal natio
Time Time Circle Indcator | Name Cir n

cle P

1 2 3 4 S 6 7 8 9 10 11 12 13 14 15 16 17

Figure 319 : Format of An IPDR

f) GPRS Dump (3G / 4G, Internet Dump)
The details of all the internet activities of a subscriber are provided in the GPRS Data
Record/GPRS Dump. An 10 must request for a GPRS dump of a particular mobile number for
a particular duration. The attributes available in a GPRS CDR are as shown in Figure.

GPRS CDR

MSI | SOU | SOU | SOURCE | PUBL | TRANS | PUBLIC | DESTINAT | DESTINA | START END STATIC USER | MAC | PGW_ | CGI
SDN | RCE | RCE | _PORT |IC LATED | _IP ION_ TION _DATE _DATE _DYNAMIC | _ID | _iID | ADDRE | _ID
_ip | _ip6 I _PORT | IP_ _PORT | ime TIME _ip ss

_AD | _AD _AD | _ADDR ADDRESS sisiiie | -poBiiess |« APDBESS
DRE | DRES DRES | ESS = - -
ss |s s P
1 2 |3 3 3 6 7 3 9 10 11 12 13 14 |15 16

Figure 32 : Different Fields of GPRS Dump

g) Subscriber Details Record (SDR)
There are various other documents that are provided by the Telecom Service Provider’s which
are required for proper analysis of call Data record(CDR). Subscriber Data Record (SDR)s is
a record of document collected and details filled by a consumer at the time of purchase of SIM
card. There are many fields in an SDR, a few relevant are shown in the Figure. The information
on other fields in an SDR can be referenced in the following link.

http://www.dot.gov.in/sites/default/files/Instructions%200n%20Verification%200f%20New
%20Mobile%20Subscribers%20%281%29.PDF?download=1

SDR

CAF | MSISDN | CUSTOMER | FATHERS DATE PRESENT | PERMANENT | RETAILERS | CURRENT | CITY | STATE | DOC | DOC

NO. NAME HUSBANDS | OF ADDRESS | ADDRESS NAME STATUS TIYP | _TYPE
NAME ACTIVATION POA S

1 2 3 k] 5 6 7 8 9 10 11 12 13

Figure 33 : Format of SDR

h) IMEI Database
A collective database that cross-examine an IMEI (International Mobile Equipment Identity)
number found in CDRs to the corresponding device details mostly model number and
manufacturer. IMEI database is maintained by Mobile Service Providers to maintain a Black
List/White List so as to block/allow a mobile phone from accessing their Network.
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i) RAW CDR
It is a CDR which contains more details than a normal CDR with attributes such as
OUTTRUNK, INTRUNK, INSWITCH, OUTSWITCH, etc. This is requested in investigating
cases involving spoofed calls. The general format of RAW CDR is as shown in Figure.

RAW CDR
CALLING | CALLED | CALL | TIME | DURATION | OUTFRAME | INTRUNK | IN ouT LRN | NETWORK
NUMBER | NUMBER | DATE NAME NAME SWITCH | SWITCH
1 2 3 4 5 6 7 8 9 10 11

Figure 35 : Format of RAW CDR

j) SDR (Subscriber Data Record)/CAF (Customer Acquisition Form)
SDR are the record document collected and details filled by a consumer at the time of purchase
of the SIM card. This document contains name, a passport sized photograph, location of
purchase of SIM card and address details of the Subscriber as filled by him/her.

A 12 .
239451 <= >

mw
ST <

Form no. 60/>5s de 60

Figure 35 : Sample CAF

3.13. Different fields available in CDRs
e Calling Number
o Calling number column in CDR provides details about those numbers which have
made the calls (Outgoing calls)
e Called Number
o Called number column in CDR provides details about those numbers which have
received the calls (Incoming Calls)
o Some MSPs provide this data under A_Number Column
o Some MSPs provide this data under B_Number Column.

e Date
o Date of Call
e Time

o Time of Call
o Sometime Data/Time is combined in Single column
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e Duration
o Duration in Seconds
e TowerID
o Mobile Tower from which the calls are made/received
e Call Type
o Type of Call — Incoming call (INC), Outgoing Call (OUT), Incoming SMS
(SMS_INC), Outgoing SMS (SMS_OUT)
o Also known as Cell ID. The Symbols for type of call i.e. INC, OUT, SMS_INC
and SMS_OUT might change with different MSPs
e IMEI
o International Mobile Equipment Identity (IMEI) is a number to identify the
Mobile phone device. Every Mobile phone device is having an unique IMEL. It is
usually printed inside the phone. It can also be found by typing *#06#
e |MSI
o International Mobile Subscriber Identity (IMSI) is a unique number stored in SIM.
It gets its relevance in CDR analysis by the fact that if a number is working on
multiple SIMs (Number Cloning), the IMSI of each SIM will be different

e Connection Type
o Prepaid (PRE) / Postpaid (PO/PP)
e SMS Centre
o SMS centre is responsible for sending/receiving the text messages for a telephone
network. When someone sends a SMS, it gets stored in SMS Centre from which it
is delivered to the recipient.

3.14. Different formats of CDRs

There are many MSPs in India. It has been observed that the format and type of the file in
which the MSPs provide the CDRs is not same. In fact every MSP might have its own format
in which it provides the CDRs.

* MS Excel format (.xls, .xIsx)

» Text format (.txt)

« Comma Separated Value format (.csv)
* HTML format (.html)

» PDF Format (.pdf) etc

3.15. Junk numbers in CDR

There are some junk numbers found in the CDR.
* Inthe above mentioned CDR there are some calling numbers like —
+ 1446BC65381C0613
» 549697C8>0BCC56
* These numbers are nothing but some automatically generated SMSs from various entities
like Companies, promotional SMS, Alerts etc
» To find details on those seemingly gibberish numbers, you may contact nodal officer of
respective service provider and request for additional details regarding the same.
3.16. Misuse of CDR
* CDR can easily be used to harass and inflict privacy violation
« Many Private Detectives ask for help from police to retrieve CDRs in name of character
verification or background verification resulting in fake cases
« Employees of Telecom Companies that have access to customer and billing database
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3.17. Things to be done before Analysis

Analysis of a CDR is best performed using Pivot table feature of MS Excel 2007/2010.
However there are following steps to be performed before we begin with CDR Analysis with
Pivot table

CDR format conversion

As discussed above, CDRs may come in different formats depending upon the MSP.
For analysis purpose we must convert it into either MS Excel format (.xIs/.xIsx) or Comma
Separated value (.csv) format.

Creating a Pivot Table

After the CDR to be analyzed is converted into MS Excel or CSV format, a pivot table
needs to be created. Pivot table is a data analysis and summarization tool found in MS Excel.
In order to analyze the data, a pivot table is created consisting of data which is to be analyzed.

1. Arrange the data in proper order (ascending) based on the time,date and in serial number
and make sure the 1% column (or) the “Calling Number” or “A party” consists of only
the number whose CDR we are analysing. The “Called Number” or “B Party” consists
of all other numbers.

2. Now goto Insert tab and click on pivot table. We get a prompt showing “create pivot
table”. Click OK. It will create a new pivot table in a new worksheet.

3. 1) Drag the “Called No.” field into the left most bottom box named as row labels.

ii) Drag the “CallType” field into the right most upper box named as column labels.
1i1) Drag the “Calling No.” field into ‘X’ (summation) Values column and click on it &
select “value field settings™ and select ‘count’ and say OK.

4. Select the grand total column until the last row, go to Options and click sort largest to
smallest. Here we will get the number to whom the accused has called maximum
number of times.

3.18. Analysis of CDR

The CDR may consist of hundreds, thousands or even lakhs of call records. Analysis of a CDR
is compulsory process to get useful information out of it. CDR Analysis is usually performed
to get following information (but not limited to) from a CDR® -

1. Top few numbers on which to which a mobile number user is calling frequently(Out
going calls)

2. Top few numbers from which a mobile number user is getting calls frequently

(incoming calls)

Top few maximum duration calls

1-5 seconds calls

Night location of mobile number user

How many SIM cards mobile number user has changed

o gk~ w

5The information required from CDR might vary from case to case
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7. How many Mobile sets mobile number user has used

8. Calls made during a particular time period (e.g. 10 AM — 6 PM), etc.

3.18.1. Vlookup

* Vlookup is a function in MS Excel.It is used to work with more than one excel file.In

CDR Analysis, it is generally used to map the CELL/Tower IDs in CDR to Tower
Locations in another file — Example in next slide.

« Itis a great tool to look for similar values in another excel sheets/workbookVlookup

function can be used to map Cell ID in one workbook to Site name in another

Hor|| Inse¢ | Pag | For | Dat | Rev | Vier | Dev * @ —

¥ A = Yo A [5==] B2
a A =] -
Font Alignment Number Styles Cells
L =T F - ~ ~ ~ - el
- Edit
D1 ~ - £~ | site Address =
20-May-2011 TO O1-Jun-2011 = - = -
te Time Dur(s) Celll !
20-May-11  17:54:50 637 1s5143! [=] =
20-May-11 18:05:59 3s; 15143; S B
20-May-11 18:07:08 107: 1si1a3: (i e
20-May-11 18:28:12 685 15143; 5091 rathidana
20-May-11  21:13:25 7: 1s14a3: {}
20-May-11 21:16:52 28 15143! 5092 rathdana
21-May-11 16:42:51 o 15143! o o
21-May-11 16:42:57 o: 15143! ramchan
21-May-11 16:43:01 o 15143 16041 Gosslcatationat
21-May-11  17:12:27 17104 151435
21-May-11  18:24:52 14 15143! 16042 Gosai Gate Hansi
21-May-11 18:30:53 o: 15143; g 3
. . 16043 Gosai Gate Hansi
21-May-11 18:35:59 14 15143 10
21-May-11 18:52:37 15 15143 11 1431 Ambal Railway Station
21-May-11 19:38:56 16: 15143:
21-May-11 19:40:33 1080 15143; 12 1432 Ambal Railway Station
21-May-11 20:13:09 a3s: 1s14a3: (} A5 AnBal Raliway Stalion
21-May-11 21:00:42 71 15143; 13

Figure 36: Vlookup

Creating a Pivot Table
After the CDR to be analyzed is converted into MS Excel or CSV format, a pivot table needs

to be created. Pivot table is a data analysis and summarization tool found in MS Excel. In order

to analyze the data, a pivot table consisting of all ‘to be analyzed data’ is created.
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Pivot table

Home el Page Lol Forfedis Dila  Redew  View  Deetlops Aosdm | Ogliord | Desgn [ ]

Frailabie Bame: | btive Ftld e g || GTeem Seledion | . [ - al =l i = = g ] e s
FrvalRabiel S # Urgrau Y ":] o) -l“:l.-’ W LG | MR Al SER (i —
-3 aprie [tice 1 - £ T Refeesh Crange Data || Qear Seled  Maee Prooi O F iF Fatdd | «/- Feld
o Ogbiam - Qg Fiela Settir 3 creeop Faeid p urce = - = PwoiTanie itk [Eutha ] Header
PisttTalnle Active Fiehd Graup Sart Cata Axtizns Feale ShoesHade
=] - i3 i
A B c o E F & H ! i L3 L L -P'-Nﬂlhleﬁdﬂlim - x
1
] Croone fiedds o add toreport; E
3 | ] Callry e
P . [ Cated b
5 vt Tabls |outw
1 Twee
g Tio buiild & report, choose s
T | fields from the PivotTabds Flcen
L Fighd List [Crewme of fawer
8 | | Eall Typee
10 e
11 ] o1 P
= — EiType
11 — il Fsc
19 ¥ — Fuoam Hw
13 —_—
15 Doy Fiedcls Betvmnen areors belgn:
17 o Report Fiter 1 Columeiabeis
1
13
fa |
o) 4 Poww Labeli I ke
b}
il
5
i)
¥
Dfier Layoul Ligdlale
B 4 kM| Sheetl - GEMT4ZLGT T3 ". A
Aeay | [Eam 5 z
Figure 37 pviot table

3.18.2. Analysis using Pivot Table

As discussed above, CDR analysis using pivot table provides us various information which are
useful in solving a case. Let’s see how CDR can be analyzed using Pivot table to get above
discussed details —

e Top few numbers on which a mobile number user is calling frequently (outgoing calls)

Pagelout  Fornuias  Dota  Review  View  Developer  Adddns | Options Design @- = x
cation i AT ) [ ][] | Siwiessen Genen e O | = e (B 5‘::““‘“’"' 57 A
ter | [ B4 0 =|[E o[ O A [ B ) G| e comter | (B~ % o [ 2] Sonamensl Fomer Ce) || dneent Delee RSt G i pies et
Fant B Aignmant ) [ e styies cas Edting

[ as - S| B2

A [ c o E £ G H ! 1 K T PvotTabe Feld List - x
1 |CalledNo 9896742167 |- Bs.
2 |puris) (Muttipte ttems) (1 Chosse fieds t sk t reperts
3 (7| Calling o
4 Callln!Nu - | Called o v
5 [8053752902] } }3"’
6 | 9729028838 @ bur(s) 7
7 | osgsaesizr e
8 [ |name o f towar
2 [ JcalTvpe
10 e
11 [ ™MsT No
12 Fityee
= 2| [Fswse
14 7] Roam Nw
15
16 Drag fie below:
17 7 R 1 Column Labels
18 Called Ne A
19 Dur(s) e
20
2
22 ] Row Labels I vahes
) Caling No X
2
25
s
27
W 4+ n| Sheetz ~Sheetd | Sheet1 9896742167 . (J [ ™ [C] Dafer Layout Update
s [ [EEIEFems—nm—]

Figure 38 : Top Incoming Calls
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Home Insert Page Layout Formulas Data Addins | Options Design @ - = x
PivotTable Name: | Active Field: *3 § % Group Selection | 4 j ﬂ ) =1 ‘_;i _;i} h =) [ Q +
PivotTablel Called No ‘: S % Ungroup Ll 2 ‘( L EE] i'.;.J/ g IM M 'Ij I - | 'DI:.L nﬂ
[ Options = || @ Fiela settings =3 Collapse Entire Field g Group Field | sort | Refresh cn;anl?;:)jta Clear  Select Fw’;lt?f:!ble PivotChart Formuias ,\_.7: Fl:fslld Bu;t’éns H:::égrs
PivotTable Active Field Group Sort Data Actions Tools Show/Hide
[ A5 - f| 543213 ¥
A B | ¢ D E F G H 1 J K L iPiwaahleﬁeldList v x
1 callingNo 9845012345 |7
2 . = (Choose fields to add to report:
3 |Row Labels |7 Count of Dur(s) 7 Calling No 7
4 198 4 VI called No 'l
5 [sa3213 3 [Eloate
6 8053752902 22 [Erime
[7|Dur(s)
7 9225026638 6 Clcais
8 9355709399 5 Flcal Type
9 9416280632 4 | [Fme
10 |9646068751 4 | st
11 9812378130 6 FIType
12 9813434246 4 [lsmsc
13 9822327059 7 [CIRoam Nuw
14 9896465321 7
15 |9896712742 4
16 |9896796238 5 Drag fields between areas below:
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18 Grand Total 93 Calling No -
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21
22 1] RowLabels X Values
23 Called No v | | CountofDur(s) =
24
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26
27, [ Defer Layout Update
M 4 n| Sheetl  sample COR %I 4 0 | m

Rag 3

Figure 39 : Outgoing Call Analysis Using Pivot Table

Top few numbers from which a mobile number user is getting calls frequently (incoming
calls)

Top few maximum duration calls

Home  Insert Page layout  Formulas Data  Review  View Developer  Addins | Options Design @ - o x
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B Options + || @ Fiela settings 2 Collspse Entre Feld || g %1 sot | Remiesn ChangeData | Clear Select  Move | PotChart Fomulss
PivotTable Active Field Group sort Data Actions Tools show/Hide
86 - £ an ¥
A B c D E F G H 1 J K L iPivoiTlhlz Field List v x
1
2 Called No 9845012345 -V (Choose fields to add to report:
3 [/|calling No h'd
4 Row Labels -7 Sum of Dur(s) [7]Called No 4
5 1697251533 490 [lDate
6 8930136707 a71] S::(s)
7 9229026638 20912 a1
8 9355709399 542 (Flcal Type
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Figure 40 : Maximum Duration Call
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e Night location of a mobile number user
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| A B £ D E F G H 1 J K I PivotTable Field List v X
1
2 called No 9845012345 = Choose fields to add to report:
3 || Calling No
4 [callingNo e (= Time ¥ L calld o v
5 8053716308 515143 22 [ElDate
6 =19229026638 =/15143 21 @] Time e
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8 ~19416916754 ~11842 21 [F]cal Type
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1 2 IType
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Figure 41 : Night Location of a User
e How many SIM cards a mobile number user has changed?
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Figure 42 : Number of Sim Cards Used
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e Calls made during a particular period (such as 9PM to 06AM)

Step 1: Display the time by dragging Time into Row Label

1 [callingNo 9896493167 1] PivotTable Fields e
2 . 3
s |rowianeEl- Choose fields to add to report: -]
4fosa0a2 | Called Number
5 05:47:23 Date
6 |06:03:58 7 Tir:na
7 |06:11:44 Duration
8 |06:15:25 Celll
9 |06:26:30 Call Type
10 |06:29:53 IMEI
11 |06:45:03 IMSI No
12 |07:07:07 nanDE TaDICE
13 |07:07:52
14 |07:11:34 Drag fields between areas belows:
13 |07:15:38 T FILTERS Il COLUMNS
16 |07:19:08
17 |07:23:27 Calling No v
18 |07:36:47
19 |07:39:23 -
20 |07:43:33 = ROWS ¥ VALUES
21 |07:56:21 Time A
22 |07:57:21
23 |08:22:16
Figure 43 : step -1
. ¢ : 9 2
Step 2: ‘Group the time’ into hours
H - EE
FILE HOME | INSERT  PAGELAYOUT  FORM
a : - L9 S
0 & Cut Calibri “u - a Grouping
ER Copy ~
Paste BT - . Py
. Vg = L
9By Copy Auto
Clipbo ont .
Eormat Cels.. Starting at: | 05:40:42
Al3 [& Refresh 07:07:52
Ending at | 234771
A Sort 3 D
1 |calling Filter - By
2 +  Subtotal "Time"
3 |Row Lab Seconds -
4 05:40:42' Expand/Collapse » Minutes
5 |05:47:23 88 Group..
6 |06:03:58 58 Ungroup.. Days
7 |06:11:44 Move N Egm:chs
8 |06:15:25 ) uarters
o |06:26:30 X Remove "Time Years
10 |06:29:53 [@ Field Settings.. o
11 |06:45:03 PivotTable Options... -
- = Mumber of days: |1 =
12 107:07:07 [F]| Hide Field List
13 |0?:0?:52 1
14 |07:11:34 [ —
Calibri +[11 - A" o C7 - . [ oK J [ Cancel
15 |07:15:38 AoA 0%00 v
= - - 0
16 |o7:19:08 B T = & A G 5
17 |07:23:27
Figure 44 : Step - 2
Step 3:

Drag Time into Filters and select the hours from 21hrs (i.e. 9PM) to 05hrs (i.e. till 5:59:55 AM)
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Figure 45 : Step - 3

Step 4: Lastly, drag the called number to know to whom the mobile number user called during

a particular period (9PM to 06AM in this case)
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Figure 10 : Step - 4

e Calls made during a particular time period (e.g. 10 AM — 6 PM)
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15 9671435276 9845012345

17 = 9812327059 9845012345 Drag fieids between areas below:

18 - 0813434246 5845012345 "7 Report Fiter 5 Column Labels

19 - 9813855450 9845012345 Time -

20 - 9845012345 123

2 198

22 543213

23 1735251057 1Ll Row Labels E vales

24 8053716308 Caling No -

25 8059955326 Caled o -

26 5050137092

27 9050295153

28 9355709399 T

M 4 % ¥ Sheet? Sheet3 . Sheetd | Sheetl  sample CDR _ ¥J m " m [

Ready Average: 9545012345 Count:32  Sum: 31504811 [[(110) L0088 (~)e U ih))

Figure 47 : Outgoing Calls between time period
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8. Calls received during a particular period (such as 9PM to 06AM)

Follow the same procedure as what is described in Query 9, except the last step where
instead of calling number, called number should be put into filters and called number should
be put into the row label.

1 CalledNumber 9896493167 T Fivotlable Fields A
2 |Time (Multiple Items) -T|
. * Choose fields to add to report: &2
3
4 Row Labels M v| Ldiitu e S
5 8053716308 Date
6 8053752902 v Time
7 9416916754 Duration
5 9729028838 Cell
9 912771463 ;\:!;‘J’PE
10 9896796238
IMSINo
11 1446BAB4BISC2633
12 Grand Total MORE TABLES... B
13
14 Drag fields between areas below:
B FILTERS COLUMNS
16
. Called Numb... »
v
18 Time -
19 -
0 ROWS T VALUES
21 CallingNo

2

Figure 48 : incoming Calls between time period

e Locations from where the calls were made during a particular period

Follow the same procedure as what is described in Query 9, except the last step where instead
of called number, cell ID or Tower ID or CELLL1 in this case would be dragged to the row
label.

A B C D E F G H I J K L M N ] -

1 CallingNo 9896493167 T PivotTable Fields T
2 |time [Multiple Items) -7

- . Choose fields to add to report: -
4 [BonChek) - Called Number =
5 11843 .

6 15143 /| Time

7 |Grand Total Duration

8 | Celll

9 Call Type

10 M

1 IMSENo

12 KAADE TADIEC e
13

1 Drag fields between sreas below:

2 FILTERS COLUMNS

16

= Callng N+

1= - Time -

19 =

I ROWS T VALUES

a celll -

22

Figure 49 : Call Location between a time period (outgoing calls)
o Locations from where the calls were received during a particular period

Follow the same procedure as what is described in Query 11, except the last step where
instead of calling number, called number would be dragged to the filter.
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1 |Called Number 9896493167 T

2 |Time (Muttiple tems) [-7]

w

4 RowlLabels ~
5 1951

6 11842

7 15143

2 Grand Total

a

Figure 50 : Location of Call between a time period (Received Calls)

e Numbers from whom SMSs have been received

A B C

Called Number 9896433167 -T|
call Type IN Ei

Row Labels |~ |

1697251533
1712601399
1731274207
8053716308
8053752902
8059955326
8930136707
13 8930653192
9034609880
15 9050332366
9355709399
9416280632
9416633706
9416916754
9466639985
21 /9646068751
9671435276
9671496077

VWO W R W N e

P
B e B

=
IS

SRR
ShwSo

Mo
W

Figure 51 : SMS Numbers

Volume- I

PivotTable Fields T

Choose fields to add to report: =4

| Called Number -
Date
/] Time
Duration
] Celll
Call Type
IMED
IMSI No

AAMBE TaDI EC

Drag fields between areas below:

FILTERS COLUMNS

Called Numb... ¥

Time A
ROWS T VALUES

Celll hd

=

PivotTable Fields %
Choose fields to add to report: A
7| Calling No -

/| Called Number
Date
Time
Duration
Celll
/| Call Type
IMED
IMSI No -

Drag fields between areas below:

FILTERS COLUMNS
Called Numb... =
Call Type =

ROWS ¥ VALUES
CalingNo =

IF we want to check about how many SMSs each number as sent, then we should drag any
field into the ‘Values’ and take a count of it.

Called Number — (All) M
Call Type SMT T
Row Labels v Countof Time
343211

678510
9671435276
9729028338

10 |1426BAG0BALCAG
111446BA64BI9C2633
12 |1446BC65381C0613
13 |1446BC65381C0653
14 |1446BC65381C6613
15 |1436B891-9301453
16 |1486BA91CE>310
17 14526B0A593A1>1>1
18 15385006330
19549697C8>0BCC36
20 |Grand Total

il

2

Lt]

B R - D LT R SN TC R

Blon rooro ow o o ro o @ e we e e e

Figure 52 frequent location

©CYBER X, SVPNPA HYDERABAD

PivotTable Fields =
Choose fields to add to report:

V| Calling No
v/ Called Number
Date
v Time
Duration
Celll
V| Gall Type
IME
IMSINe

Drag fields between areas below:

FILTERS COLUMNS
Called Numb... ¥
Call Type

ROWS I VALUES

CallingMe ~ ~ | || Count of Time *
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e Numbers to whom SMSes have been sent

Volume- I

Just exchange the calling number and called number in query 13, and select call type as
‘SMO’ i.e. SMS Outgoing.

1
2 |calling No 9896493167 |-T|
3 |Call Type SMO T
a
5 [Row Labels| - ICount of Time
6 9729028838 3
7 Grand Total 3
8
g
10
11
12
13
14
15
16
17
18
19
20
21
22

e Numbers from whom maximum SMSs have been received

Figure 11 : Sent SMS Numbers

PivotTable Fields T
Choose fields to add to report: =

/| Calling No =
/| Called Number
Date
/| Time
Duration
Celll
/| Call Type
IMEL
IMSINo -

Drag fields between areas below:

FILTERS COLUMNS
CallngNe =
Call Type =

ROWS Z VALUES
Called Numb... ¥ Count of Time ¥

Follow the procedure detailed in Query 13. Then, right click on any of the number in the

‘count of Time’ column and select Sort -> Largest to Smallest

1

2 |Called Number 9896493167 |-T|

3 |call Type SMT -
4

5 RowLabels ~ Count of Tim¢
6 [543211

7 678510

& 19671435276

9 19729028838

10 |1426BAG0BALCAG
11 |1446BAG4BI9C2633
12 |1446BC65381C0613
13 |1446BC65381C0653
14 |1446BC65381C6613
15 |1436B891>9301453
16 | 1436BAS1C6>310
17 4526B0A593A1>1>1
18 5385006530

19 |543697C8>0BCC56
20 |Grand Total

21

22

23

Galibri <11~ A A9 0 B

1

Fy Copy

Format Cells...
Number Format...

[A Refresh

Sort ¥ 8] SortSmallest to Largest

X Remove "Count of Time' ;l Sort Largest to Smallest

Summarize Values By ¥ More Sort Options...

Show Values As 3
*= Show Details
E.' Value Field Settings...
PivotTable Optiens...
B | Hide Field List

Figure 54 : Number from which maximum SMS are received

PivotTable Fields M
Choose fields to add to report: 4

v| Calling No =
| Called Number
Date
v| Time
Duration
Celll
v| Call Type
IMEL
IMSI No -

Drag fields between areas below:

FILTERS COLUMNS
Called Numb... v
Call Type 4

ROWS Z VALUES

Calling No & Count of Time +

As we can see below, Total 40 SMSs have been received, out of which Maximum SMSs
have been received from 1446BA64B99C2633 which appears to be company SMS (which

we received once we shop online or reserve our tickets and so on)
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62



Cyber Crime Investigation Manual

1
2 Called Number 9896493167 |-T'

3 CallType SMT T
4
5 RowLabels -+ Count of Time

6 |1446BA64B99C2633 1]

7 |1446BC65381C6613
8 |549697C8>0BCC56
9 1486BAS1CE>310
10 9729028838

11 1446BC65381C0613
12 1446BC65381C0653
13 4526B0A593A1-1>1
14 5385006330

15 1426BAG0BAICAG
16 9671435276

17 678510

18 543211

19 1486B891-93D1453
20 Grand Total

21

Errrrroomwww oo o

Figure 12 Maximum SMS received

e Numbers to whom maximum SMSs have been sent.

Volume-

PivotTable Fields *
Choose fields to add to report: A

| Calling No ry
| Called Number
Date
| Time
Duration
Celil
| Gall Type
IMET
IMSI No -

Drag fields between areas below:

FILTERS COLUMNS
Called Mumb... »
Call Type 2

ROWS I VALUES

CallingNo = | || Count of Time

Follow the same procedure as query 14, and right click on any of the values in Count of Time
column and select Sort -> largest to smallest

A B
1 A_NUMBER 08875370287
2 |CALL TYPE SMS_MOC

3

T
T

4 Row labels -+ Count of CALL TIME

5 09004064502
6 09619304352
7 09167017991
8 09699105995
9 109029629327
10 09892316922
1109920081394
12 09769209026
13 09920158948
14 09549416965
15 09167160470
16 09769357836
17 09920677092
18 09833756179
19 08767735461
20 08058090372
21 08875493603
22 09820546875

a3
]

il
75
al
49
47
43
42
36
22
19
17
15
13
1

9

9

8

C

D E F G H | J K L

Figure 56 : Number at Which Maximum SMS has Sent

PivotTable Fields v
Choose fields to add to report: -

/1 ANUMBER -
/1 B_NUMBER
CALL DATE
/] CALLTIME
DURATION
CELLID
LAST_CELLID_A
7] CALLTYPE
MEL -

Drag fields between areas below:

FILTERS COLUMNS
ANUMBER _ ~
CALLTYPE  ~

ROWS T VALUES

B_NUMBER Count of CAL.. ™

e All locations visited by the mobile number user- It’s a simple query, where we have just
drag the CELL ID field into Row Label.
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A 3 ¢ D £ F G H i J K L M N 0 P 0

1 PivotTable Fields v X
; @l Choose fields to add to report: v
4 103 Called Nurber .
5 1201 -

6 [1793 —

7 [1951 Duration

8 1952 V| Celll

9 6042 locations

10 [6321 Call Type

11 (6322 ME

12 [6542 MSINo 2
13 11361

14 11362 Drag fields between areas below:

15 111503 FILTERS COLUMNS

16 [11881

17 1182

18 [11843

19 [15081

20 |s0s ROWS £ VALUES
2115141 eIl -

22 |15243

23 |15223

Figure 57 : Locations Visited by Mobile User

However, if we also want the places where these cell IDs are placed, we should drag the
location part into Row label and format it in Table format.

. LNOOSETIEINS TO 3aA O FEporT:

3 [Cell1 '.Iocatlons > F
4 1103 Maulana Called Number
5 =/1201 Bhambholi Date
6 ='1793 Saranwa e
7 =11951 Dosarka Duration
8 =1952 Dosarka V| Celll
9 /6042 Krishna Colony v/ locations
10 6321 Gandhi Dham,YMNR Call Type
1 ='6322 Gandhi Dham,YMNR IMEL
12 -16542 Sector—17 IMSI No
13 =111361 #N/A
14 211362 #NJA Drag fields between areas below:
15 =111503 Vill Kambassi, Tehsil Barara, Distt Ambala ALTERS COLUMNS
16 =111841 Khatoni No 64/103 min, killa No 28/23/2/, VPO Thana Chappar, Tehsil Jagadhari, Distt Yamunanagar
17 =111842 Khatoni No 64/102 min, killa No 28/23/2/, VPO Thana Chappar, Tehsil Jagadhari, Distt Yamunanagar
18 111843 Khatoni No 64/103 min, killa No 28/23/2/, VPO Thana Chappar, Tehsil Jagadhari, Distt Yamunanagar
19 =115081 VPO Khanpur, Sub Tehs Mustafabad, Distt Yamunanagar. - o
20 15083 VPO Khanpur, Sub Tehs Mustafabad, Distt Yamunanagar. ROws 2 VALUES
21| E15141 VPO Sarda Heri, Tehs & Distt Ambala Cell M
22| ©15143 VPO Sarda Heri, Tehs & Distt Ambala locations ¥
23 =15223 VPQ Alipur, Tehs Barara, Distt Ambala.
na PR E VWL VoW VTR I PR TR BTy SR ——" A

Sheetl | Sheet? | Sheetd | Sample COR for Analysis ® 1 v Defer Layout Update

Figure 58: Cell to location

PS: Please refer to the vlookup description to fetch the locations of the Tower IDs if they are
not already available in the CDR.

e Locations most frequently visited

Follow the same procedure as in query 17. In addition, drag time field into ‘values’ and select
count of time.
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Volume-

PivotTable Fields T

2 . . Choose fields to add to report: A
3 | locations -t|Count of Time

4 |Maulzna 6 Called Mumber *
5 |Bhambholi 2 Date

6 Saranwa 1 7| Time

7 |Dosarka 3. Duratien

3 Dosarka 9 7 Celll

9 Krishna Calony 1 | locations

10 |Gandhi Dham,YMNR 2 Call Type

11 \Gandhi Dham,YMNR 3 IMEl

12 Sector—17 1 IMSI No d
13 #N/A 3

14 [#N/A 1 Drag fields between areas below:

15 VlllKan?hasn,'rehml-ﬁara-ra,DlsttAmhaIa ! - 1 FILTERS COLUMNS

16 Khatoni No 64/103 min, killa No 28/23/2/, VPO Thana Chappar, Tehsil Jagadhari, Distt Yamunanagar 10

17 |Khatoni No 64/103 min, killa No 28/23/2/, VPO Thana Chappar, Tehsil Jagadhari, Distt Yamunanagar 14

18 |Khatoni No 64/103 min, killa No 28/23/2/, VPO Thana Chappar, Tehsil Jagadhari, Distt Yamunanagar 5

19 | VPO Khanpur, Sub Tehs Mustafabad, Distt Yamunanagar. 1 -

20 VPO Khanpur, Sub Tehs Mustafabad, Distt Yamunanagar. 3 fows 7 VALUES

21 VPO Sarda Heri, Tehs & Distt Ambala 2 Gl ~ | |LCount of Time ~

Figure 59 : Most Frequent Visited Locations

Then, sort the values in Count of Time column from largest to smallest (as demonstrated
earlier)

A B C D E F G |~

1 PivotTable Fields v
2

= N Choose fields to add to report: v
3 |locations - |count of Time
4 VPO Sarda Heri, Tehs & Distt Ambala 286 c

- . - alled Mumber -
5 |Khatoni No 64/102 min, killa No 28/23/2/, vi VPO Sarda Heri, Tehs & Distt Ambala (locations}nunanagar 29 Dat
- Row: VPO Sarda Heri, Tehs & Distt Ambala o
5 Dosarka . 12 7| Time
7 Maulana 6 Duration
3 |Gandhi Dham,YMNR 5 Celll
3 VPO Khanpur, Sub Tehs Mustafabad, Distt Yamunanagar. 4 v/ locations
0 #N/A 4 Call Type
1 Industrial Area, Yamunanagar 3 IMEL
2 \Bhambholi 2 IMSINo -
.3 VPO Sudhail, Tehs Jagadhri, Distt Yamunanagar. 1
4 Vill Kambassi, Tehsil Barara, Distt Ambala 1 Drag fields between areas below:
.5 VPO Alipur, Tehs B , Distt Ambala. 1
'put, Tehs Barafa, DIs Ambala FILTERS COLUMNS

6 |Kansepur Road 1
7 |1Krishana Colony Workshop Road, Yamunanagar 1
3 |Saranwa 1
9 Sector-17 1 -
'0 | VPO Khera, Tehs Jagadhri, Distt Yamunanagar 1 Rows = VALUES
11 |rishna Colony 1 locations v | || Count of Time ~

2
Figure 60: frequent address

Here we can see that VPO SardaHeri, Tehs & District Ambala seems to be the most frequently
visited location of the mobile number user. It also conveys that the mobile number user might
be staying at this place.

e Locations visited during a particular period
Same as Query 11. However, just change the time according to the requirement.
¢ Route chart for a day

Route chart is extremely helpful in the investigations. Route chart of the mobile number user
for a day would invariably inform about his/her whereabouts throughout the day.

In order to find the route chart for one day, we can sort out the CELL IDs or Locations
according to the time of any particular day (for e.g. 25 may 2011 in this CDR).

STEPS

1. Create a filter on Date field
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H ©- & e = Sample CDR for Analysis.dsx - Excel
FILE HOME IMSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER POWERPIVOT
ions Clear EN
BB0L G B D= @V &5 3 8- B
.From Fr.om From From Other Existing Re.fre:h ) Edit Links zl Sort Filter < A : I Text to Fla.sh Ren.w'.'e : .Dat.a Consclidate .\“."hatjlf Relationships = Grot
Access Web  Tedt Sourcesw  Connections  All- e BOITLINKS # Advanced  Columns  Fill  Duplicates Validation - Analysis - -
Get External Data Connections Data Tools
c4 M f || Date
Turn on filtering for the selected
A E C D E cells. I J
1 |BHARTI AIRTEL L ¥ TED x = > = Then, click the arrow in the column = =
2 |Haryana Circle header to narrow down the data.
3 |Call Details of Mobile No 985649314 i TO 01-Jun-2014
4 |Calling No Called Number me Duration Cel MEI IMSI No
5 9729727738 989645318 e 7:54:50 837 352000000000000 405000000000000
6 9729727738 9896493167 20-May-11  18:05:59 35 0 Tell me more 352000000000000 405000000000000
7 9729727738 9896493167 20-May-11  18:07:08 107 XYW TU JGIGE TSI T O LTS0 AT T 352000000000000 405000000000000
8 9729727738 9896493167 20-May-11  18:28:12 685 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
9 9896493167 198 20-May-11  21:13:25 7 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000 405000000000000
10 9896493167 198 20-May-11  21:16:52 28 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000 405000000000000
11 |1446BC65381C0613 9896493167 21-May-11  16:42:51 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000 405000000000000
12 |1446BC65381C0613 9896453167 21-May-11  16:42:57 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000 405000000000000
13 |1446BC65381C0613 9896493167 21-May-11  16:43:01 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000 405000000000000
14 9729727738 9896493167 21-May-11  17:12:27 1710 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
Figure 61: Date filter
2. Select 25 may
A B C D E F G H I J
1 |BHARTIAIRTELLI | TED 7 E w7 ~ ~ ~ ~ ~ w7
2 |HaryanaC % Sort Oldest to Newest
3 |CallDetail Z| 5o Newest to Oldest )14 TO 01-Jun-2014
4 |Ca|limg Na Sort by Color N !Time Duration Celll locations Call Type IMEI IMSI No
5 97. o 17:54:50 637 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
6 97. 18:05:59 35 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
7 97. 18:07:08 107 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
8 97. Date Filters » | 18:28:12 685 15143 VPO Sarda Heri, Tehs & Distt AmbIN 352000000000000 405000000000000
9 98¢ - 21:13:25 7 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000 405000000000000
0 98¢ SE:EICh (AID ’OE| 21:16:52 28 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000 405000000000000
L1 |1446BC65: W20t m 16:42:51 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000 405000000000000
L2 |1446BC65: B"El_fgym 16:42:57 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000 405000000000000
L3 |1446BC65: = 16:43:01 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000 405000000000000
L4 97. 17:12:27 1710 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
L5 97. 18:24:52 14 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
L6 |549697C8> 18:30:53 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000 405000000000000
L7 97. 18:35:59 14 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
13 97. - 18:52:37 15 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
19 98¢ 19:38:56 16 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000 405000000000000
0 98¢ 19:40:33 1080 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000 405000000000000
1 967 20:13:09 435 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000 405000000000000
2 9896493167 9729727738 21-May-11  21:00:42 71 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000 405000000000000

Figure 62: Filtering date

It is now seen that only those calls which were made or received dated 25" may 2011 are listed
in time sorted manner.
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1 |BHARTIAIRTELLI * TED

2 |Haryana Circle

3 |Call Details of Mobile Mo 9896453167

4 |Ca|ling No
182 8053752902
183 9896663742
184 9896493167
185 9896796238
186 9896493167
187 9856493167
188 9896493167
189 8053752902
190 9671435276
191 1712601999
192 9856493167
193 9416635706
194 9813434246
195 1731274207
196 9813434246
197 9896493167
198 9896493167
199 9896493167
200 8053752902

Called Number

9896493167
9896493167
9812378130
9896493167
9991087188
9813105486
9813105486
9896493167
9896493167
9896493167
8053752902
9896493167
9896493167
9896493167
9896493167
8053752902
9812378130
8053752902
9896493167

e Route chart for the month

STEPS

1. Create a pivot table and drag the date into row label

A B

1

2

3 |Row Labels|
4 [20-May-11

5 |21-May-11

6 |22-May-11 !
7 |23-May-11

3 |24-May-11

9 |25-May-11
10 |26-May-11
11 |27-May-11
12 |28-May-11
13 |29-May-11
14 130-May-11
15 31-May-11
16 |01-Jun-11
17 |Grand Total
18

19

20

2

22

D

Volume- Il
C D F G H I J
T - - - * v - v
FROM 20-May-2014 TO 01-Jun-2014
|Date .|Time Duration Celll locations Call Type IMEI IMSI No
25-May-11  05:59:39 133 1951 Dosarka IN 352000000000000 405000000000000
25-May-11  07:10:53 27 1103 Maulana IN 352000000000000 405000000000000
25-May-11  10:05:26 67 1103 Maulana ouT 352000000000000 405000000000000
25-May-11  10:09:40 99 1103 Maulana IN 352000000000000 405000000000000
25-May-11  10:32:44 36 1103 Maulana ouT 352000000000000 405000000000000
25-May-11  10:36:38 229 1103 Maulana out 352000000000000 405000000000000
25-May-11  10:42:08 258 1103 Maulana ouT 352000000000000 405000000000000
25-May-11  12:10:10 128 15141 VPO Sarda Heri, Tehs & Distt Amb N 352000000000000 405000000000000
25-May-11  12:1%:51 0 1793 Saranwa SMT 352000000000000 405000000000000
25-May-11  12:36:47 75 15143 VPO Sarda Heri, Tehs & Distt AmbIN 352000000000000 405000000000000
25-May-11  13:35:23 61 15143 VPO Sarda Heri, Tehs & Distt Amb QUT 352000000000000 405000000000000
25-May-11  13:37:15 64 15143 VPO Sarda Heri, Tehs & Distt Amb N 352000000000000 405000000000000
25-May-11  14:04:31 81 15143 VPO Sarda Heri, Tehs & Distt AmbIN 352000000000000 405000000000000
25-May-11  14:16:52 a1 15141 VPO Sarda Heri, Tehs & Distt AmbIN 352000000000000 405000000000000
25-May-11  14:42:27 41 15223 VPO Alipur, Tehs Barara, Distt AmIN 352000000000000 405000000000000
25-May-11  14:55:40 90 1951 Dosarka ouT 352000000000000 405000000000000
25-May-11  15:48:21 44 6321 Gandhi Dham,YMNR ouT 352000000000000 405000000000000
25-May-11  15:50:14 24 6322 Gandhi Dham,YMNR out 352000000000000 405000000000000
25-May-11  15:51:03 64 6322 Gandhi Dham,YMNR IN 352000000000000 405000000000000
Figure 63: Date Filter output
F G I ] K L M N 0 p -
PivotTable Fields =%
Choose fields to add to report: =
Calling No .
Called Number
v| Date
Time
Duration
Celll
locations
Call Type
IMEI v

Drag fields between areas below:

FILTERS COLUMNS
ROWS I VALUES
Date &

Figure 64: Maximum activity

2. Group the dates into month
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[ I I R - ) R VN R N R

Row Lab¢| cjipri - [11 - a° o7 0 -
20-May-1 A . e
I = & - A - e g
21-May-1 L 7 T T
22-May-11 |
23-May-1 & Copy
24-May-1 Format Cells...
253-May-1 [+ Refresh
26-May-1
Sort 2
27-May-1 _
28-May-1 Filter 3
29-May-1 . Subtotal "Date"
30-May-1 Expand/Collapse F
31-May-1 _
3]
01-Jun-1; 28 Group
Grand Tg 28 Ungroup...
Mowve S
2% Remowve "Date"
@ Field Settings...
PivoctTable Options...
|Q| Hide Field List
Figure 65: Grouping date
Grouping |_E|—
Auto
[V] starting at: | 20-05-2011] |
[V Ending at: | 02-06-2011 |
By
Seconds p
Minutes
Hours
Dais
Cluarters
Years
Mumber of days:
| ok || cancer |

Figure 66: Monthly grouping of dates
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A B C D E F G H I ] K L M N 0 p .
1 PivotTable Fields
2
Choose fields to add to report:
3 Row Labels ¥
4 May Calling No
5 Jun Called Number
6 |Grand Total | | Date
7 Time
g8 Duration
9 Cell
10 locations
11 Call Type
1 IMEL
13
1" Drag fields between areas below:
B FILTERS COLUMNS
16
17
18
19 :
e VA
0 ROWS VALUES
21 Date i
el
Figure 67: Date in pivot table
3. Count the number of calls made/received during a particular month (say May in this
A B € D E F G H I J K L M N 0 P~
1 PivotTable Fields ~ *
2
. Choose fields to add to report:
3 Row Labels ~|Count of Time
4 May 33 Calling No
3 Jun 3 Called Number
6 |Grand Total I 360 /| Date
7 v/ Time
& Duration
9 Celll
10 locations
11 Call Type
12 IME
13
14 Drag fields between areas below:
b FILTERS COLUMNS
16
17
18
19 .
LA VA
7 ROWS VALUES
il Date ~ ||| Count of Time

Figure 68: Pivot Filtering

4. Right click on the value against Month of May (i.e. 355) and select ‘show details’
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A B C D F F
1 Calibri ~|11 ~ A" a B2 - g5 »
2 B I = H- A ~

3 Row Labels = Count of Time

4 1
4 [may L e con
5 Jun

F t Cells...

5 |Grand Total q L=l Zormat e
7 Mumber Format...
B ré Refresh
7 Sort 3
]
1 2< Remove "Count of Time"
2 Summarize Values By k
'3 Show Values As r
L4 —
. *=  Show Details
6 L_'o Value Field Settings...
7 PivotTable Options...
8 B | Hide Field List
a
0

Figure 69:Counting monthly activities

It would show all the calls made/received during a month sorted with Time.

Volume- I

A B C D E F G H 1 J
e8] Calling No Bl called Number Bl ate____BdlTime B puration Bl celi1 _Bdliocations Bl call ype Bl v B3 ivsi no B2

2 | 9729727738 9896493167 20-05-2011 17:54:50 637 15143 VPO Sarda HIN

3 | 9729727738 9896493167 20-05-2011 18:05:5‘3" 35.| 15143 VPO Sarda HIN

4 | 9729727738 9896493167 20-05-2011 18:07:08 107 15143 VPO Sarda HIN

3| 9729727738 98964933167 20-05-2011 18:28:12 633 15143 VPO Sarda HIN

& 9896493167 198 20-05-2011  21:13:25 7 15143 VPO Sarda H OUT
7 | 9896493167 198 20-05-2011 21:16:52 23 15143 VPO Sarda H OUT
g 1446BCH5381¢ 9896493167 21-05-2011 16:42:51 0 15143 VPO Sarda HSMT
9 1446BCH3381¢ 98964933167 21-05-2011 16:42:57 0 15143 VPO Sarda HSMT
10 |1446BC65381¢ 9896433167 21-05-2011 16:43:01 0 15143 VPO Sarda HSMT
11| 9729727738 9896493167 21-05-2011 17:12:27 1710 15143 VPO Sarda HIN
12| 9729727738 9896493167 21-05-2011 18:24:52 14 15143 VPO Sarda HIN
13 |549697C8=0Bt 9896493167 21-05-2011 18:30:53 0 15143 VPO Sarda H SMT
14 | 9729727738 98964933167 21-05-2011 18:35:59 14 15143 VPO Sarda HIN
15| 9729727738 98964933167 21-05-2011 18:52:37 15 15143 VPO Sarda HIN
15 | 9896493167 9355709399 21-05-2011 19:38:56 16 15143 VPO Sarda H OUT
17 | 9896493167 9355709399 21-05-2011 19:40:33 1080 15143 VPO Sarda H OUT
18 | 9671792740 98964933167 21-05-2011 20:13:09 435 15143 VPO Sarda HIN
19| 9896493167 9729727738 21-05-2011 21:00:42 71 15143 VPO Sarda H OUT
20| 9896493167 543213 21-05-2011 21:06:18 30 15143 VPO Sarda H OUT
21| 9896493167 543213 21-05-2011 21:07:00 3 15143 VPO Sarda H OUT

Figure 70: Pivot result

Now we can easily find out the locations during the month.
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e Route chart plotting on Google Map for a particular day

Plotting the Route Chart on Google Map require the Coordinates of the Tower. The coordinates
can be retrieved from the Tower ID Chart received from the Mobile Service Provider.

A normal Tower ID chart would contain the Tower ID as well as the Latitude and Longitude
of the Towers.

A E [
£
E = =
= - 3
1 S
2 2071 20.16565 F6.8726
= 2072 20.16565 TE.8T26
a 2073 30.16565 | 76.8726
5 5091 28.9029 Fr.osgsg
(=1 5092 25.9029 Fr.05s8
7 5093 25.9029 | 77.0588
a8 16041 2910745 5. 95575
=] 15042 2910745 TH5.95575
10 16043 29.10745 | 75.95575
11 14321 20.24555 6. F929
1z 1432 30.34555 TE. 7989
1= 1433 30 34555 FE. 7989
14 22121 285971 | 76.1514
1= 22122 28.5971 TE.1514
1& 22123 28 5971 TE 1514
7 2161 30.07475 | 76.98225
1= 2162 23007475 TG.98225
19 2163 30 07475 TE 98225
20 1251 30.21205 | 77.0365

Figure 71: Cell ID chart

We can use Vlookup to fetch the Coordinates from the Tower ID Chart to the CDR file.

A B C D E F G H I J K L M

4 Ccalling No Called Number  Date Time  Duration Celll  locations Call Type IMEI IMSI No LAT LONG

3 9729727738 9896493167 20-May-11  17:54:30 637 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000  405000000000000 30.3132 77.1645

6 9729727738 9896493167 20-May-11  18:05:39 35 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000  405000000000000 30.3132  77.1645

1 9729727738 9896493167 20-May-11  18:07:08 107 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000  405000000000000 30.3132 77.1645

8 59725727738 5896493167 20-May-11  18:28:12 685 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000  405000000000000 30.3132 77.1645 )
9 9896493167 198 20-May-11  21:13:25 7 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000  405000000000000 30.3132  77.1645
10 9896493167 198 20-May-11  21:16:52 28 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000  405000000000000 30.3132 77.1645
11 1446BC65381C0613 9896493167 21-May-11  16:42:51 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000  405000000000000 30.3132  77.1645
12 |1446BC65381C0613 9896493167 21-May-11  16:42:57 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000  405000000000000 30.3132 77.1645
13 1446BC65381C0613 9896493167 21-May-11  16:43:.01 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000  405000000000000 30.3132  77.1645
14 9729727738 9896493167 21-May-11 17:12:27 1710 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000  405000000000000 30.3132 77.1645
15 9729727738 9896493167 21-May-11  18:24:52 14 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000  405000000000000 30.3132  77.1645
16 |549697C80BCC6 9896493167 21-May-11  18:30:53 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000  405000000000000 30.3132 77.1645

7 59725727738 5896493167 21-May-11  18:35:59 14 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000  405000000000000 30.3132 77.1645
18 9729727738 9896493167 21-May-11  18:52:37 15 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000  405000000000000 30.3132  77.1645
19 9896493167 9355709399 21-May-11  19:38:56 16 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000  405000000000000 30.3132 77.1645
20 9896493167 9355709399 21-May-11  19:40:33 1080 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000  405000000000000 30.3132  77.1645
21 9671792740 9896493167 21-May-11  20:13:09 435 15143 VPO Sarda Heri, Tehs & Distt Amb IN 352000000000000  405000000000000 30.3132 77.1645
22 9896493167 9729727738 21-May-11  21:00:42 71 15143 VPO Sardz Heri, Tehs & Distt Amb OUT 352000000000000  405000000000000 30.3132  77.1645
23 9896493167 343213 21-May-11 2L:06:18 30 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000  405000000000000 30.3132 77.1645
24 9896493167 543213 21-May-11  21:07:00 3 15143 VPO Sarda Heri, Tehs & Distt Amb OUT 352000000000000  405000000000000 30.3132  77.1645
25 | 1446BA64B99C2633 9896493167 21-May-11  21:07:01 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000  405000000000000 30.3132 77.1645
26 | 1446BAG4B93C2633 5896493167 21-May-11  21:07:15 0 15143 VPO Sarda Heri, Tehs & Distt Amb SMT 352000000000000  405000000000000 30.3132 77.1645 ]

Figure 72: vlookup to map lat and long

Route Chart plotting for a day (e.g. 25-May 2011) hence would include all the Locations (with
their Coordinates) which were visited by the CDR holder during the day.
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A B C D E F G H 1 ) K L M N 0 Po[s
1 Date 25 May-11[¥ PivotTable Fields M
2 Choose fields to add to report:
3 |cell - Juat ~|LoNG [~
4 51103 530273 77.0461 vurauon
5 F1201  530.1996 77.2161 | Celll
& 51793 =30.3473 771911 locations
7 51951 2302571 77.0744 Call Type
8 56042 53013565 77.27205 L]
9 S6321 9301667 77.2947 IMSIho
n 2632 5300667 71.2347 Drag felds between areas below:
1 26542 ©30.1598  77.2956
12 S11841 302149 77.1682 FILTERS COLUMNS
13 S11842 5302149 77.1682 Date S
14 511843 5302149 77.1682
15 515081 =30.1936 77.1877
16 515083 =30.1936 77.1877
17 S15141 5303132 77.1645
18 Z15143  530.3132  77.1645 ROWS Z VALUES
19 515223 ©30.2658 77.1276 Celll -
20 S61361  ©30.1713 77.25895 LAT -
21 561561  ©30.13565 77.27205 NG =
22 561673  ©30.1650  77.231

Figure 73: vlookup on cell id

In order to plot the Tower IDs on Google Map, we would collect the above-mentioned CELL
IDs along with the coordinates and prepare a .CSV file.

In order to prepare the .CSV file, the data above should be copied and paste into a new Excel
Sheet, and should be saved as Comma Separated Value format.

H S B s

FILE HOME INSERT PAGE LAYOL
36 Cut Calibri .
B Copy -~
¥ Format Painter ru-j=
Clipboard M Font

Al - I Ce
A B C D

|CE||1 _IL."—".T LOMNG

1

2 1102 30.2731 77.0461
3 1201 30.19%6 77.2161
4 1733 30.3473 77.1911
5 1951 30.2571 77.0744
& o042 30.13565 77.27205
7 6321 30.1667 T77.2947
= 6322 30.1667 77.2947
9 6542 30,1598 T77.2956
10 11841 30.2145 77.1692
11 11842  30.2149 77.1692
12 11843 30.2149 77.1692
1= 15081 30.1936 771877
14 15083 30,1936 771877

15 15141 30.3132 77.1645
16 15143 30.3132 77.1645
17 15223 30,2658 77.1276

Figure 74: save the result

USE OF FUSION TABLE

Next, we will use the Google’s Fusion Table feature to plot the coordinates onto the Map.
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Fusiontables can be accessed from here —

https://support.google.com/fusiontables/answer/2571232

Go gle Search Google Fusion Tables Help n Abhishek [ 253

Fusion Tables Help FUSION TABLES 3]

Home

About Fusion Tables

About Fusion Tables

Create with Fusion Tables

Find public data
Bust your data out of its silo! Import data
Get more from data with Fusion Tables. New features

Fusion Tables is an experi data vi: web ication to gather, visualize, and share data tables.

CREATE A FUSION TABLE | GET THE DRIVE APP

Visualize bigger table data online

About Fusion Tables API

* Filter and summarize across hundreds of thousands of rows.

* Thentry a chart, map, network graph, or custom layout and embed or share it.

Figure 75 Fusion table
We can create a new Fusion Table by clicking on ‘Create Fusion Table’ button.

PS: We need to be signed in with a Google ID in order to create a fusion Table

Import new table

of

HELP FORUM

q From this computer Mo file selected.

Google Spreadshests “fou can upload spreadsheets, delimited text files (.cav, tsv, or txt), and
og P Keyhole Markup Language files (.kml) Learn more

a Create empty table

Or search public data tables

New to Fusion Tables? Cancel « Back

Take a peek! Play with a data set or try a tutorial.

Figure 76: Add File

Now, browse the .CSV file which was created above.
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| File Upload
p!

S ——

Volume- I

=)

@uv| o« mywritings » CDR Analysis » - |4'rf|| Search COR Analysis P|
Organize « MNew folder =~ [0 @
*  Mame Date modified Type
i Computer . )
) ./ [Hands-on Data - CDR and Tower Dump Analysis] 07-01-2016 15:44 File folder
&, Local Disk [C:) , i - ,
. video lectures 06-01-201618:31 File folder

ca LENOVO_DOS (E:
¢4 BD-ROM Drive (F

—u Mew Volume (G:)

ﬁ Bookl axdsx
CDR Analysis.docx
[3%] CDR Analysis.pptx

07-01-201615:44
07-01-201615:58
24-09-2012 08:52

Microsoft E
Microsoft W

Microsoft P

ca Mew Volume (H:]

i |@ Locations to be plotted on Google Map.csv 07-01-201615:44 Microsoft B
—w New Volume (T:)
ca Mew Volume ()
== CD_ROM (Q:)
‘“ﬂ Metwork
Als [ i | P
File name: Locations to be plotted on Google Map.csv = = [A” Files (*.*) "]
[ Open ] [ Cancel I
Figure 77: Select File
The file has been shown as selected. Click on Next
X
Import new table
; From this computer Locations to be plotted on Google Map.csv
Separator character © Comma 13D o Golon o Other
Iﬁ Google Spreadsheets Character encoding UTFE ~
h Create empty table “fou can upload spreadsheets, delimited text files (.csv, .tsv, or .txt), and
Keyhole Markup Language files (kml) Learn more
Or search public data tables
New to Fusion Tables? Cancel « Back Hext »
Take a peek! Play with a data set or try a tutorial.
Figure78 : Using Fusion Table
The data imported is previewed here. Click on Next
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Import new table

Column names are in row

W oo = g M e W R =

- ==
- =

12

New to Fusion Tables?

Celll
1103
1201
1793
1951
6042
6321
6322
6542
11841
11842
11843

LAT
30.2731
30.1996
30.3473
30.2571
30.13565
301667
301667
30.1598
30.2149
30.2149
30.2149

Take a peek! Play with a data set or try a tutorial.

Click on Finish

Import new table

Table name
Allow export
Attribute data to

Attribution page link

Description

Figure 79: Fusion table

Locations to be plotted on Google Map

be plotted on Google Map.csv.

Cancel

For example, what would you like to remember about this table in a year?

New to Fusion Tables?

Take a peek! Play with a data set or try a tutorial.

Figure 80: Fusion Table

Cancel

« Back

LONG
77.0461
772161
77191
77.0744
7727205
77.2947
77.2947
77.2956
77.1692
77.1692
77.1692

« Back

Inported at Thu Jan 07 02:32:37 P3T 2016 from Locations to

Volume- I

»

m

We now see that the locations are inserted into Fusion Table. In order to plot the coordinates
on Google Map, click on “Map of LAT”
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Locations to be plotted on Google Map
Imported at Thu Jan 07 02:32:37
Edited at 4:05 PM

File Edit Tools Help Rows 1 ~

“ Mo filters applied

oL ¢
= Cards 1

4 11%0f13 » '}
Cell1 LAT LONG
1103 30.2731 77.0461
1201 30.1996 77.2161
1793 30.3473 77191
1951 30.25M1 77.0744
6042 3013585  77.27205
6321 30.1667 77.2947
6322 30.1667 77.2947

Figure 81: Google map

PST 2016 from Locations to be plotted on Google Map.csy.

Here we can see that that Towers are plotted on Google Map.

Locations to be plotted on Google Map

Imported at Thu Jan 07 02:32:37 PST 2016 from Locations to be plotted on Google Map.cs:

Edited at 4.05 PM

File Edit Tools Help = Rows 1

No filters applied

Configure map

Bk Cards 1 ? Map of LAT ~

Location LAT = Map Satellite Sambhalkha 4 Kalpi
Mohra Darala T 73 Muygana
~ Feature map Hema Majra °
Dhi
Change feature styles... 3] "
Landha £ibga
Change info window... Goripur _ Dinarpur Barara
» Heatma hoy
P Padlu Thamber .
@ Shahbaad
Markanda
ilsana &)
Deeg

Figure 82: Google map 2

¢ Map of LAT
Saved 19r
Sl Chintpur
Nawan Shah r o
Pabni Kal
Kalawar
Chhachhraci
Bala Chaur  Jaidhar
Sadhol Munda Khera
Mustafabad o Kharw.
o
° .
Kalanpur o) Ja%dhn
B WMajhar
sasaull / (84) Sugh Gyasuddin Bur
Aibe
o o AiverS i
Yamuna Nagar & agscodpur

In order to plot the Coordinates on Stand alone Google Maps (i.e. Maps.Google.com), we can
download the KML file of the fusion table, which can be later uploaded to the Maps.

STEPS to download the KML file from Fusion Table
1. Switch to the Classic look
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Locations to be plotted on Google Map

n7 noe-

Volume- I

Imported at Thu Jan 07 02:32:37 PST 2016 from Locations to be plotted on Google Map.cav.

Edited at 4:05 FM

File Edit Tools Help = Rows 1 Bt Cards 1

m Mo fii  Fusion Tables Help Center

Learn about the Mew look

9

Configure Back to Classic look

Search public tables
Location I MNew features

Tutorials

T Feature ma|
Learn from other Fusion Tables users

Change featu .
J Report an issue

Report abuse
Change info v P

Figure 83: Plotting Google map 3

2. Select the Map

Locations to be plotted on Google Map
File  View Edit Visualize Merge Labs
Table

Intensity map

Showing all rows

- LAT~

Line 302731
30.1996

30.3473

Bar

Pie
302571

Scatter 30.13565

Timeline (date, number) 30 1667

Figure 84: Map Data
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Kalocana

Map of LAT ~

IS 1220 1 a

e

Landha

Goripur Dinarpur

3

1

4] shahbaad

Markanda

amertham,

Switch to new look | Getlink | | Share

1-19of 1¢

LONG~ &2
770461
72161 2
T @
o744 2

7727205
772047 P

=== ===
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3. Download KML

Locations to be plotted on Google Map

File View Edit Visualize Merge Labs

Showing all rows options

Location AT v [IDisplay as heat
(2]

map Configure info window Configure stylel Download KML

Volume- I

Download KML link Get embeddable link

Dittupur Hajpura o Nardingarh maja
A i e —
j Map  Sateliite i | Jatwar Shahzadpur C‘D Paniwala. L'fr?gifcm?y Pao
- e il d
Daun Kalan 2 £y
~ Ambala -, L] Sadhalra Taharpur
Kalyan X Kales
Patiala e m
Sulhar Ambala Sadar &
Sanaur / Saha Bilaspur 4
1 T3 #
L Mahra Mugana ) J
65 @. = ! Raip
Dakala
= B o i
Masigan @ arara T stafaba‘ ° CD Q\?
Shahbaad . $&
~/Thol M:rkazia o Qag‘dhrl &
i ] Ajrawar @ 9 i
 Kasoli | * Ismailbad Yamuna'Nagar
) ¥ - - 4 Charifnark ==
Figure 85: Download KML
STEPS to upload the KML file to Google Map
1. Open maps.google.com (after logging into the gmail account)
2. Open MyMap (https://www.google.com/maps/d/)
Georgi s Uzbekisth i : o 3
ﬂ.S-Pmn e (' zbekistan Kyrgyzstan B;’-I':Jg;g ¥or o) EE':'
Azerbaijan g ® North Korea <,
Turkey Turkmenistan Tailldstants Sﬂogulf
I “®
[ South Korea
T“Legl‘wll China
Isnelylf‘ ; Iran ISN?%MI
\/\wan}n East China Sea
t Rivadh Persian Gulf { Taipei
UIZOZ)” United Al Lh glz?tel
. United Ara p
M:ffa Saudi Arabia g /-. Horgééong Taiwan
ol
i o
} X - Welcome to
My Maps
n / i \Y\/{ South Kalusunan
Eritrea el { Vi China Sea
ietnam
NGl of Aden Atabian'Sen Cambodia Philippines
) Djibouti n Sea Visayas
Gulf of
Pal Negros
d Ethiopia open Bimop Thatend £ Mindanao
idan ¢ W, Basilan
b . Take a tour Malaysia "
“A T Kuala Lumpur /
i \ / Somalid o f\ Celebes Sea

Figure 86: Map link

3. Click on “Create a New Map”
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Bulgaria~ Georgias Gaspiansear | @Y Uzbekistan *Z o . _
|
" . |
mel Untitled map » Turkmenistan ‘\j TS T
EYARAER B Lol ™™

‘ All changes saved in Drive

® Addlayer &+ Share
|
'V Untitled layer :
B import

Add places to this layer by drawing or
importing data. Learn more

~ Base map

Yemen

4. Click on Import

Afghanistan

Iran
Pakistan -\, beini
®

lour
! U
United Arab
‘Emirates

India

Jumen ¢ Mumbi
Hyderabad
e}

Figure 87: New Map

Volume- I

| Untitled map

Upload

Add layer Share

¥ Untitled layer

Add places to this layer by drawing
importing data. Learn more

Base map
Sudan
Eritrea Yem
ol
Ethiopia
South Sudan
Somalia
Uaanda

Choose a file to import

Google Drive

Select a file from your computer

Cancel

Figure 88: selecting Data

5. Upload the KML file downloaded earlier
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Choose a file to import
Upload Google Drive
Uploading...
Figure 89: File upload
All the locations are now plotted on the Map
moan
nkhal
Untitled map Milkara
1 view ? < 7 | o Sadhaura e
All changes saved in Drive ¥ Taharpur  Darpur
Badhauli Pirthipur
* Addlayer &+ Share
Gola description celli-1201 o
' Locations to be plotted on Google... : LAT:30.1996
T Individual styles Saha LONG: 77,2181 Chintplir
Kalpi celln 1201 i Karkaul
it @ = & arkauli
& - 5 B mgyne LAT 30.1996
i ® @ ema Malfl - LoNG 77.2161
@ . .
® 3] | % 30.1996,77.21609 S @ T T chnachhao
Bala Chaur  -Jaidhar
@ Subga
® Barara Qadhuh Munda Khera
Mustafabad @ @ T Kharwan
@ Adhoya -
@ Padlu Thamber . @ et
ol (0] Kalanpur @ Jﬂgjh” .
Buria
- Majhar
orkha - Sasauli & Sugh Es;a.suddm BPur
Deeg g“'”’ e \agsoodpur
. Yamuna Nagar Fatehpur £
IoKEsa =
Jhansa - "3_-5

Figure 90: Result Map

3.18.3. Multiple CDRs Analysis

Multiple CDR Analysis is very useful in cases where there are more than one suspect in a
case. The CDRs of the suspects can be analyzed to find out —

1. Whether they were in touch with each other

2. Is there any number to which all or some of the suspects are communicating

M S Excel again can be used to analyzed multiple CDRs
Steps

1. Place all the CDRs to be analyzed in one folder
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] Name

B Ladsx
85 2dsx
B 3.dsx
B dxlsx

Date modified

06-01-2014 14:33
06-01-2014 14:34
06-01-2014 14:36
06-01-2014 14:35

Figure 91: Multiple CDRs

Volume- I

Type Size

Microsoft Excel W...

9 KB
9 KB
9 KB
9 KB

A
W

Microsoft Excel

Microsoft Excel W...

LA
I.'l'...

Microsoft Excel

2. Create a MASTER file appending all the calling numbers and called numbers of all

the CDRs

6o o An- —
HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER POWERPIVOT Insights Batchr
e X Cut _— .- = = - = mx =2 ZAutuSum - A
Calibri 1 AN T== ¥ EWepTet General " D 4 f= B EI Y H]
Plt}E@COW ) & . = C | | F Et CDH Iaart DEEI't F t EF\II' Szrt& Find &
aste Iu- . A = = 3= EMerge Center ~ 0+ 0 9 %3 #1 Conditional Formatas Cel nsert Delete Forma o ind
- ¥ Format Painter 4 ! > Formatting = Tablew Styles- - M M € Clear~ Filter - Select
Clipboard [F] Font [F] Alignment [F] Mumber [F Styles Cells Editing
1 SECURITY WARNING  External Data Connections have been disabled Enable Content
K12 - £ H fa gn v MASTER slsx - Excel
AGE LA A A VIEW
A 8 ¢ D E F G H HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER
1 |calling number called number fate time duration IMEI IMSI type "D % Calibri Ju A General  + ) Conditional Formatting -
2 1 345 P1-05-2014 54 98 11111 22227 out i EER 28 % GFDrmatasTab\e'
, aste . . <A~
3 123 1 p2-05-2014 54 98 11111 22222 in e BIU D- A o m 57 Cel Styles +
4 % 1p3-05-2014 34 9 g 2222 in Clipboard & Font L Aignment & Mumber & Styles
5 1 345 p4-05-2014 54 98 11111 22222 out
& 876 1 Pps5-05-2014 54 98 11111 22222in Al T Fe
7
g A ] C D E F G H 1 J
; ]
10 2
11 :
12 4
13 5
14 6
- 7
Figure 92: Creating Master file
| SECURITY WARNING External Data Connections have been disabled Enable Content
82 A f| 3ss H &- fu o= MASTER xlsx - Excel
R . c 5 . . B y h HOME | INSERT  PAGELAYOUT  FORMULAS  DATA  REVIEW  VIE
1 Calling number called number date time duration IMEI Ms type X Calibri == & (Genel - Eicond
2 1 345 01-05-2014 54 98 11111 22222 out . B - E- -9 Hrom
3 123 1 02-05-2014 54 98 11111 22222 in e g B I U- Logm Gicels
4 876 1/03-05-2014 54 98 um 21277/ In Clipboard K Fant ] Alignment o Number
Bl 1 345 04-05-2014 54 98 11111 22222 out
4] 876 1 05-05-2014 54 98 11111 22222 in C1 - F3
7
s A B C D E F G H
9 1 |CDR-1 CDR-1 :!
1 2 1 1
1 3 123 1
15 4 876 1
13 5 1 1
14 6 876 1
15 7 345 1
15 8 1 1
17 9 1 1
15 10 345 1
19 1 1 1 -
50 12 l=n
21 =
. 4
Figure 93: creating master file 2
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PS: in the above screenshot, the numbers of First CDR (1.xIsx) in calling number and called
number fields were copied and appended in ‘CDR-1" column A. Another column with the
same name as Column A was created, and filled with number 1.

The same exercise should be done for all the CDRs. Finally, the MASTER.xlIsx would like
below screenshot after adding 4 CDR data into it.

H ©- E MASTER.xdsx - Excel ZiE o~ O
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW DEVELOPER POWERPIVOT Insights Bat... =
“D A*L Calibri el A s f f f General - E%ConclitionalFormattinc M %"Insert - 2 ’é“"

BB — === - g LFFormat as Table ~ & Delete - ' i -

Pa':te ¥ BIU- H- O-A- &= - i 7 Cell Styles - [ Format~ & ~

Clipboard m Font ra Alignment o Number Styles Cells Editing
K4 e f

A B C D E F G H I ] K L M

1 |CDR-1 CDR-1 CDR-2 CDR-2 CDR-3 CDR-3 CDR-4 CDR-4

2 1 1 2 1 4 1 3 1

3 123 1 345 1 123 1 345 1

4 876 1 678 1 456 1 367 1 | .l

5 1 1 2 1 876 1 3 1

5] 876 1 345 1 4 1 123 1

7 345 1 345 1 4 1 3 1

8 1 1 2 1 345 1 3 1

2] 1 1 2 1 a4 1 987 1

10 345 1 123 1 a4 1

11 1 1 2 1 4 1

12 339 1

13 156 1

14

Figure 94: Master file

3. Press ATL + D and then P. The following window would appear.
PivotTable and PivotChart Wizard - Step 1 of 3 L5 |-

Where is the data that you want to analyze?
@) iMicrosoft Excel list or database;

) External data source

I Multiple consolidation ranges
Another PivotTable report or PivotChart report
What kind of report do you want to create?
@ PivotTable
(7 PivotChart report (with PivotTable report)

Next > ][ Einish

Figure 95: Pivot Wizard
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4. Select Multiple Consolidation Ranges and press Next. The following window would

appear
PivotTable and PivotChart Wizard - Step 2a of 3 X

You can create a PivotTable report that uses
ranges from one or more worksheets, and

that has no page fields or up to four page

fields.

How many page fields do you want?
(@ iCreate a single page field for me!

(71 Iwill create the page fields

Cancel ][ < Back ]’ Mext = ][ Finish

Figure 96: Pivot Wizard

5. Click on “I will create the page fields” and click on Next. Following window will

appear
1 CDR; CDR-BI CDR-CZ CDRF)Z CDR-ES CDR-F3 CDRil CDREI : | PivotTable and PivatChart Wizard - Step 2b of 3 li‘ﬂ_hr -
2 1 1 2 1 4 1 3 1 ‘Where are the worksheet ranges that you want to consolidate?
3 123 1 345 1 123 1 345 1 Range:
4 876 1 678 1 456 1 367 1
5 1 1 2 1 876 1 3 1 add | [ petete | [ Browse.. |
& 876 1 345 1 4 1 123 1 All ranges:
7 345 1 345 1 4 1 3 1 M
8 1 1 2 1 345 1 3 1
9 1 1 2 1 4 1 987 1 -I
10 345 1 123 1 4 1
11 1 1 2 1 4 1 L
12 539 1
13 196 1 How many page fields do you want?
14 @0 ©1 B2 ©3 G2
15 ‘What item labels do you want each page field to use to identify | |
15 the selected data range?
17 Field one: Field two:
18 . .
Field three: Field four:
19
20
21 [ Cancel ] [ < Back ] [ Next > ] [ Finish
22

Figure 97: Pivot wizard

6. Select the range of data from the First CDR and click on Add. Then select ‘1’ as the
page field, write field one as CDR-1, and click "Add"
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1 CDR—AI CDR—BI CDRFZ CDR?Z CDR—E3 CDR—F3 CDR—G4 CDRi : -+ PivatTable and PivatChart Wizard - Step 2b of 3 M‘ : <
2 1 1 2 1 4 1 3 1 ‘Where are the worksheet ranges that you want to consolidate?
3 123 1 345 1 123 1 345 1 Range:

4 876 1 678 1 456 1 367 1 Sheet115A51:58511| &3
5 1 1 2 1 376 1 3 1 [ soa | [ peete | [ Browse. |
6 876 1! 345 1 4 1 123 1 All ranges:

7 345 1 345 1 4 1 3 1 -
8 1 1 2 1 345 1 3 1

9 1 1 2 1 4 1 987 1 -I
10 345 1! 123 1 4 1

11 1 1 2 1 4 1

12 539 1 =
13 196 1 How many page fields do you want?

14 o @1 B2 B3 (5K}
15 ‘What item labels do you want each page field to use to identify
16 the selected data range?

17 Field one: Field two:

s CDR-1

Field three: Field four:

19

20

21 [ Cancel ] [ < Back ] [ mes | [ Finish

22

23 T T T T T

Figure 98 Pivot Wizard
A B C D E F G H I = e - et = N P Q

1 iEBR_‘{“EBﬁ_‘I' “E (DR2 CDR2 CDR3 CDR3 CDR4  CDR4 | PivotTable and PivotChart Wizard - Step 2b of 3 M i
2] 1 1: 2 1 4 1 3 1 Where are the worksheet ranges that you want to consolidate?

3 : 123 1: 345 1 123 1 345 1 Range:

4 I 876 ll 678 1 456 1 367 1 Sheetl1SAS1:5B5L1]

5 i 1 1! 2 1 87 1 3 1 [ add | [ peete | [ Brouse. |

6 I 876 1: 345 1 4 1 123 1 All ranges:

7 I 345 1: 345 1 4 1 3 1 "\Multiple CDR Analysis\[MASTER.xlsx{Sheet1'|$A51:SBS1 P8

8| 1 1 2 1 345 1 3 1

9 1 1 2 1 4 1 987 1

o1 s 1! 123 1 4 1

my_ v ____.nu 2 1 4 1 i

12 539 1

13 196 1 How many page fields do you want?

1 e ®1 @2 O3 O

15 What item labels do you want each page field to use to identify

16 the selected data range?

Field ane: Field two:

v CORA [+

18 Field three: Field four:

19
20
71 [ Gnel | [ <gac | [ mets> || Enish |
22

Figure 99: Pivot Wizard

Similarly, data from all the CDRs to be selected and added into it.
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1
2
3
4
5
5]
7
8
9

10
11
12
13
14
13
16
17
18
19
20
21
22

a2

1
123
876

876
345

345

Volume- I

.
| PivotTable and PivotChart Wizard - Step 2b of 3

=

B C D E F G H 1 .
CDR-1  CDR-2  CDR-2  CDR-3 CDR-3 CDR-4  CDR-4

1 2 1 4 1 3 1
1 345 1 123 1 345 1
1 678 1 456 1 367 1
1 2 1 876 1 3 1
1 345 1 4 1 123 1
1 345 1 4 1 3 1
1 2 1 345 1 3 1
1 2 1 4 1 987 1
1 123 1 4 1
1 2 1 4 1

539 1

196 1

Click on Next

‘Where are the worksheet ranges that you want to consolidate?

Range:
Sheetl!SG51:5HS

E

53

Add

| e ] (oo |

All ranges:

“Multiple COR Analysis\[MASTER.xlsx]Sheetl 15ASL:SBS1L -
“Multiple CDR Analysis\[MASTER.xlsx]Sheetl 15C51:5D511
“Multiple COR Analysis\[MASTER.xlsx]Sheetl 15E51:5F513

“WMultiple CDR Analysis\[MASTER xlsx]Sheetl '1$G51:SH5O

How many page fields do you want?

Do @1 Oz ®:2

14+

‘What item labels do you want each page field to use to identify
the selected data range?

Field ane: Field twao:

CDR4 [

Field three: Field four:

[ Cancel ][ < Back I[ Next = H Finish ]

Figure 100: Pivot Wizard

PivotTable and PivotChart Wizard - Step 3 of 3

—_—_—_

Where do you want to put the PivotTable report?

i@ MNew worksheet

() Existing worksheet

Click Finish to create your PivotTable report.

AL ]

OIS Cancel ][ < Back

Click on Finish.

Figure 101: Pivot Wizard

The resulting screen looks like this
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1 |Pagel an [~ Pwvotlable Fields v
2
Choose fields to add t rt: -
£l Sum of Value Columnlabels- poselields to add e repe
Il Row Labels B CDR-1 CDR-2 CDR-3 CDR-4 7 Row
51 5 /| Column
6 |2 5 /| Value
73 4 /] Pagel
8 |4 |:l 5 MORE TABLES...
9 123 1 1 1 1
10 |196 1
11345 2 3 1 1

12 367 1
13 456
14 539 1 Drag fields between arcas below:

=

15 |678 1

16 876 2 1

17 |987 1
18

19

20

21

FILTERS COLUMNS
Pagel ~ | |[ Column -

ROWS T VALUES

Row = Sum of Value ¥

Figure 102: Pivot Wizard
Here following analysis can be made

1. That, number “123” and “345” is interacting with all 4 CDRs
2. That, number “876” is interacting with CDR-1 and CDR-3
This way, Multiple CDRs can be analyzed with M S Excel.
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IPDR and VolP Investigation

1. What is IPDR

The IP detail record, abbreviated as IPDR, provides information about Internet Protocol (IP)-based
service usage. Usually if there is an IP address found or if a suspect is surfing internet, then a request
of an IPDR is made.

2. Types of IPDR

*  Mobile number-based (GPRS/Internet Activity record)
Example: Internet Activity record of 9700123456
* IP-based
Example: IPDR of 106.11.23.80
» Tower-based

Example: IPDR of Airtel Cell ID 4058740118132

3. IPDR Format

A |P address for which 0 During this time H | K \ M N o P Q

n this Date g \ ,
; | IPDR s received \"t’/ BHARTIARTELLTD |  Service Provider |
3 |COR OF [Pk Address|105.220.189.164{fom] 05- uazmahzwunlous 03-201412:45:00
4
SlMubiIeNu. Cell IE! | Dounlincf\Uplink\Vol. Bession Star-Time ~ Session En-Time  Pre/PHome Roaming hICR Opera Home Public P Public Port De Destination IP |
§ 1133001 34665 '451437301 404490158422237 866 3615 OA032015 124300 04032015 124249 Pre AP HOME  HOMECRAP 106220180464 722t
7 [rroz7eea4 [33001 34865 3853100461437301 104490168422237 60028 42989 08032015 12:12:36 (50032015 124300 Pre AP HOME  HOME-CIFAP 106220189162 17221 12217515
8 [r70a786924 [33001 34865 3453100461437301 04490168422297 Bek6. 615 0032015 121%:09 01032015 124249 Pre AP HOME  HOMECFAR 106220189164 "17240 37.228.106.226
9 [7702785524 133001 M665 3553100461437301 04490163422297 350028 42969 05032015 121236 0B/032015 124200 Pre AP HOME  HOMECRAP  106.220.189.164  "17240 37.226.106.226
107702788524 133001 M665 3553100461437301 U04490163422297 3566 "I615 OB0I20I5 121309 0503205 124249 Fre AP HOME  HOMECRAP 106.220.189.164  "17ae1 37.226.106.226
117702788524 113001 M665 3553100461437301 0449016842227 360028 42989 OB/032015 12236 (502015 124300 Pre AP HOME  HOMECRAP 106.220.188.6¢ 1724t 1p of
12 7702785824 133001 M665 3553100461437301 I0400160422237 Bo66 T3R5 0500151200 (BN 124240 Pre AP HOME  HOMECFAP 10622018016 firome a1
13 [rr02786024 &3001_34555'35531004514373015104490158422237'350028 Fi42089  05/03/2015 12:42:36 05003/2015 124300 Pre AP HOME  HOME-CIRAP  106.220.180.16¢ firg 37 SEIVICES
au Frnemoronc NP 34665 BA3100461437301 0490168422237 Be6 615 08032015 121309 0503015 124249Pre AP HOME  HOMECFAP 106220189160 "1724 12used by
All numbers 013665 [653100461437301 100490168422237 60028 42989 051032016 121236 06032016 124300 Pre AP HOME  HOME-CIFAR  106.220189.164  Mi7od wrespective
whichare 011665 B553100461437301 S0c40016022297 8666 15 0BA320151213.00 0BOI2MG 124249 Pre AP HOME  HOMECFAP 10622018964 "aos 200"
using same IP V0134665 B85 3100461437301 "M0M490166422297 560028 "2989 (/032016 121236 05032015 124300Pre AP HOME  HOMECFAP 106220189164  "1708 aocmobile
0134665 355 00461437300 I0A0016R4 22237 666 TS 0GI032015 121300 0032015 124249 Pre AP HOME  HOMECFAP 10622018166 "17240 ¥ pumbers

on 05-03-2015 1" 34665 B5e3100461437301 0440016622237 60026 42089 O/032016 124236 (032015 124300Pre AP HOME  HOMECRAP 10620189066 17240 ¥.cow wuicu

Figure 1:1PDR Format

4. Fields provided in IPDR:

o Landline/MSISDN for Internet Access — Mobile numbers which are accessing Internet using
given IP address (Mobile Station International Subscriber Directory Number)

e Source IP Address — Private IP is allocated internally for mobiles or PCs, but actual
communication happens over Public IP

e Source Port -User can access multiple services simultaneously from single device, port number

will differentiate between all the services running on the same device.
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e Public IP Address — Public IP address is Identity of user over the Internet. It will be unique
organisations and users who have issued or purchased it for exclusive use. But in case of mobile
phones, service provider may allocate single public IP to multiple users

e Public IP Port - User can access multiple services simultaneously from single IP, port number
will differentiate between all the services running on the same IP.

e Destination IP Address — Destination IP is identity of the service accessed by user. E.g., if
user has accessed ‘facebook.com’ then IP address of server where ‘Facebook’ is hosted will be
recorded into this column.

¢ Destination Port- Destination port differentiates between multiple services hosted on the same
server.

e Start Date of Public IP Allocation — Date when given Public IP was allocated to user

e |ST Start Time of Public IP Allocation - Time when given Public IP was allocated to user

e End Date of Public IP Allocation - Date when Public IP allocation to user was stopped

e IST End Time of Public IP Allocation — Time when Public IP allocation to user was stopped

e Static/Dynamic IP Address Allocation — Types of Public IP allocation, in case of ‘Static’
allocation IP will not change for given user. In case of ‘Dynamic’ allocation IP will keep on
changing for user.

e Device Identification number — MAC address in case of laptop or other loT devices. IMEI in
case of mobile device.

e [MSI-

e PGW IP address — It allocates Ips to Mobile phones dynamically.

e CGI ID - Cell Global Identity (CGI) is a globally unique identifier for a Base Transceiver
Station in mobile phone networks.

e Session Duration — Duration for which user was active for given session

5. Finding IP address of the suspect

To start with IPDR first we need to know either IP address or mobile number of the suspect.
So that we can request IPDR using IP or mobile number. Following are some ways to find IP
address of the suspect.

1. Getting IP address from Gmail or Facebook like services

If we know the Gmail id or Facebook id of the suspect. Then IO can write notice to Gmail or
Facebook u/s 91 of CRPC to provide details of the suspect.
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OFFICE OF THE
SUPERINTENDENT OF POLICE,
CyBER CRIMES, CID,

AP, HYDERABAD.

Cr.No ’ Date 10-07-2017
Notice Ufs 91 CrP.C

It is to inform you that a case is being conducted by this agency wherein
the accessing IP Log details of the following Gmail ID is very much required for

the purpose of investigation.

@gmail.com

Therefore it is requested to funish the Registration & Log details
(including IP Address, Date & Time) of the above Gmail ID since creation to tll

date for the purpose of investigation.

Early action would be highly appreciated.

SUPERINTENDENT OF POLICE,
Cvyeer CriME PS, CID,
HYDERABAD.

To

Google Inc.,
Mountain View,
CA, USA.

Figure 2: 91 Crpc notice

In response we will get logs in following format:

* Google Confidential and Proprietary *
GOOGLE SUBSCRIBER INFORMATION

N am e eei——

£-IVig| oei——— o mail.com

Status:Enabled

Services: Android, Emerald Sea Invite, Es Mobile, Gauss, Gmail, Google AdSense, Google Calendar,
Google Dashboard, Google Docs, Google Drive, Google Groups, Google Mobile, Google Reader, Google
Services, Google Talk, Google Voice, Google Wallet, Google+, Has Google Profile, Has Plusgne, Lso
Provider, Multilgein, Picasa Web Albums, Pp 2012, Transliteration, Web History, YouTube, iGogsle, orkut

Secondary e-Mail: sy gmail.com

Created on: 2007/11/28-13:13:36-UTC

IP: 203.199.183.30, on 2007/11/28-13:13:36-UTC
Language Code: en

5M5:BBO1BBEAEE [IN]

Nickname: sl -
B T e ——— -

| Time | IP Address | Type |

e L P T T e -+

21 consecutive Login events from |P 49.204.13.181 occurred during past 24 hours prior to the following
event.

| 2014/03/20-22:01:46-UTC | 49.204.13.181 | Login |

Figure 3: 91 crcpc reply
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2. Sending tracking link to suspect
We can create tracking link using available tools (some are enlisted below). It can be sent to
suspect via any media like mail, chat or WhatsApp. Once suspect clicks on the link his/her IP
address will be logged with us.

Tools for creating tracking link:
— grabify.link/

— iplogger.org/

—  www.ps3cfw.com/

— linkify.me/

— clickmeter

— ip-tracker

3. Getting IP from Facebook account, if we have credentials with us.

Log in >> “Settings and Privacy’ >> ‘Activity Logs’ >> ‘Logged actions and other
activity’ >> ‘Active Sessions’ and ‘Logins and Logout’

Activity log Home Logins and logouts
Logged actions and other
0 actgi;\?ity ~ 28 September 2021
Search history logged in on www.facebook.com.

P address 103.83.161.132

Videos you've watched

Videos you've searched for 16 September 2021

Hidden from profile 4 : logged in on www.facebook.com.
. IP address 175.101.11.196
Active sessions e
Logins and logouts é
11 September 2021
Groups you've searched for o

logged in on www.facebook.com.

Recognised devices P address 175.101.11.196

Voice interactions °
Your places 24 August 2021

logged out of www.facebook.com.
Products you wanted P address 103.82.161.6

Created tournaments

logged in on www.facebook.com.

Voice search
P address 103.83.161.6

Followed hubs

Figure 4: Facebook Logs
4. Getting IP address from Gmail account
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Log in Gmail account >> Bottom of the page click ‘Last account activity details’

M4 Activity information - Google Chrome = O x
8 mail.google.com/mail/u/0/7ui=2&ik=28ffabafd38sver=Dkal EFlInRc.en..es58&chl=gmail.pint...

Activity on this account

This feature provides information about the last activity on this mail account and any concurrent
activity. Learn more

This account does not seem to be open in any other location. However, there may be sessions that
have not been signed out.

Visit Security Checkup for mare details

Recent activity:

Access Type [ 2] Location (IP address) [ 2] Date/Time
{Browser, mobile, POP3, etc.) (Displayed
in your time
zone)

Browser (Chrome) Show details * India (TG) (103.63.161.138) 9:36 am (0
minutes

ago)
Unknown India (TG) (103.83.161.138) 9:15 am

(21
minutes

ago)
Mabile India (TG) (175.101.11.156) 8:50 am

(46
minutes

aon

Figure 5: Facebook Logs

6. Gathering information about IP address: Whois lookup

Once we have obtained IP address of the suspect, we need to find out service provider of the IP address
so that we can request for IPDR to service provider. To find out ISP we use process called IP lookup.
There are multiple tools available on the Internet for Whois lookup, we have to simply search our IP
address in the tool. Few tools for IP lookup are enlisted below:

—  https://whois.domaintools.com/

—  https://mxtoolbox.com/

—  https://whois.whoisxmlapi.com/

—  https://iplocation.io/ip-whois-lookup/

—  https://nordvpn.com/ip-lookup/

—  https://www.ip2location.com/demo/

—  https://www.whatismyip.com/ip-address-lookup/
—  https://www.whois.com/

— https://iplocation.io/

7. IPDR request to ISP

Once we know the service provider, further we need to write notice to ISP under 92 CRPC, to obtain
IPDR of the same IP address. (Sample notice given below)
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Details to Provide to ISP:

1. Public IP address

2. Exact time duration (to get more precise data)

3. Provide timestamp in 24 Hrs format (Most of the reports are machine generated which takes
time into 24 Hrs format)

To: Airtel -Nodal

Subject: Re: Cybercrime PS- Request for IPDR details of IP Addresses — Reg (FRI no. sl
L__ )]

Sir,

It is requested to furnish the IPDR of following IP addresses for the purpose of investigation.

Date Time (IST) IP address
05-03-2015 12:18 pm 106.220.189.164
09-03-2015 10:58 am 106.220.34.17
13-03-2015 08:21 pm 106.220.53.202

Early action will be highly appreciated. Use 24 hrs format for

timestamp

SHO

Cyber Crime PS,

Hyderabad

Figure 6: IPDR request wrong format

To: Airtel -Nodal

Subject: Re: Cybercrime PS- Request for IPDR details of IP Addresses — Reg (FRI no. S5
ailib)

Sir,

It is requested to furnish the IPDR of following IP addresses for the purpose of investigation.

Date Time (iI5T) | / IP address

05-03-2015 12:18:00 | o 106.220.189.164

09-03-2015 10:58:00 | Y 106.220.34.17

13-03-2015 20:21:00 I 106.220.53.202
——

Early action will be highly appreciated.

SHO
Cyber Crime PS,
Hyderabad

Figure 7: IPDR request correct format

8. Analyzing IPDR:

IPDR are provided in various formats by Mobile Service Providers, but the analysis is same for all
formats. During an IPDR analysis, few important fields need to be considered such as MSIDN, Device
Identification number (IMEI, MAC), Server IP (Destination IP).
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The above fields are important because, based on this information we can identify our suspect
activity. Now let us understand the fields which we have been talking about.

e MSISDN — We can ascertain name and address of the suspect by investigating his mobile
number. If mobile number of the suspect is obtained then investigation can proceed further with
help of CDR, CAF and Current location.

o |IMEI —This would help us understand the type of device being used by our suspect. An IMEI
lookup can be made for tracking the make and model of the IMEI.

Mobile No. IP Address Celll IMEI IMSI

'9330997971" '2401:4900:519¢: A'3553430905162802"' §'404909177262903"
'9330997971" '2401:4900:519¢: A'3553430905162802"' §'404909177262903"
'9330997971" '2401:4900:519c: A'3553430905162802"' §'404909177262903"
'9330997971" '2401:4900:519¢: A'3553430905162802' §'404909177262903"
'9330997571" '2401:4900:519¢: A'3553430905162802' §'404909177262903"
'9330997971" '2401:4900:519¢: A'3553430905162802"' §'404909177262903"
'9330997971" '2401:4900:519c: A'3553430905162802"' §'404909177262903"
'9330997971" '2401:4900:519¢: A'3553430905162802' §'404909177262903"

Figure 8: IMEI column

IMEI column of the IPDR will help to recognise what model of phone the suspect is using with
the help of IMEI lookup.

SAARE 720 IDHAR HAI

hotst

CHECK IMEI NUMBER TO GET TO KNOW
YOUR PHONE BETTER

Every mobile phone, 5SM modem or device with a buiit-in phone / modem has a unique 15 digit IMEI
number. Based on this number, you can check some information about the device, eg brand or
model. Enter the IME!l number below.

359683049475759

Figure 9: IMEI lookup

9900 BOLD TOUCH

BLACKBERRY
IME! TAC: 35968: FAC: 34 SNR 947575 CD: 9

Figure 10: IMEI lookup result
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e Destination IP (Server IP) — In this field an IP address is provided. By performing Bulk IP
lookup, we can ascertain the website name being browsed by the suspect.

b ?
/\Z:Destination Pl
ICR Opera Home Public IPv4 Publi Port DeIDestination IF 3 12217515
HOME-CIRAP  106.220.189.164 7221 12217515 4 12217515
HOME-CIRAP  106.220.189.164 fi7221 12217515 5 |37.228.106.226
HOME-CIRAP 106220 189 164 "7240 [|27.228 106 226 e
HOME-CIRAP  106.220.189.164 "i7240 [37.228.106.226 8137 228 106 226
HOME-CIRAP  106.220.189.164 Fi7241 [37.228.106.226 9 |37.228.106.226 New Excel
HOME-CIRAP  Original IPDR "i7241 §37.228.106.226 1037228 106226 Sheet
HOME-CIRAP  1uvu.ceu.ioo. ius 7238 37.228.106.226 1112217515
HOME-CIRAP  106.220.189.164 ¥i7238 |37.228.106.226 ]g ;gg]gﬁ}gg -
HOME-CIRAP  106.220.189.164 17224 (12217515 111703104 16812
HOME-CIRAP  1icopy all IPs from this ' [122.175.15 57 225 106226
HOME-CIRAP 1|\ 3 §203.104.168.12 16 |37.226.106.226
HOME-CIRAP  1l_.——..__.._. .__3 f203.104.188.12 17 [122.175.15
HOME-CIRAP  106.220.189.164 "17240 37.228.106.226 18 [122.175.1.5
HOME-CIRAP  106.220189.164 %7240 |37.228.106.226 ;g Eg};g}:
HOME-CIRAP  106.220.189.164 7206 [122.175.15 ~ XA
HOME-CIRAP  106.220.189.164 7226 [122.175.15 291122 1751 5
HOME-CIRAP  106.220.189.164 Bg564 [122.175.15 23 |74.125.130.188
HOME-CIRAP  106.220.189.164 Bg564 12217515 24 |74125.130.188
HOME-CIRAP  106.220.189.164 %9564 §122.175.1.5 25 74.125.130.188
HOME-CIRAP 106220 189 164 %9564 12217515 BT 150 68
HOME-CIRAP  106.220.189.164 9565 [74.125.130.188 Bl 155 85 55 59
HOME-CIRAP  106.220.189.164 9565 [74.125.130.188 29 |158.85 58,59
HOME-CIRAP  106.220.189.164 9565 [74.125.130.188 30 |158.85.58.59
HOME-CIRAP  106.220.189.164 9565 [74.125.130 188 31 |122.1751.5
- 3212217515
33 (12217515
34 12217515
Sheetl Sheet2
Figure 11: Bulk IP lookup
File

B [3 s £ EB

Get
Data ~ Text/CSV Web

Al

1. Select Column

Hnmea Incart = .‘EB Review View Help 2 T
2. Go to Data
—

=} =1
Click on 'Remove
From  From From  Textto Flash Ermaove

H ]
Rar Columns  Fill Duplicatﬁ‘Dupllcates

Get & Trans Data Tools
Remove Duplicates

Delete duplicate rows from a sheet.

00 =~ o h B L pa|

You can pick which columns
should be checked for duplicate
information.

Figure 12: Bulk IP lookup
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Bulk IP Lookup
If we want to find out service providers of multiple IP addresses simultaneously to avoid
repetitive work, in that case we can use ‘bulk IP lookup’. Few tools are enlisted below:

—  https://www.infobyip.com/ipbulklookup.php

—  https://app.ipapi.co/bulk/

— https://ip-geolocation.whoisxmlapi.com/bulk-gui (supports up to 100000 IPs)

—  https://www.ipligence.com/iplocation

e Visymo Search Visit Site >

Domain and IP bulk lookup tool

B F-§'§~Faste all copied IPs here

and click on Lookup J

Additional DNS record type to lookup for domains = None v

Preserve duplicates

( Lookup

Figure 13 Bulk IP lookup

Also, to know websites hosted on given server IP we can perform ‘Reverse IP lookup’ for given
destination IP. Tools for Reverse IP Lookup are enlisted below:

— MX Tools: https://mxtoolbox.com/Reversel ookup.aspx

— Domain Tools: https://reverseip.domaintools.com/

— Myip Tool: https://myip.ms/

Login | Register [ |

‘ Enter Website or IPv4/IPv6 (2.1.7.5, yahoo.com) or any search text  |ERNDIERTLA

& MYIP.MS

Products™ ~ Hosting Companies” ~ Websites ™ ~ Blacklist/[P'Database ~ Interesting™ ~ Sitemap’ v |

#1 World Live Whois IP Source
“‘Find Hosting Company On Any Website / Owner on Any IP Address” Read Review »

Whais Lookup, Reverse Whois on 377,000,000 websites, 9,000,000,000,000+ ipv4/ipv6 addresses

Figure 14 Who is lookup

Result for: 66.254.103.176
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@ Known Websites on IP - 66.254.103.176

. : World Site
No Web Site ¢ Website IP Addresss ep Hosting Company (1P Web Hosting | Server, oo o ypgate Times Popular &
Owner IP Location "
Rating

18 | 18exgfs.com 56.254.103.176 EE Reflected Networks, — ES USA 29 Sep 2021, e 950
Inc 10:04

23 publicbfvideos.com 66.254.103.176 5 Reflected Networks, B usA 27 Sep 2021, #817,723
Inc 00:50

3@ | indiangfvideos.com 56.254.103.176 EE Reflected Networks, — ES USA 27 Sep 2021, EON. S0t
Inc 00:50

4@ | madporn.com 56.254.103.176 EE Reflected Networks, B UsA 27 5ep 2021, #1,748,292
Inc 00:50

5@ | pawnyoursextape.com 56.254.103.176 EE Reflected Networks, — ES USA 27 Sep 2021, # 2,211,046
Inc 00:50

53 latinobfvideos.com B Ref 2d_Networks, B UsA 28 Sep 2021, # 2,261,171
Inc 13:43

78 | of-members.com 56.254.103.176 EE Reflected Networks, — ES USA 27 Sep 2021, # 2,296,043
Inc 00:50

R myaflikesitbig.com 66.254.102.176 =5 Reflected Networks, B usa 27 Sep 2021, #2,342,249
Inc 00:50

[ asianbfvideos.com 66.254.103.176 =5 Reflected Networks, B UsA 28 Sep 2021, # 2,449,489
Inc 20:05

10 @ | squirtinggfs.com 66.254.103.176 E= Reflected Networks, 25 USA 27 Sep 2021, L SEL G
Inc 00:50

Tolal: 28 records (show first 10 records only)  View All Records »

Figure 15 Result

o CGI - Ituniquely identifies a Location Area of a given operator's network. This is used to identify
the location of the suspect.

9. Proprietary Tools used for IPDR analysis:

e Ms-Excel
e (5

e |9

e Purple

o CDR analysis and investigation by Ketan computers

10. Presenting IPDR as an Evidence in the Court of Law:
1. Notice to Nodal Officer u/s 91 CRPC
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COMMISSIONER OF POLICE -
’ Offies of the Cammissioner of Police, i
1
Office Landline No: 02332 EU:-’”‘.'
Email 1d:- &P crine/@rashikpance. cutl
.. 08/ 2021
O.W.No. "9 /a8 v iinil2ed] Date- 08/ 1] /
lo,
The Nodal Officer,
Vodafone/ldea, Pune
Q Sub - Summons under Section 91 of Cr. PC
Ref:- Cyber Police Station,
CR.NO.T= 3020 U/S 67 (B) of information Technology Act-2000.
L 2 L
With above reference & subject provide certified copies of following IP
address for investigation & evidence purpose.
IP address =3 .D"(ll‘z_’_ . | Time _SA
'2401:4900:36¢0:efec = 103-05-2019 19:39:04 IST |

¥ 2
b 1
| MWL -

L ¥ il
‘II‘J'A«%} ﬁ-.- cured)

Dy. Commissioner of Police (Crime)

Figure 16: 91 crpc notice

2. Getting IPDR from Nodal officer
Analysing IPDR and getting findings
4. Getting certified copy of data which is actually case related and need to be submitted in court

A certificate by Nodal officer as a reply to the official request to IO’s notice u/s 91 CRPC,
declaring all the documents he is providing as reply.

o
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OVOdafone -

VIL/ Z20:21 /37100
December 29, 2020

Strictly Confidential

To,
The Dy. Commissioner of Police
Zones] Nash ik

This has reference to the above communication, The details are as below :

Sr. | Cellular no. Remarks

1 8689926947 Subscriber details and call details along with certificate u/s 65-B
of Indian Evidence Act and enclosed herewith.

Very truly yours,
For Vodafone Idea Limited (formerly Idea Cellular Limi

¥

Figure 17 reply from service provider

Following are IPDR entries of suspect activities which needs to be presented in court hence
asked for certified copy of the same from nodal officer.
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[haavr - b

1
(@
\

Figure 18: certified copy from service provder

Suspect details in certified document by Nodal officer

Figure 19 certified details from service provider
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5. 65B certificate for the same by Nodal officer

vodafone

Certificate U/s 65 B of Indian Evidence Act issued in relation to the details of cellular no. :
unmm'nmmzm -2020 to 18-08-2020 forwarded to The Dy. Commissioner of
Misliikvide letter no, VI 702127710 dated 29-12-2020

L the undersigned, hereby certify that -
a) 1 am occupying a responsible official position L.e. Nodal Officer in Vodafone Idea L ,

b) As per the automatic system (without any human intervention) whenever any user @
a phone number the mobile phone sends a call request to the mobile network vi
nearest tower. The call request is then routed to the Mobile Switching Centre (MSC) wh
checks the calling number’s eligibility to make the call and then routes the call furth

¢) Toextract the CDR (Call Detail Records) / SDR (Subscriber Details Report) of said o
number/s from the server | have used my credentials ie. user ID and password (W
are known to me only) & have taken the printouts from printer. i

d) The computer output containing the above information was produced by the compt
Vodafone Idea Ltd during the above period over which the computer was used regula
to store or process information for the purposes of activities regularly carried on overt
period and [ am in responsible official position having lawful control over the use
computer,

€) During that said period, information of the kind contained in the electronic recon
regularly fed into the computer in the ordinary course of the said activities.

f) Throughout the material part of the said period, the computer was operating prog

g) The information contained in the electronic record reproduces such information |
the computer in the ordinary course of the said activities.

h) Information provided is to the best of my knowledge and belief and free
manipulation,
Veriﬁedonuusdnmm-lz-mmmmumthecomenuufenedabwe al

—
Signature e e
NodnlOfﬁcer JEl -ﬁi‘ =
Vodafone Idea umma erly Idea Cellular Limited) 1 ‘n |

Vodafone Idea Limited (formerty Idea Celtular Limited)
An Aditys Burla Group &Voddoumlp

The Metropstean F30 27, Scry N0 21, Srwvap Nogae, Pume419003, Incia. Tel: 491 207 1716 000 Fue +91 207
Registered Office: Suman Tower, Munwn mu ~382011, Gefatat. T, 491796671 40001, 491 79 2923 22511 CIN 13310661

Figure 20 65B from service provider

©CYBER X, SVPNPA HYDERABAD 100



Cyber Crime Investigation Manual Volume- Il

Cyber Security

1.1. Introduction to Cyber Security

In 21% century almost all the information is getting shared using digital media and it is very
necessary to safeguard this information by applying various measures of security to it. But as
the technology is changing rapidly with the time, new measures to security are very high in
demand. Information security is a very big aspect of computer science. There are various terms
which are being used in information security. Let’s have a look to the basic terms.’

Cyberspace: It is the environment where the communication between various digital
devices occurs.

Cyber Security: Protecting the cyberspace against various threats and information
leakage possibilities.

Access: It is defined as the ability to make use of any computing system or resource.
Access Authority: A person or body who monitors and grant the privileges to
authorized bodies or persons to take access.

Active Attack: Any kind of activity performed by unauthorized users which alters a
system or data.

Active Data: Data present on a computer system which is accessible to user in normal
conditions. (Data Present on the system or undeleted data)

Acquisition: The process of collecting data in computer forensic investigation
generally this term is used in bit by bit copying or forensic working image of hard drive
or any other media.

Ad Hoc Network: A wireless network used to connect various wireless clients with
each other’s dynamically.

Administrative Account: A user account on system which has all the privileges to
access, modify or delete the data or change the system scenario.

Agent: A program acting on behalf of a person or organization.

Alert: Notification that a specific attack has been directed at an organization’s
information systems.

Ambient Data: Data Which is not visible to normal user like data in file slack or
unallocated clusters

Application: A software program running on a system.

Archival Data: The data which is generally compressed and kept on other media like
CD or tape. Such data is not usually immediately available to the user and may need to
be restored from the archival media to be accessed.

Attack: Any kind of activity performed by an unauthorized user to get access to system,
services or information. It may attempt to disrupt, degrade or destroy the information
system.

Backdoor: An undefined way to gain access to a computer system. It is a security risk.
Backup: Copy of files and programs created to prevent loss.

7 (NIST, 2013)

©CYBER X, SVPNPA HYDERABAD 101



Cyber Crime Investigation Manual Volume- Il

Bit-by-Bit Copy: Copy of every consecutive sector of media device like hard drive.
Certificate: A digital representation of information to uniquely identify and increase
the trust over the information.

Chain of Custody: A document which contains the chronological history of
(electronic) evidence.

Checksum: Value computed on data to detect errors or manipulation.

Computer Forensics: A process of finding and collecting the evidences from
computers which can be used in court of law against any criminal act.

Data: A subset of information in electronic format that allows it to be retrieved or
transmitted.

Event: Any occurrence in network or system which can be observed.

Exploit: Use of vulnerability to gain access to a system by using some malicious block
of codes.

Hash Value: It is a number generated from a string of text using any algorithm. Used
to verify the integrity of any digital evidence.

Nonrepudiation: It refers to a concept that piece of information is genuine.

Risk: The probability that something unwanted may happen.

Threat: An object, person or body or program which can harm a system.
Vulnerability: Any weakness of the system containing the risk of attack.

1.2. Need of cyber security

Basically, information security performs four important functions for an organization. These
functions are® —

Protecting the organization’s ability to function.

Enabling the safe operation of applications running on the organization’s IT systems
Protecting the data the organization collects and uses

Safeguarding the organization’s technology assets

1.3. Models to fight cyber security issues

1) CIA Triad

Three of the primary concepts in information security are confidentiality, integrity, and
availability, commonly known as the confidentiality, integrity, and availability (CIA) triad, as
shown in Figure 1. The CIA triad gives us a model by which we can think about and discuss
security concepts, and tends to be very focused on security, as it pertains to data.

8 (Michael E. Whitman)
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AVAILABILITY
Figure 21 : CIA Triad (ISACA)

Confidentiality is the protection of information from unauthorized access or disclosure. Every
different information has different level of confidentiality and it can change over the time. For
example, ATM pin should be confidential up to personal level whereas the business plan can
be discussed with some other trustworthy persons. Data must be protected from improper
disclosure according to its sensitivity and applicable legal requirements. The confidentiality of
digital information can be maintained using several different means, including access controls,
file permissions and encryption.

Integrity can be defined as the protection of data from unauthorised alteration. For example, a
message ‘knife’ should not be altered to ‘wife’. Any infringement of integrity is huge on the
grounds that it might be the initial phase in a fruitful attack against availability or
confidentiality of the system. The integrity of digital assets can be controlled by logging, digital
signatures, hashes, encryption and access controls.

Availability ensures the timely and reliable access to and use of information and systems
without any interruption. Availability can be protected by the use of redundancy, backups and
access control.

Methods of Control

Confidentiality can be preserved
using the following methods:

* Access Controls

* File Permissions

* Encryption

Requirement Impact and Potential Consequences

Confidentiality:
the protection of information from
unauthorized disclosure

Loss of confidentiality can result in the

following consequences:

e Disclosure of information protected by
privacy laws

* | 0ss of public confidence

e | oss of competitive advantage

* Legal action against the enterprise

« |nterference with national security

Integrity:
the accuracy and completeness of
information in accordance with business

Loss of integrity can result in the following
consequences:
* [naccuracy

Integrity can be preserved using the
following methods:
* Access controls

values and expectations  Erroneous decisions * [ 0gging
e Fraud « Digital Signatures
* Hashes

* Encryptions

Availability:

the ability to access information and
resources required by the business process
following consequences:

Loss of availability can result in the

following consequences:

 Loss of functionality and operational
effectiveness

e Loss of productive time

« Interference with enterprise’s Objectives

Availability can be preserved using the
following methods:

* Redundancy

* Backups

* Access Controls

Figure 22 : Impacts Related to CIA Triad (ISACA)

i) AAA Model
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The AAA simply refers to Authentication, Authorization, and Accounting. It is an another
approach to cyber security.

Authentication simply means that whether a user is legitimate or not i.e. is the person is the
same whom he is claiming to be? For example, ‘X’ has the power to use a computer system
then authentication process will determine that the user who is trying to access is really ‘X’ or
not. It may be done by the help of password, biometric or by any other means to identify a
person or object.

Authorization simply means that whether the person who is trying to access the system is
authorized to do so or not i.e. authorization defines the access rights of a person towards a

system.

Accounting can be understood by means of keeping all the records of various events and
activities taking place in the cyberspace of a particular organization in form of audit logs so
that in case of any mis happening these logs can be used to identify the source and reason of
incident. Events like log-in, log-out, insert/update/delete transactions, source IP, and other
information are captured in audit logs.

cia &

Applications Services
(Integrated Security) | (Integrated Security)

L5
wh
ANy
fununoxy
uonezLIOYINY

uonERUAYINY

Application Communications
(TCP, IP, and so on)

Network Infrastructure
(Firewalls, Proxies, and so on)

ol
i,
R
€ B5
SEE

Integration between the levels
often causes most problems

AAA is a Figure 23 : Security Measures CIA & AAA (Michael E. Whitman) model

which is
generally used for network security, where many network access devices such as wireless
access points can implement some form of AAA.

i) THE PARKERIAN HEXAD MODEL

The Parkerian hexad, model introduced by Donn Parker in his book ‘Fighting Computer
Crime’, is a somewhat more complex variation of the classic CIA triad. Where the CIA triad
consists of confidentiality, integrity, and availability, the Parkerian hexad consists of these
three principles, as well as possession or control, authenticity, and utility [3], for a total of six
principles, as shown in Figure 4.

Confidentiality, Integrity and Availability have the same meaning as CIA model.
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Possession or Control means the physical disposition of media on which data is stored.
Authenticity tells about the identification of authorized person.

Utility indicates the importance of data in terms of its uses.

Parkerian Hexad

Confidentiality Awvailability Integrity Possession Authenticity Utility

Figure 24 : The Parkerian Hexad (Andress, 2011)

Iv) The lollipop Model

It is a defence model in cyber security. The most common form of defence, known as perimeter
security, involves building a virtual (or physical) wall around objects of value. Perimeter
security is like a lollipop with a hard, crunchy shell on the outside and a soft, chewy center on
the inside, as illustrated in Figure 5.

Protected Asset

Perimeter Barrier

This model , , does not

. Figure 25 : The Lollipop Model .
provide a lot security
as once the perimeter is

breached the attacker can access the protected asset easily.

v) The Onion Model

It is a better approach than Lollipop model. It is a layered architecture like an onion consisting various
security features. It is also known as defence in depth.
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Protected Asset

Access Control
Encryption
Patching
Monitoring

Physical Security

Figure 26 : The Onion Model of Defence

1.4. Cyber Security Threats

There are various threats to cyber infrastructure. These threats can be categorised as follows

Cyber Security
Threats

|
Natural Physical Human

Threats Threats Threats

Natural threats consist mainly of natural disasters like floods, storms, hurricanes, earthquakes,
and so on. Physical threats include damage caused by to theft, fire, water spillage, or collision.
Human threats include threats caused by human intervention, either intentionally or
unintentionally.

1.5. Policy, Procedure, Guidelines & standards in cyber security
framework
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Policy Standard Procedure Guideline
A very high-level statement Usually defines the A detailed sequence Simply a piece of advice,
and often generic in nature.  acceptable level of of stepsto accomplish ~ suggestion, or a best

quality. a certain task. practice for how to actin a

particular situation.
Usually, all the users who May or may not May or may not be Merely recommended and
are governed by a policy are  be mandatory to mandatory to follow. left to the user’s discretion
mandated to follow it. follow. whether to follow.
Examples: Internet security ~ Examples: ISO Example: Disaster Example: Guidelines
policy, email policy, clear 27001, PCI DSS recovery standard on how to set a strong
desk policy operating procedure password.
(SOP)

Figure 27 : Policy, Procedure, Standard & Guidelines

1.6. Encryption

Encryption is a security measure which is essential for information security. It is the process
of altering the data by using some predefined algorithm so that no any unauthorised person can
access that data without the knowledge of decryption key.

Roughly speaking, there are two different broad types of encryption that are used on computers
today

e Symmetric encryption relies on keeping keys totally secret
e Asymmetric encryption actually publicizes one key, but keeps some information
private also

Neither is really “better” they just use different principles. In reality, both are vulnerable to
attacks.

5N

bGayIWOgs
+ LY LI RzdWogo
Sb3Igc 201G
!a;{xqrmg--
Key

S5N:
783431616

Encryption

Plain Text Algorithm Cipher Text
55N SOH:
bGoyIWoEs TAT-41-1616

= RBrdWoglG @ 8 & 8 & @ 8 8 8 88
Decryption 95b31gC2A0IG + p @
FrZdQuCge=
Cipher Text Key Algorithm Plain Text

Figure 28 : Encryption & Decryption

The use of encryption technology to protect computer data is growing—and that fact presents
a challenge for forensic investigators. Without a decryption key, forensic tools cannot be used
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to find digital evidence. Even with the key, searching encrypted data can be tricky and time
consuming. Below are some answers to common questions about trends in the use of encryption
and what investigators can do to get as much evidence as possible from an
encrypted file or drive. The use of encryption provides a different kind of challenge for the
forensic investigator. Here, data recovery is only half the story, with the task of decryption
providing a potentially greater obstacle to be overcome. Encryption, whether built in to an
application or provided by a separate software package, comes in different types and strengths.
Some of the most commonly used applications provide encryption protected by passwords that
can be readily defeated by investigators with the right tools and the time to use them. Other
types of encryption, readily available to the general public, can be configured and used to create
encrypted data that goes beyond the ability of the professional investigator to decrypt it using
software.

Nevertheless, in these cases it may still be possible to decrypt data by widening the scope of
the investigation to include intelligence sources beyond the computer under investigation. For
example, public key encryption can be used to create highly secure, encrypted data. To decrypt
data encrypted in this fashion a private key and passphrase is needed. The private key may be
found on the suspect's machine or backed up to removeable media. Similarly, the passphrase
may be recorded somewhere on the computer in case it is forgotten or may be written down
somewhere and kept in a nearby location.

Use of Encryption growing in popularity

Corporations and computer users like the idea of encryption as a way to protect their sensitive
or personal data from breaches, but the average user still sees this technology as burdensome
or too time consuming to implement on a constant basis. So the move to encryption is not
necessarily coming from the users. Instead it is coming from hardware and software companies
who are embedding encryption technology into their products. The BlackBerry is a good
example because all data is encrypted and this protection is automatic. More important, the use
of the encryption technology is completely invisible to the user. As investigators, we are limited
to the information on the device that we can access. If a hard drive is fully encrypted, we have
no easy access to the stored data and our investigative options become limited. The first thing
an investigator must do is to determine the level and extent of the encryption. Weak passwords
can be cracked, but if the user has implemented a strong password it becomes almost impossible
to access via brute force methods. It could be that just a few files are encrypted and there could
be unencrypted copies elsewhere on the device. The user could also be a creature of habit and
use the same set of passwords. These passwords can be quickly located in easily decipherable
formats throughout the system. In all cases, though, I tell investigators that digital evidence is
just one piece of the body of evidence in a case. Don’t fall into a trap where you spend too
much time trying to decrypt a potentially probative item, when valuable unencrypted data may
be found by simply continuing your examination.

Again, most users, including criminals, like the idea—but they just don’t have the knowledge
or patience to implement it on a continued-use basis. The majority of the encryption we have
seen used is in corporate systems and typically it is not an issue as the company has the
passwords. This allows us to leverage the software and hardware tools they already have to
easily access the data. Once the data is decrypted an investigator can apply a forensic toolset
to gather and analyse the stored data.
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There is always a slight chance when working with electronic media that data may be damaged
or corrupted. The best advice | can give is to keep your evidence-handling procedure
reasonable and defensible. Reasonable means using industry-standard tools. Defensible means
you thoroughly documented the process. The bigger concern is that all of the data on the drive
must be decrypted—and that can take hours. As you work a drive to decrypt this data, that drive
could fail. Thus, it is important to be sure that your forensics tool supports encrypted data,
which makes the process more seamless while contributing to the defensibility of the
procedure. For many investigator s this is a new area. First, they should try to determine the
extent of the encryption. There are many tools that allow you to encrypt the whole hard drive,
a portion of the disk space, or even individual files. An investigator should first determine
whether the whole drive is encrypted; if not, then they can scan for encrypted files. If encryption
software like Encrypt It or TrueCrypt is on the drive, then there is a reasonable expectation that
the user may have encrypted some of the content. Examiners can analyze the use of these
applications and learn just how often and when an encryption program has been run. This can
lead to a search for other digital files that were being accessed around the same time periods. If
there is encrypted information on the disk, the next step is to use any known passwords.
Defendants to divulge their personal passwords, but people are creatures of habit and they tend
to use a single small set of passwords for everything.

These can be found in many places on the hard drive where they are easily deciphered. For
example, many web browsers allow a user to store their passwords for various websites. The
repository where those passwords are stored is generally easy to crack. The investigator has
more options if certain files are encrypted. Computers are redundant by nature. The data that
is inside the encrypted volume had to come from somewhere (another device for example) or
it might be spread across the drive outside of the encrypted file. For example, Microsoft Word
automatically writes copies of a document to a hard drive as it is being modified.

This way, the user has a backup if the computer fails. When that document is closed, the
program deletes all the temporary versions. If you encrypt the document and you delete the
original document, your machine still has the deleted files that can be accessed by using
forensics. Another example: When a suspect is working with digital photos, thumbnail images
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are always being created. Finding non-encrypted copies of files will not always be possible,
but investigators can and should look for copies of the data across all relevant devices.

S 3

" Plaintext | Ciphertext | Plaintext
4 > > >
Sender Encrypt Decrypt Recipient
A A

Different keys are used to

encrypt and decrypt message
( (
T g
Recipient’s Recipient’s
Public Private
Key Key

Figure 30 : Process of Encryption & Decryption

encryption decrvption

plaintext . ciphertext

plaintext

* Plaintext: a message in its original form

» Ciphertext: a message in the transtormed.
unrecognized form

* Encryption: the process for producing ciphertext from
plaintext

* Decryption: the reverse of encryption

« Kev: a secret value used to control
encryption/decryption

Figure 29 : Line Diagram of Encryption & Decryption

Encryption often presents challenges for analysts. Users might encrypt individual files, folders,
volumes, or partitions so that others cannot access their contents without a decryption key or
passphrase. The encryption might be performed by the OS or a third-party program. Although
it is relatively easy to identify an encrypted file, it is usually not so easy to decrypt it. The
analyst might be able to identify the encryption method by examining the file header,
identifying encryption programs installed on the system, or finding encryption keys (which are
often stored on other media). Once the encryption method is known, the analyst can better
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determine the feasibility of decrypting the file. In many cases, it is not possible to decrypt files
because the encryption method is strong and the authentication (e.g., passphrase) used to
perform decryption is unavailable. Although an analyst can detect the presence of encrypted
data rather easily, the use of steganography is more difficult to detect. Steganography, also
known as steg, is the embedding of data within other data. Digital watermarks and the hiding
of words and information within images are examples of steganography. Some techniques an
analyst can use to locate stegged data include looking for multiple versions of the same image,
identifying the presence of grayscale images, searching metadata and registries, using
histograms, and using hash sets to search for known steganography software. Once certain that
stegged data exists, analysts might be able to extract the embedded data by determining what
software created the data and then finding the stego key, or by using brute force and
cryptographic attacks to determine a password. However, such efforts are often unsuccessful
and can be extremely time consuming, particularly if the analyst does not find the presence of
known steganography software on the media being reviewed. In addition, some software
programs can analyse files and estimate the probability that the files were altered with
steganography.

The process involves

e Finding Unencrypted Copies of Data

e Obtaining Encryption Passphrases

e Passphrase Guessing

e Recovering Encrypted Network Traffic

Type of encryption to use and when

e If you are encrypting a laptop to protect data against possible theft: use whole disk
encryption.

e If you are sending a sensitive document by email: use an encrypted folder or small disk
image.

e If you are sending a sensitive document by email: one of you uses a PC, the other a
Macintosh, use Truecrypt.

e If you are carrying some work data home on a USB key: use an encrypted folder or
small disk image.

e If as above, but your USB key is an encrypted type: use the USB key accord to it's user
instructions

e You use cloud storage like dropbox, or Google drive to store sensitive information: use
an encrypted folder or small disk image

Encryption can be performed on:

e Folders

e Volumes

e Internet traffic

e Drop box (or other cloud storage)
e Servers

e File Sharing
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e USB

e CD/DVD

e Web based VPNs
e Emails

e Gmail messages

e Word, Excel, and PowerPoint documents
e PDF

e Images (PhotoCrypt)

e Graphic files

Full Disk Encryption Security Model
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Figure 31 : Full Disk Encryption Security Model

Step Action of Full Disk Encryption using True Crypt

Download and Installation
Download the TrueCrypt installer from http://www.TrueCrypt.org/.

Ensure the integrity of the download by checking it against the download

signature. Install on your system.

Full Disk Encryption
This guide is for Windows Single boot systems. If you have multiple partitions or alternative
operating systems contact IT Services Security Team for advice.

We advise that all important data is backed up before starting this process.

Step 1
Run the application. Select “Create Volume” from the dialogue screen. This launches the
TrueCrypt Volume Creation Wizard.

[ TrueCrypt ;ul‘]

Yolumes System Keyfiles Tools Settings Help Homepage

Drive | Volume Size | Encryption algorithm | Type | =]
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Step 2
Select the “Encrypt the system partition or entire system drive”.

[ TrueCrypt Yolume Creation Wizard —|=f x|

TrueCrypt Volume Creation Wizard

" Create an encrypted file container

Creates a virtual encrypted disk within a file. Recommended for
inexperienced users.
More information

" Encrypt a non-system partition/drive

Encrypts a non-system partition on any internal or external
drive {e.q. a flash drive). Optionally, creates a hidden volume.

f* EFncrypt the system partition or entire system driv

Encrypts the partitionfdrive where Windows is installed. Anyvone
who wants to gain access and use the system, read and write
files, etc., will need to enter the correct password each time
before Windows boots. Optionally, creates a hidden system.

More information sbout svstem encryption

l MNext = I Cancel I

Help I

Figure 13 : Step 2

Step 3
Select the “Normal” option on the Type of System Encryption dialogue.

[ TrueCrypt Yolume Creation Wizard -|= ﬁ

Type of System Encryption

' Normal

Select this option if you merely want to encrypt the system
partition or the entire system drive.

" Hidden
It may happen that you are forced by somebody to decrypt the
operating system, There are many situations where you cannot
refuse to do so (for example, due to extortion). If you select
this option, you will create a hidden operating system whose.
existence will be impossible to prove (provided that certain
quidelines are Followed). Thus, you will not have to decrypt or
reveal the password to the hidden operating system, For a
detailed explanation, please click the link below,

More information

Cancel

Help | =Back

Figure 33 : Step 3

Step 4
Select “Encrypt the whole drive” on the Area to Encrypt dialogue.
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[ TrueCrypt Yolume Creation Wizard -|= l‘

Area to Encrypt

" Encrypt the Windows system partition

Select this option to encrypt the partition where your Windows
is installed and from which it boots.

" Encrypt the whole drive

Select this option if you want to encrypt the entire drive on
which vour Windows is installed and from which it boots, The
whole drive, including all its partitions, will be encrypted except
the first track where the TrueCrypt Boot Loader will reside:
Anyone who wants to access a system installed on the drive, or
files stored on the drive, will need to enter the correct
password each time before the system starts, This option
cannot be used to encrypt a secondary or external drive if
‘Windows is not installed on it and does not boot from it.

Help | Cancel I

Figure 34 : Step 4

Step 5
Select what best suits your system. Some laptops will have an HPA (Host Protected Area) on
the disk that will contain recovery tools for the system. If you select “Yes” from the above
dialogue you will see the below.

(3 TrueCrypt Yolume Creation Wizard - |=1f x|

Encryption of Host Protected Area

™ Yes
" No

At the end of many drives, there is an area that is normally hidden
from the operating system (such areas are usually referred to as
Host Protected Areas), However, some programs can read and write
data fromjto such areas.

WARNING: Some computer manufacturers may use such areas to
store tools and data for RAID, system recovery, system setup,
diagnostic, or other purposes. If such tools or data must be
accessible before booting, the hidden area should MOT be encrypted
{choose 'Mo’ above),

Do you want TrueCrypt to detect and encrypt such a hidden area {if
any) at the end of the system drive?

..................................

Cancel

Figure 35 : Step 5

Step 6
If you selected “Yes” you will see the following dialogue before progressing to the one
below.
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[ TrueCrypt Yolume Creation Wizard - |z x|

Detecting Hidden Sectors

Please wait while TrueCrypt is detecting possible hidden sectors at
the end of the system drive. Mote that it may take 3 long time to
complete.

Mote: In very rare cases, on some computers, the system may
become unresponsive during this detection process. If it happens,
restart the computer, start TrueCrypt, repeat the previous steps
but skip this detection process. Note that this issue is not caused
by a bug in TrueCrypt.

Progress:

Figure 36 : Step 6

Step 7
Select “Single-boot” from Number of Operating Systems dialogues.

[F TrueCrypt Yolume Creation Wizard == x|

Number of Operating Systems

&

Select this option if there is only one operating system installed
on this computer (even if it has multiple users).

"~ Multi-boot

Select this option if there are two or more operating systems
installed on this computer,

For example:

- Windows XP and Windows XP

- Windows XP and Windows Vista
- Windows and Mac OS5 X

- Windows and Linux

- Windows, Linux and Mac OS X

Help I < Back | Next = ' Cancel |

Figure 37 : Step 7
Step 8

On the Encryption Options dialogue Select “AES” for the Encryption Algorithm and
“RIPEMD-160 for the Hash Algorithm. This will give you the best performance from your
system whilst still providing an excellent encryption level.
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Step 9

[ TrueCrypt Yolume Creation Wizard

Volume- I

~Encryption algorithm

- Hash aAlgorithm

Encryption Options

~ et |
FIPS-approved cipher (Rijndael, published in 1998) that may be
used by .5, government departments and agencies to protect
classified information up to the Top Secret level. 256-bit key,
128-bit block, 14 rounds (AES-256), Mode of operation is XTS5,

More information on AES Benchmark |

|RIPEMD-16EI Lj Information on hash algorithms

Help I < Back I MNext > I Cancel

Figure 38 : Step 8

Set a password; ensure that it has a reasonable level of complexity.
IMPORTANT NOTE: If this password is lost the information on the hard drive will NOT BE
RECOVERABLE, and lost forever. You have been warned!

Step 10

Follow the on screen instructions for the Collecting Random Data dialogue, then press

“Next”.

[ TrueCrypt Yolume Creation Wizard

Password

Password: I

Confirm: I
[ Use keyfiles

It is very important that you choose a good password, You should
avoid choosing one that contains only a single word that can be found
in a dictionary (or a combination of 2, 3, or 4 such words), It should
not contain any names or dates of birth, It should not be easy to
guess. A good password is a random combination of upper and lower
case letters, numbers, and special characters, suchas@ ~=§* +
ekc, We recommend choosing a password consisting of more than 20
characters {the longer, the better). The maximum possible length is 64
characters,

Help < Back I Next > I Cancel

Figure 39 : Step 9
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[ TrueCrypt Yolume Creation Wizard -|= 1’

Collecting Random Data

i~ Current pool content (partial}
46 22 74 24 17 3E A2 3D 98 89 69 44 34 4D 83
FC 3E 54 C4 67 61 9C FC 8B 98 85 AD 50 FO A8
E5 F1 7D 3B 82 52 98 07 16 15 72 EC 24 FC BD
F1 27 38 BB EF 4B BS 72 43 C7 SE 7F EC FA D8
B5 DB 7F 4C CB 9D 16 BE DE 97 C9 80 2B 51 D7
44 37 E9 FB 04 BS 7D 0D 05 ES D1 A5 45 94 D1
40 1E 84 57 FE 01 DO 3B BF S& BB 56 AA4 41 C3
93 FF E7 88 F5 D4 56 4B 40 32 83 03 OF 8F 1B

IV Display pool content

IMPORTANT: Move your mouse as randomly as possible within this
window. The longer you move it, the better. This significantly
increases the cryptographic strength of the encryption keys, Then
click Next to continue,

Help < Back Cancel
Figure 40 : Step 10
Step 11
Select “Next” on the
Keys Generated dialogue.
[[F TrueCrypt Yolume Creation Wizard = l’

Keys Generated

The keys, salt, and other data have been successfully generated. If
you want ko generate new keys, click Back and then MNext, Otherwise,
click Mext to continue.

Header Key: Z9CBESS09F1ABIEO147DATESC3FOAASSE. ..
Master Key; 9253587D2990EE14CAEEZ29F829F3F02C. ..

IV Display generated keys (their portions)

Help < Back Cancel

step 12 Figure 41 : Step 11

You must now

create a rescue disk for the encrypted disk. This will contain the necessary boot loader and
tool to recover from a system fault and will allow you to mount and decrypt the disk. You
will still require the password to perform these actions.

[ TrueCrypt Yolume Creation Wizard == l‘

Rescue Disk

Before you can encrypt the partitionjdrive, you must create a
TrueCrypt Rescue Disk (TRD), which serves the following purposes:

- If the TrueCrypt Book Loader, master key, or other critical data gets
damaged, the TRD allows you to restore it (nate, however, that you
will still have ta enter the correct password then).

- If the TrueCrypt Boot Loader gets damaged or infected with
malware, you can avoid running it by booting directly from the TRD,

- IF Windows gets damaged and canriot start, the TRD allows you to
permanently decrypt the partition/drive before Windows starts.

- The TRD will contain a backup of the present content of the first

drive track (which typically cortains a system loader or baot manager)
and will allow you to restore it if necessary.

| C\Documents and Settings|Steve|My Documents Browse...

Helo | <Back

Figure 42 : Step 12

Step 13
TrueCrypt will not let you proceed with the process until you have verified the rescue disk.
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[ TrueCrypt Yolume Creation Wizard -|=f x|

Rescue Disk Recording

The Rescue Disk image has been created and stored in this file:
Ci\Documents and SettingsiSteve\My Documents) TrueCrypt Rescue
Disk.iso

Mow you need to write {burn}) the Rescue Disk to a CD or DYD.

IMPORTANT: Note that the file must be written to the CD/DVD as an
150 disk image {not as an individual file}. For information on how to do
so, please refer to the documentation of your CDJDVD recording
software. If you do not have any CDJDVD recording software that
can write the IS0 disk image to a CD/DYD, click the link below ta
download such free software.

After you burn the Rescue Disk, click Next to verify that the Rescue
Disk has been correctly burned.

Download CD/DVD recording software

Help I < Batl Cancel

Figure 43 : Step 13

Step 14
Once the test has been performed TrueCrypt will you will move onto the next dialogue.
=l
Rescue Disk Verified

The TrueCrypt Rescue Disk has been successfully verified. Please
remave it from the drive now and store it in a safe place.

Click Next to continue.

Help < Batk Cancel l

Step 15 Figure 25 : Step 14

TrueCrypt will  then
ask if you want to securely erase any files during the encryption process, if this is a new
machine then select none, otherwise use your discretion.

S
Wipe Mode

Wipe mode: INone (fastest) :J

©On some types of storage media, when data is overwritten with other
data, it may be possible to recover the overwritten data using
techniques such as magnetic Force microscopy. This also applies ta
data that are overwritten with their encrypted Form {which happens
when TrueCrypt initially encrypts an unencrypted partition or drive).
According ko some studies and governmental publications, recovery of
overwritten data can be prevented {or made very difficult)
averwritting the data with pseudorandom and certain non-random
data a certain number of times, Therefore, if you believe that an
adversary might be able to use such technigues to recover the data
you intend encrypt, you may want to select one of the wipe modes
(existing data will NOT be lost), Mote that wiping will NOT be
performed after the partitionfdrive is encrypted. When the
Ppartitionfdrive is fully encrypted, no unencrypted data is written to it,
Any data being written to it is first encrypted on the fly in memory and
only then is the {(encrypted) data written to the disk.

Help

Figure 44 : Step 15
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Step 16
TrueCrypt will first perform a test to ensure that everything is working correctly, and that you
remember your password, before it encrypts the drive.

¥ TrueCrypt Yolume Creation Wizard ,-_-LQ’}J

System Encryption Pretest

Before encrypting your system partition or drive, TrueCrypt needs to
wverify that everything works correctly,

After you click Test, all the necessary components (for example, the
pre-boot authentication component, i.e. the TrueCrypt Boot Loader)
will be installed and your computer will be restarted. Then you will
have to enter your password in the TrueCrypt Boot Loader screen
that will appear before Windows starts, After Windows starts, you will
be automatically informed about the result of this pretest,

The following device will be modified: Drive #0

If you click Cancel now, nothing will be installed and the pretest wil
not be performed.

Help < Back

Figure 45 : Step 16

Step 17
Read and agree to the following. We suggest that you print or save this to another location for

future reference.
x|

IMPORTANT NOTES -- PLEASE READ OR PRIMT {click "Print'): -~

Mote that none of vour Files will be encrypted before you successFully restart your computer and start
wwindows. Thus, if anything Fails, your data will NOT be lost, However, if something does go wrong, you
might encounter difficulties in starting vour Windows. Therefore, please read (and, if possible, print) the
following guidelines on what to do if your Windows cannot start after you restart the computer,

what to Do If Windows Cannot Start

Mote: These instructions are valid only if you have not started encrypting.

- If windows does not start after vou enter the correct password (or if you repeatedly enter the correct
password but TrueCrypt says that the password is incorrect), do not panic. Restart (power off and on) the
computer, and in the TrueCrypt Boot Loader screen, press the Esc key on your keyboard {(and if you have
multiple systems, choose which to start), Then your Windows should start (provided that it is not
encrypted) and TrueCrypt will automatically ask whether you want to uninstall the pre-boot authentication
component. Note that the previous steps do NOT work if the system partitionfdrive is encrypted (nobody
can start Windows or access encrypted data on the drive without the correct password even if he or she
Follows the previous steps).

- If the previous steps do not help or if the TrueCrypt Boot Loader screen does not appear (before
windows starts), insert the TrueCrypt Rescue Disk into your CDJ/DYD drive and restart your computer, IF vl

Brint

Figure 46 : Step 17

Step 18
Restart the system.

TrueCrypt Yolume Creation Wizard P |
'z Your computer must be restarted.

Do you want ko restart it now?

Mo |

Figure 47 : Step 18
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Step 19

Once you have entered the boot password and the system is back up you will be presented
with the following dialogues.
=101

Pretest Completed

The pretest has been successfully completed.

WARNING: Please note that if power supply is suddenly interrupted
while encrypting existing data in place, or when the operating system
crashes due to a software error or hardware malfunction while
TrueCrypt is encrypting existing data in place, portions of the data will
be corrupted or lost. Therefore, before you start encrypting, please
make sure that you have backup copies of the files you want to
encrypt, If you do not, please back up the files now {vou can click
Defer, back up the files, then run TrueCrypt again anytime, and select
'System’ = 'Resume Interrupted Process' to start encrypting).

‘\When ready, click Encrypt to start encrypting,

Figure 48 : Step 19

Step 20
It is now time to encrypt the drive. Read the text in the dialogue box and action as appropriate.

TrueCrypt i , ﬂ

IF POSSIBLE, PLEASE PRINT THIS TEXT (click 'Print’ below).

|»

How and When to Use TrueCrypt Rescue Disk (After Encrypting)

1. How ko Book TrueCrypt Rescue Disk

To boot a TrueCrypt Rescue Disk, insert it into your COJDVD drive and restart your computer, I the
TrueCrypt Rescue Disk screen does not appear (or if vou do not see the 'Repair Options' item in the
"Keyboard Controls' section of the screen), it is possible that your BIOS is configured to attempt to boot
from hard drives before CDJDVD drives. If that is the case, restart vour computer, press F2 or Delete {as
500N as you see a BIOS start-up screen), and wait until 3 BIOS configuration screen appears. If no BIOS
configuration screen appears, restart {reset) the computer again and start pressing F2 or Delete
repeatedly as soon as you restart (reset) the computer, \When a BIOS configuration screen appears,
configure your BIOS to boot from the CDJ/DVD drive first (For information on how to do so, please refer to
the documentation for your BIOS{motherboard or contact your computer vendor's technical support team
fFor assistance). Then restart your computer. The TrueCrypt Rescue Disk screen should appear now. MNote:
In the TrueCrypt Rescue Disk screen, vou can select 'Repair Options' by pressing F&8 on your keyboard,

11, When and How to Use TrueCrypt Rescue Disk (After Encrypting) ;]
Print |

Figure 49: Step 20
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Step 21
The encryption process starts.
~icixd
Encryption
—Options |
Wipe mode:'r;me (Fastast) | ‘

= pose |

Done| 16.4358% Status] Encrypting Leftj &7 minutes

You can click Pause or Defer anytime to interrupt the process of
encryption or decryption, exit this wizard, restart or shut down your
computer, and then resume the process, which will continue from the
point it was stopped. To prevent slowdown when the system aor
applications write or read data from the system drive, TrueCrypt
automatically waits until the data are written or read {see Status
abave) and then automatically continues encrypting or decrypting.

More information

< Batk Enrceypt l Defer

Figure 50 : Step 21
Step 22 7 P

You will receive the following dialogue if the process has succeeded.

TrueCrypt Yolume Creation Wizard x|

L
y The system partition/drive has been successfully encrypted.

Figure 33 : Step 22

Once installed, after the BIOS, you will be presented with a new boot loader directly on
boot up. It will look similar to this. Enter your password to boot into the system.

TrueCrypt Boot Loader 5.8 Copyright (C) 2888 TrueCrypt Foundation

Keyboard Controls:

[Escl Skip Authentication (Boot Manager)
[F81 Repair Options

Enter password: _

Figure 51 : TrueCrypt Encryption Completed

ENCRYPTED DISK DETECTOR

A command-line tool that can quickly and non-intrusively check for encrypted volumes on a
computer system during incident response.

Encrypted Disk Detector: What does it do?

Encrypted Disk Detector checks the local physical drives on a system for TrueCrypt, PGP, or

Bitlocker encrypted volumes. If no disk encryption signatures are found in the MBR, EDD also
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displays the OEM ID and, where applicable, the Volume Label for partitions on that drive,
checking for Bitlocker volumes.

Supported Encrypted Volumes
Currently, Encrypted Disk Detector detects TrueCrypt, PGP, Safeboot, and Bitlocker encrypted
volumes.

Ref: - https://www.magnetforensics.com/free-tool-encrypted-diskdetector/
Steps Action:

Step 1
Click on exe file. A dialogue box will open

Open File - Security Warning R

Do you want to run this file?

il Name: C\Users\VIKRAM\Downloads\EDD.exe
Publisher: Magnet Forensics Inc.
Type: Application
From: C:\Users\VIKRAM\Downloads\EDD.exe

(.|

Run ‘ ‘ Cancel

V| Always ask before opening this file

2 While files from the Intemet can be useful, this file type can
! ) potentially harm your computer. Only run software from publishers
you trust. What's the risk?

Figure 52 : File Run Permission Box

Step 2
Click on Run and it will start detecting the encrypted drives.

[Tl C:\Users\WIKRAM\Downloads\EDD X | = o

Encrypted Disk Detevviur v2.0.1
Copyright <cd> 2009-2013 Magnst Forencice Inc.
http://7www.magnetforensics.com

% Checking physical drives nan system._ . *
PhysicalbriuveW, Partition 1 ——— OEM 1D: NIFYS
PhycsicalDriveB, Partition 2 —— OEM ID: MTFS
PhysicalDriveB,. Partition 3 —— OEM ID: NTFE
TFhysicalDriveB,. Iartition 4 OCM ID:
> Cumpleted cvhecking physical drives un system.
= Now checking logical volumes on system... =
is located on PhusicalDrive@. Partition H2.
is located on IhysicalDriveB,. DPartition #J.
| a GD—ROM/DUD deuvice (BN
s a CD—ROM/DUD devicve <#H1>.
s located on PhysicalDriuveB@. Partition #4._

% Completed checking logical volumes on system.

< Now checking for running proccsscs... *

% Completed checking »unning processes.

wwx Mo TrueCrypt, PGP, Bitlocker, SafeBoot, BectCrypt, Checkpoint, Sophos.
Sumantec encrypted volumes detectable by EDD were found. o6

Press any key tn cantinn
use ’EDD ~batch’ to b

Figure 53 : EDD CMD Window

Summary: No Encrypted Volume is Found
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1.7. Hashing

Hashing is the process of converting a data into fixed length value with the help of an
irreversible algorithm which is known as hash function. In cyber security or digital forensics
hashing techniques are used to define integrity of a data source (i.e. whether the data source is
tempered or not).

Volume- I

The hash function is a kind of mathematical algorithm which is used to map the data of arbitrary

size to a fixed size value. A good hash function must have following two attributes —

e The values generated by hash function should be unique (i.e. no two values for same
data should be there for same algorithm and no two data sets should have same hash
value).

e It should be irreversible and of fixed length.

Hash sum

— DFCD3454

Input
Hash
Fox I | function
The red fox Hash
l:H.IIH'.I lelnze » function
& jce
The red fox Hash
ﬂlﬁh elnz ™ function
e ice

46042841

I a
§

Figure 54 : Example of Hashing

How hashing works to check integrity

Fixed Length
Hash Values

Sender

Hash Algorithm

Hash Value 1

If both the
Hash values
Data and Hash Value 1 Transferred through a Medium are
matched
then data is
Reciever
Same Hash
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Popular Hash Algorithms
There are multiple hashing algorithms available with different result size. Some popular hash
functions with their output size are as follows —

Name of Hash Function Output Size (in Bit)
BLAKE2Db 512
BLAKE2Zs 256

MD2 / MD4/ MD5 128
SHA-0/SHA-1 160
SHA 512 512

SHAZ3 (Different Functions) 224 | 256 /384 /512

Hash Calculating tool (hashcalc)
Hashcalc is an open source hash calculator used to calcu;ate various hash values of a
datasource (file) or text string.

e Open Hashcalc and select data source. (It may be any file or disk or any text or hex
string). Here we are selecting file as data source.
e Browse the path for the file and click on calculate button to get various hash values.

|H| HashCalc - *
[rata Format: Data:

|File 15@% Lcagigségz\r[ézsktopwncryptlom.png J
_I Key Format: Key:

[~ HMaC [Tentsting =] | 2. Browse File Button
W MDS |chch435?cb33d?D22a4309299898d8

I~ MD4 [

W SHa1 |42fbd3051 16821 2f1bcbE3e0304956959dc11beb

[ SHazeE |

[ SHA334 |

[ sHegtz |

¥ RIPEMD160 |ebbdad7add243bc4babadsi 16771514ac17513

I PapAMa |

™ IIGER [

™ MD2 [

[~ ADLER32 |

¥ CRC32 | ab37rete

r eDonkey/ |

ehule 3. Button to calculate Hash Value

Lloze Help

Figure 38 : HashCalc

1.8. digital signature
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A Digital Signature is a method to ensure data authenticity. A digital signature is created by
generating a hash (message digest) against the data and then encrypting this digest using the
cryptography (public or private) key. This signature is then appended to the data.

Once the recipient has received the data + signature they generate a hash against the data, as
well as decrypting the signature using their cryptography (public or private) key. These digests
are then compared to ensure data authenticity. Data that is appended to a message, made from
the message itself and the sender’s private key, to ensure the authenticity of the message

1.9. Public Key Infrastructure (PKI) or Digital Certificates

A Digital certificate is a form of electronic credentials. Digital certificates are issued by a
Certification Authority (CA) and are used to encrypt and sign digital information. Digital
Certificates typically contain the Owner's public key/name, expiration date of the public key,
Name of the issuer (CA), Serial number and the Digital signature of the issuer (CA). A
representation of a sender's authenticated public key used to minimize malicious forgeries

Digital certificate is a digital identity of a person much like a driver license. It can also be
issued to a computer or a network device identifying it while communicating. A digital
certificate is issued by a Certification Authority (CA) complying with the X.509 standard and
it normally contains mainly the following information:

e Public key of the certificate owner

e Name of the owner

e Validity “from” and “to” dates

e Name of the issuing authority

e Serial number of the certificate

e Digital signature of the issuing authority
e Digital Signature Algorithm

e Custom information

Digital certificate or digital signature relies on digital cryptography; a sophisticated,
mathematically proven method of encrypting and decrypting information. A digital certificate
contains information about the owner’s identity e.g., their name, email address, the date the
digital certificate was issued and the name of the Certifying Authority that issued it. The
certificate also contains the public key. The private key (correspond to the public key) is stored
on the user's computer hard disk or on an external device such as a smart card. The user retains
the control of the private key and it can only be used with the issued password or PIN.

As the above-mentioned processes require a public key hence a need of a Public Key
Infrastructure (PKI) arises which is responsible for managing all aspects of digital certificate
issuance, publication, revocation, renewal etc, in short managing the full lifecycle of digital
certificates. Every Digital certificate usually can be chained to a Root CA (which is the final
trust point and issues a certificate to itself). The Root CA then issues a certificate to one or
more subordinate CA s) which is used to issue certificates for end-entities, which can be human
users, network devices, machines, databases or other software components. There are also
different types of certificates like CA certificate, Root CA certificates, SSL server or SSL client
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certificates, object signing certificates (to sign code e.g. jar files) and user/end-entity

certificates for document or email signing. There are also certificates for encryption purposes.

Digital Certificate Structure An Example PKI Hierarchy

Digital Sgrature

4 Y

End Uer End User

Digital Signature Generation 3 2 s
¢ ® Digital Signature Verification
y Hashing Algonthm

(SHAT et
Decrypt {Public key)

Figure 55 : Digital Signature Process

Technically speaking the difference between a digital signature and digital certificate is that a
certificate is an electronic document that binds a public key using digital signature to an
individual or a person, a computer or a network device where as a digital signature is to ensure
that a data/information remain secure from the point it was issued. Imagine the havoc would
have created if all the data travelling between governments, military installations or banks is
hacked and updated without no one to detect.

For extra security and performance reasons, a digital signature is created by first hashing (using
a secure hashing algorithm like SHA-1 or SHA-2) the data to be digitally signed and then
signing this hash value using the private key of the signing digital certificate. Note the hashing
process creates a small unique fingerprint of the data, such that it’s very hard to find two
different input data values which produce the same hash value. To verify the signature on uses
the public key of the signer to reverse the process and verify that the data received produces
the same hash value as the one that was signed. Following diagram illustrates this:

Digital certificate themselves are digitally signed by the by the issuing Certification authority
to ensure they cannot be modified by an attacker. So first the digital certificate is verified using
the issuing CA’s public key, to obtain trust in the sender’s public key. Then the sender’s public
key is used to verify the digital signature on the actual data message.

Digital certificate Certifying Authorities in India

In India Certifying Authorities (CA) has been granted a license to issue a digital signature
certificate under Section 24 of the Indian IT-Act 2000. One can procure Class 2 or 3 certificates
from any of the certifying authorities.

¢ National Informatics Centre (NIC)
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e [IDRBT Certifying Authority
e SafeScrypt CA Services, Sify Communications Ltd
e (n) Code Solutions CA

e E-MUDHRA
e CDAC

e NSDL

e Capricorn

1.10. ssl certificate

These are small data files that digitally bind a cryptographic key to an organization’s details.
When installed on a web server, it activates the padlock and the https protocol and allows secure
connections from a web server to a browser. SSL certificates provides SSL/TLS encryption to
the site, and they contain the website's public key and the website's identity, along with related
information. During this communication the private key is kept secret and secure whereas
devices attempting to communicate with the origin server will reference this file to obtain the
public key and verify the server's identity.

To establish a secure session with browsers an organization needs to install the SSL
Certificate onto its web server and when the certificate is successfully installed the HTTP
(Hyper Text Transfer Protocol) protocol changes to HTTPs (Secure Hyper Text Transfer
Protocol).

TLS (Transport Layer Security) or SSL (Secure Socket Layer) is a security protocol encrypting
Internet traffic and verifying server identity. An SSL / TLS Certificate includes the following
details —

e The domain name that the certificate was issued for

e Which person, organization, or device it was issued to
e Which certificate authority issued it

e The certificate authority's digital signature

e Associated subdomains

e Issue date of the certificate

e Expiration date of the certificate

e The public key (the private key is kept secret)

Working of ssl / tls
There are three main components to TLS these are —

e Encryption: hides the data being transferred from third parties.

e Authentication: ensures that the parties involved in communication are really who
they are claiming to be.

o Integrity: verifies whether the data has been changed or tampered or not.

A TLS connection is initialised using a sequence of steps known as the TLS handshake. The
TLS handshake creates a cypher suite (a set of algorithms that contains details like shared
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encryption keys, or session keys for that session) for each communication session. TLS is able
to set the matching session keys over an unencrypted channel using public key cryptography.

The handshake maintains authentication, by consisting the server proving its identity to the
client. This is done using public keys. Public keys are encryption keys that use one-way
encryption, meaning that anyone can unscramble data encrypted with the private key to ensure
its authenticity, but only the original sender can encrypt data with the private key.

Once data is encrypted and authenticated, it is then signed with a message authentication code
(MAC). The recipient can then verify the MAC to ensure the integrity of the data. This is kind
of like the tamper-proof foil found on a bottle of aspirin; the consumer knows no one has
tampered with their medicine because the foil is intact when they purchase it.

Client Server

ClientHello E— ClientHello
I ServerHello

ServerHello ¢ Certificate

Certificate Verify Key Gen  ServerKeyExchange
«+— Sign

ServerKeyExchange Verify —«+—— ServerHelloDone

ServerHelloDone

ClientKeyExchange Key Gen
Secret Gen —_—

ChangeCipherSpec —  » Secret Gen ClientKeyExchange
Finished EE— ChangeCipherSpec
Finished

I — ChangeCGipherSpec

ChangeCipherSpec -— Finished
Finished -— [Application Data]

[Application Data]

Application Data -~ Application Data

Figure 56 : SSL/TLS Handshake
Chain of Trust
The Chain of Trust refers to that how an SSL certificate is linked back to a trusted Certificate
Authority. In order for an SSL certificate to be trusted it has to be traceable back to the trust
root it was signed off of, meaning all certificates in the chain — server, intermediate, and root,
need to be properly trusted. There are 3 parts to the chain of trust:

e Root Certificate : It is a digital certificate that belongs to the issuing Certificate
Authority. It comes pre-downloaded in most browsers and is stored in what is called a
“trust store.” The root certificates are closely guarded by the Certificate Authorities.

e Intermediate Certificate : These certificates act as middle-men between the protected
root certificates and the server certificates issued out to the public. There will always
be at least one intermediate certificate in a chain, but there can be more than one.

e End - Entity Certificate : This certificate is the one issued to the specific domain
which will be accessed by the user.
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End-entity Certificate
Owner's name

Owner's public key

Issuer's (CA's) reference

name

Issuer's signature Intermediate Certificate
Owner's (CA's) name

{ sign
2 Owner's public key

Issuer's (root CA's) reference
name
Issuer's signature

Root CA’'s name
Q sign

Root CA's public key
Root CA's signature

Root Certificate
Figure 57 : Certificate Chain of Trust

self-sign

1.11. personal
security
Security of personal data of an individual in cyber world is a critical aspect. One can avoid the

attacks by following some security measures. There is no any standard defined for personal
security but some things can be considered for cyber awareness.

e Use of genuine software and keep them up to date.
e Use of good antivirus software and firewalls to protect against malwares.
e Use strong passwords for various accounts and keep it confidential. A strong password
has various features —
o If the length of password is more it will be difficult to brute force it.
o It must contain upper- and lower-case letters, numerals and special symbols.
e Use multi factor Authentication while logging in to your public accounts.
e Be aware about phishing mails, phone calls etc. Don’t share your personal information
to anyone
Protect personal identification information (P11) while dealing with untrusted sites
Backup your data on a regular interval
Don’t use public wifi.
Review your social media accounts regularly and change the password in a timely
manner.

Windows firewall

Microsoft provides an inbuilt security mechanism to windows from the launch of Windows Xp
named as windows firewall (Windows Defender Firewall in Windows 10). Which can be
configured to get protection from unknown threats while surfing on internet. Which can be
configured by the user easily to get the desired setting.
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Windows Security
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Firewall is on.
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Firewall is on.

Select All the
Applications which you
want to allow through
Metwork and Internet troubleshooter firewall
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Firewall notification settings Various Advance
Settings Related to

I Advanced settings I,—:}
Firewall Configuration

Restore firewalls to default

like creating Rules &
Policies

Windows Community videos

Learn more about Firewall & network
protection

Have a question?
Get help

Figure 58 : Windows Firewall

1.12. Organizational security

As organizations increasingly rely on global networks for supply chain and communications,
and amass distributed data in terabyte amounts, it has become apparent that the old models for
computer security are no longer effective. An organization may define various positions to look
over security factors. An example of positions for security field in an organization is illustrated

in below figure —

Volume- I

There are various resources which are primarily being used by organizations for security

[

Chief Security Risk Officer ar Chief Information Security Officer

I o ™ a Vi
Security Director Investigations BCP & DR Palicy Physical
—————, Seourity
- s Talicy
Engineering Archilechine Applications v lopament
- | Enforcement
r . . Business Impact || Gap analysis
Standards PFrogctsecourity Seoune coding i "
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evaluation, testing| | Research A testin o ey L y
scleckion, Risk adisary Secure SOLC Lol i |- | ~
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purpose. These are —

[ ]
e Firewalls

Figure 59 : Positions in Organizational Security

UTM (Unified Threat Management)
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e Honeypots

Generally organizational security structures follow layered models of security.

UTM (Unified Threat Management)

Unified threat management (UTM) provides multiple security features and services in a single
device or service on the network, protecting users from security threats in a simplified way.
UTM includes functions such as anti-virus, anti-spam, content filtering, and web filtering.

VP

a =

Firewall

ST
Gateway AV | —UTM .
Antispyware § = A single appliance
1 Blended threats protection
R~ \ ”
.‘Qﬁ \\ " Email/Antispam
filterini
§ ® - > Pid e

\ﬁ( // i o
Pl \ \
S : \
I N~
/ | ST

Routing capabilities // ] §; "

p— /
[ A RS

— ;

1 R~ IPS
P
3 S
5@ S

Web securit,
4 QoS/Bandwidth management

Figure 60 : Unified Threat Management

Intrusion Detection
System (ids) / intrusion prevention system (IPs)

Intrusion Detection Systems (IDS) analyse network traffic for signatures that match known
cyberattacks. Intrusion Prevention Systems (IPS) also analyses packets, but can also stop the
packet from being delivered based on what kind of attacks it detects.

IDS/IPS compare the traffic or data packets to a cyberthreat database know as signatures. It
will raise an alert if any matching packets found.

The main difference between them is that IDS is a monitoring system, while IPS is a control
system. IDS don’t alter the network packets in any way, whereas IPS prevents the packet from
delivery based on the contents of the packet, much like how a firewall prevents traffic by IP
address.
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Figure 61 : IDS / IPS

Honeypot
In cyberspace honeypot is a security mechanism used to detect and counter the cyber-attacks
by creating a fake system similar to original one to lure the attacker and make him belief that

he is attacking an original system.

Security HoneyPOT
Scanning Attack

Firewall DMZ to HoneyPOT ¢

Scan Attack Logged

T
u—lE'

fetar Senvices R outer FAetar Services HoneyPOT

Internet

FAetar Services Firewall

Hub

Internal Network

Figure 62 : Honeypot

ORGANISATIONAL SECURITY STRUCTURE

In present scenario although various tools are available for prevention from cyber-attacks but
still there is a huge need of a security structure in the organisation to fight with the regular
attacks and manage all the security activities being performed in the organisation. The basic
structure of an organisational security can be as follows —
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Executive Management

(CISD, CTO, €SO, CRO atc.)

Volume- I

Information System Security Professionals

(Security Manager, Security Advisor, Security Analyst etc.)

Data Owners

Data Custodians

Users

—

IS Auditors

Figure 63 : Organisational Security Structure

Roles in Organisational security structure

Security Structure

Members

Roles & Responsibilities

Executive
Management

Chief information Security
Officer (CISO), Chief
Technology Officer (CTO),
Chief Risk Officer (CRO),
Chief Security Officer (CSO)
etc.

overseeing the enterprise
information security strategy that
ensures information assets are
protected.

Information System
Security
Professionals

IT security manager, Risk
management manager,
Compliance manager, IT
security analyst, etc.

design, implement, manage, and
review the organization’s security
policies, standards, baselines,
procedures, and guidelines.

Data Owners

Owner of any information or
data

Ensuring that appropriate security

Determining appropriate sensitivity
or classification levels and access
privileges

Users

Someone who uses the data

using resources and preserving
availability, integrity, and
confidentiality of assets;

responsible for adhering to security
policy.

©CYBER X, SVPNPA HYDERABAD 133




Cyber Crime Investigation Manual Volume- Il

Providing independent assurance to
management on the appropriateness
of the security objectives

Determining whether the security
_ policy,  standards, baselines,
Someone who Audits the | procedures, and guidelines are

IS Auditors organisational security appropriate and effective to comply
policies with the organization’s security
objectives

Identifying whether the objectives
and controls are being achieved

CISO (Chief information security officer)

The chief information security officer (CI1SO) is the executive whose responsibility is to
manage an organization's information and data security. Now a day CISO and VP of security
titles are used interchangeably indicating its more expansive role in the organization.

The CISO coordinates staff in identifying, developing, implementing and maintaining
processes across the enterprise to reduce information and information technology (IT) risks.
They respond to incidents, establish appropriate standards and controls, manage security
technologies, and direct the establishment and implementation of policies and procedures.
The CISO is also usually responsible for information-related compliance (e.g. supervises the
implementation to achieve ISO/IEC 27001 certification for an entity or a part of it).

A CISO is the executive-level manager who directs strategy, operations and the budget for
the protection of the enterprise information assets and manages that program. The scope of
responsibility will encompass communications, applications and infrastructure, including the
policies and procedures which apply.

This position can have different titles for the same or similar duties:

o Chief Information Technology Officer (CIO)
e Information Systems (IS) Security Manager
o Corporate Security Executive

e Information Security Director

Roles & Responsibilities of ciso

Following are CISO’s roles and responsibilities as per the recommendation of ‘NATIONAL
CRITICAL INFORMATION INFRASTRUCTURE PROTECTION CENTRE’ (NCIPC)
which may include but not limited to the following:

e Strategic Planning
I) Proposed responsibilities under this role are:
I1) Look for top administration support and direction for implementing information
security measures in the organization.
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I11) Recognize information security objectives and goals aligned with organization business
need/objectives.

IV) Define the scope and boundaries of the information security program.

V) Comprehend legal and regulatory prerequisites.

V1) Define information security implementation strategies.

VII) Estimate budget and resources required.

VIII) Plan and establish organization-wide Information security Management System
(ISMS) in accordance with ISO/IEC 27001 Standard and other significant security
guidelines.

IX) Define risk management framework.

X) Define information security measurement metrics and other key performance
indicators.

XI)Get approval for information security plan, budget and resources from higher
management.

Policy Planning

Proposed responsibilities under this role are:

I) Design information security polices, standards, procedures, guidelines and processes

I1) Define formal process for creating, documenting, reviewing, updating, and
implementing security policies.

I11) Define information security policy.

IV) Define policy for classification of information and information assets.

V) Lead and coordinate development of organization specific information security
policies, procedures, guideline and processes in consultation with various stake holders.

V1) Get approval of information security policies, procedures, guidelines and processes.

Information Security Management

Responsibilities under this role are:

I) Assistin developing, maintaining, reviewing and improving strategic organization wide
information security and risk management plan.

I) Creating awareness about information security policies, procedures and guideline to all
concerned.

[11) Monitoring implementation of approved information security policies, procedures,
guideline and ISMS etc.

IVV) Combining information security procedures with organization's business processes.

V) Ensure that information security considerations are integrated with IT system planning,
development / acquisition life cycle.

VI)Regularly reviewing performance of information security policies, procedures,
standards, guideline and processes, ISMS etc.

VII) Sending alerts and guidelines with respect to new vulnerabilities / threats to all
concerned.

VIII) Conducting risk assessment:
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a) Identify and make inventory of assets within the scope of information security
plan;
b) ldentify and record threats to those assets;
c) Perform vulnerability analysis;
d) Impact analysis;
e) Calculate level of risk;
f) Decide acceptability or treatment of risk based on risk acceptance criteria.
IX) Perform risk treatment:
a) Identify appropriate controls for treatment of risk;
b) Seek approval from senior management for implementation of identified
security con trols;
c) Monitor implementation of information security controls;
d) Determine residual risk;
e) Approval from senior management for residual risk.
X) Implementing automated and continuous monitoring of security incidents.
XI) Maintaining a record of information security incidents and breaches.
XI1) Taking action to reduce / diminish the impact of information security incidents
and breaches.
XI1I1) Sharing management approval report on information security and breaches to
concerned parties.
X1V) Compliance with legal and regulatory requirements for information security.
XV) Organizing information security awareness program for management, employees,
contractors and other stake holders.
XV1) Facilitating role-based training on information security to the employees.
XVII) Compute effectiveness of training & awareness program and continuously
upgrade it.
XVIII) Define and coordinate ‘Business Continuity Plan (BCP)’.
XIX) Conduct mock drill regularly to evaluate effectiveness of business continuity plan.
XX) Define and implement change management plan for both the change in
information systems and the change in ISMS itself.
XXI) Ensuring compliance of information security on part of contractors/suppliers etc.

Information Security Auditing

I) Proposed responsibilities under this role are:

I1) Periodically evaluate and review effectiveness of Information Security Management
System.

I11) Evaluate compliance of information security with respect to legal and regulatory
requirement.

IV) Monitor compliance of organization specific information security policies, procedures
with respect to standards, guidelines and directives.

V) Plan information security audit at least annually or whenever significant changes have
been made in IT systems/ Infrastructure.
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V1) Release information security audit report along with recommendations for improving
information security.

VII) Seek higher management approval of information security audit report.

e Other responsibilities may include:

I) Ensure that before issuing NOC (No Objection Certificate) to the employee, who has
resigned or has been terminated or is leaving organization, all equipments have been
taken back and all his accounts either have been deleted or their passwords have been
changed.

I1) Maintain asset inventory containing details of asset, its owner and its security
classification.

I11) Ensure safe disposal of all storage media, when no longer required as per laid down
procedures.

V) Make sure safety and security of portable computing devices/storage media when they
are taken outside of the organization.

V) Ensure all information systems with organization are adequately patched and updated.

Risk assessment or contingency planning

Risk assessment and contingency planning is the process of determining the risks a business
faces and what it must do if those risks are realized. While it may not be possible to plan for
every possible emergency, most businesses can identify those they are most likely to face and
those that will cost them the most if they are realized.

Contingency plan is an essential part of risk management. It helps to ensure that organization
has always got a backup option when things go wrong, or when the unexpected happens. It is
often used for risk management for an exceptional risk that, though unlikely, would have
catastrophic consequences.

Contingency planning isn't just about major crises and natural disasters. It also prepares
organization for more commonplace problems, such as the loss of data, staff, customers, or
business relationships. Therefore, it is important to make contingency planning a routine part
of the regular work in organization.

To develop a contingency plan, first a risk assessment should be conducted: identify business-
critical operations, identify the threats to those operations, and analyse the potential impact of
each threat.

Conducting a Risk Assessment

Each organization has to face some unique risks in its routine work, and for those risks it needs
to be prepared. Hence the key is to identify most of the possible risks beforehand and prepare
a backup plan for the same.

The first step is to conduct risk assessment to identify all the possible risks.
So, we start with identifying business-critical operations of the organization. These are the

key processes and functions without which organization could not operate, such as supply
chain, internet connection, or ability to comply with legal standards.
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Next is to identify the threats that could harm each critical operation. Threat could be human,
operational, financial, environmental/weather-related, political, procedural, technical or
project-based. Then measure each of these threats based on how likely they are to occur and
how much damage they could do to the business. There are several techniques for identifying
risks including group brainstorming, interviews, surveys, root cause analysis, review of past
accident reports, SWOT (Strengths, Weaknesses, Opportunities and Threats) analysis and
diagramming.

Often there is a chance to come up with a long list of potential threats. It becomes unrealistic
to attempt contingency planning for all of them, so here prioritization of risks comes into
picture. The standard formula for risk assessment is that risk equals the probability of an event
multiplied by the cost of the event. Each identified risk can be rated on a scale of one to five,
with one being the least likely to occur and causing the least damage and five being the most
likely to occur and causing the most damage. All risks can then be sorted into low, medium or
high depending on the rating.

Risk Assessment helps to analyse the impact of each risk, and to estimate likelihood of it.
This defines which risks require the expense and effort of risk mitigation. Business processes
that are essential to organization, such as maintaining cash flow and market share, are typically
at the top of the list.

The four basic approaches to risk are risk avoidance, risk reduction, risk sharing or transfer,
and risk retention.
¢ Risk avoidance involves not doing the project or task that will bring the business into
contact with the risk.
e Risk reduction means putting procedures into place that will make the risk less likely
to occur or mitigate the effects if it does occur.
e Risk sharing or transfer typically involves buying insurance to cover losses or
outsourcing the task so that someone else bears the burden of risk.
e Risk retention is the process of accepting the possibility of loss and budgeting to cover
the risk.

If a business decides to mitigate or accept the risk, it will benefit from having a contingency

plan in place to deal with the critical situation should if occurs.

What is a Contingency Plan?

A good contingency plan can prevent a business from disruption when unexpected events
occur, so it's necessary to ensure that it totally serves the purpose.

Some of the key elements to include are:

Scenarios

It refers to the risk assessment to choose the most impacting or most likely scenarios for which
organization wants to plan for. Then, map out what should be response in each case.
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Here organization should aim to include a broad range of scenarios — for instance, cyber-
attacks, prolonged staff absences, IT malfunctions, loss of suppliers, serious power outages, or
structural problems with business premises.

Triggers

Here we have to specify exactly what incidence, will cause to put contingency plan into action.
For example, if organization have a plan for heavy rainfall, it should specify whether it will be
triggered by a severe weather warning, or only by actual rainfall?

Response

It includes a brief overview of the strategy that will be followed in response to the event. This
provides a context for the actions that organization ask employees to take.

Whom to Inform

Designate the people who need to know about what has happened. This could include
employees, suppliers, customers, and the wider public, as appropriate. It designs a clear path
to deliver effective communication in difficult situations.

Organization should also be aware of its legal obligations, and should make sure that incidents
are reported to the relevant authorities where necessary.

Key Responsibilities

Roles and Responsibilities should be clearly defined for each element of the plan, such as who
will be in charge at each stage and what they are supposed to accomplish.

Timeline

Determine what needs to be done within the first hour, day and week of the plan being
implemented.

There might be simple situations where you just need to inform employees about situation, but
at times situation could be very critical as well which will need far more detailed timeline
guidance, such as data breaches, serious workplace injuries, or leaks of hazardous materials.
This should also include details of when organization would expect normal business to resume,
and what will signal that organization is ready for this.

Developing Contingency Plan

The primary aim of developing contingency plan for an organization is to maintain or restore
critical business operations, so it should be closely analysed that how critical operations might
be affected by each scenario.

Organization must consider knock-on effects. Whether organization will be able to function at
full capacity when "Plan B" is implemented or it will reduce organization’s productivity. If
yes, then for how long?

Involve Employees

It always proves beneficial to consult people from across organization during designing phase
of contingency plan. Managers from different departments can advise on the impact of
disruptive events on services, staff, resources, and business functions. And "frontline™
employees are often best placed to tell about the minimum tools and support they require in
order to maintain essential operations.

Contingency plan should be kept open for feedbacks from employees to make it even more
robust. And, if possible, mock drills should be conducted to assess the efficacy of the plan.
This will highlight areas for improvement, and reveal skills gaps or training needed.

Simple Design

While writing contingency plan, make sure to use simple, plain language since it is not known
when the plan will be used, or who will read and implement it when it is needed. For the same
reason, job titles or roles should be used instead of names while defining people's
responsibilities. This will help to keep the plan relevant, regardless of any changes in personnel.
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Maintaining Contingency Plan

The contingency plan must be reviewed and updated regularly, in order to remain useful and
credible.

While reviewing it, all relevant technological, operational and personnel changes should be
taken into account and reassess the risks accordingly. Then, discard old versions of the plan.
When new employees join organization, provide them with the contingency plan as part of
their induction so that they are familiar with it, and so that they know what to do if critical
situation occurs.

And finally, it is also necessary to back up the backup plan. This could be achieved by means
of keeping a digital version in the cloud, storing physical copies in an easily accessible offsite
location, or both.

Sample Contingency Plan

What What When

Severe Trigger 1: Alert Employees | CEO Dversee Contact | Immediately
Flooding of | Flood employees, Implementation | whao will
Office and | warning suppliers of plan be
Warehouse | issued by and affected

weather customers Marketing | Handle media / need

department | of risk { PR inquiries to be

notified

Organisational security standards in India
In India basically there are two major information security standards are being followed by
various organisation. These are —

e ISO 27001 Family part of Information Security Management System (ISMS)
« COBIT (Control Objectives for Information and Related Technology) by ISACA

Information Security certifications
There are a lot of certifications available for an information security professional. Some of
them are —

e CEH (Certified Ethical Hacker)

e CISSP (Certified Information Systems Security Professional)
e CISM (Certified Information Security Manager)

e CCSP (Certified Cloud Security Professional)

e CISA (Certified Information Systems Auditor)

e COBITS

e CompTIA Security+

e ISO 27001 Standards etc.

1.13. Perimeter device security
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A perimeter can be defined as a cave in IT infrastructure which is covered by various security
layers to be protected from the risks of cyber world. A perimeter device can be protected using
layered methodology from a cyber-attack. The layers can include

e Firewall
e [PS/IDS System
e ADS (Anomaly Detection System) etc.

How an ADS Works?

KEHOW YOUR INETANTLY IDENTIFY ENHANCE NETWORK SIMFLIFY
HETWORK THREATZ PROTECTION COMPLIAMCE

idenify samets Angraly-based Saie quarsntira Infemal scczun@ng
identfy ioz-Sale s F-Omensmnal &l
Hou b relsSonshigs detection in wwsich mnd
Hardering and * Acties threal faed firgweall policy
wogmariaticn * Imegrated mvents ¥Wirteal perimaiers
+ Cplimice IPS with SkeProtector

Patent Pending

Whao Talke to W

Stateful Flow Reassembly
Da-dupdizakion, Bl-dirssdlonality, Probs Detsation, Acymmsiry & Ephameral Port Comp

PACKET INSPECTION Metflow, Sflow, Cllow

Figure 64: ADS Working Steps

1.14. Data Leak Prevention

Organisations handle a plethora of sensitive data, such as trade secrets, customer data, pricing
lists, trading algorithms and acquisition plans. This data can be leaked to unscrupulous
competitors, organised criminal groups and other entities via a multitude of channels, including
email, the internet, portable storage devices and cloud services.

Data leaks can be expensive, harm an organisation’s brand and reputation, and diminish trust.
Customers and shareholders alike expect organisations to take appropriate measures to properly
safeguard their data and investment. A successful data leakage prevention (DLP) programme
can significantly reduce these risks.

Data leakage prevention or Data Loss Prevention Policy can be defined as the set of rules to
prevent the unauthorised disclosure of data. A DLP generally performs three types of core
activities to prevent the data. These are —

e Identify data according to their category like highly confidential, low confidential etc.
e Monitoring of channels to check whether the data is leaking or not
e If data is being leaked then it performs some actions for leakage prevention.
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—Sales & marketing data Printer/MFD File-sharing Camera Paper Clipboard Vioice

applications

Figure 65 : DLP Process

A DLP policy can apply to one or more channels of data leakage. It need not apply enterprise-
wide; it may be more appropriate to limit its application to certain users, a user group or
geographic region. Examples of DLP policies are shown in the figure below.

DLP POLICY CONDITION EXCEPTION ACTION
Source code Detect content containing Allow transfer of data to Block transfers containing source code
proprietary source code company X, selected to conduct  (including web postings, email messages
a source code review and copy of files)
Credit cards Detect content that matches None Quarantine data in cloud applications,
the credit card number, using files and messages:
a Luhn algorithm - send an email notification to the user

- allow the user to provide business
justification for release

Project penguin  Detect content containing key phrase Allow transfer of data Block transfer of content to external recipients
‘project penguin’ and intended for to John Doe (external Encrypt email transmissions to John Doe
an external recipient legal counsel)
Medical records  Detect content that matches words Exclude emails marked Block transfers including copy of health
or expressions from a list of common as ‘personal’ data to a portable storage device
medical conditions Display on-screen notification stating file

transfer violates a specific DLP policy

Figure 66 : Example of DLP Policy

In windows 10 Microsoft has initialised WIP (Windows Information Protection) which was
previously known as EDP (Enterprise Data Protection) to manage the data leakage prevention
effectively without interfering with an employee existence.

Features of WIP

e It encrypts the data which is being copied or downloaded from enterprise endpoint.
e Manage the data used by protected and nonprotected apps.

e Manage the data access level of employees.

e Protects the data stored in local files or host.

e Prevents accidental data disclosure.

WIP Protection Modes
WIP Policies have following four protection and management modes from which any one can
be configured.
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Mode

Block

Allow
averrides

Silent

Off

Description

WIP looks for inappropriate data sharing practices and stops the employee from
completing the action. This can include sharing enterprise data to non-enterprise-
protected apps in addition to sharing enterprise data between apps or attempting
to share outside of your organization's netwaork.

WIP looks for inappropriate data sharing, warning employees if they do something
deemed potentially unsafe. However, this management made lets the employee
override the policy and share the data, logging the action to your audit log.

WIP runs silently, logging inappropriate data sharing, without stopping anything
that would've been prompted for employee interaction while in Allow overrides
made. Unallowed actions, like apps inappropriately trying to access a network
resource or WIP-protected data, are still stopped.

WIP is turned off and doesn't help to protect or audit your data.

After you turn off WIP, an attempt is made to decrypt any WIP-tagged files on the
locally attached drives. Be aware that your previous decryption and policy info isn't
automatically reapplied if you turn WIP protection back on.

Figure 67 : WIP Protection Modes

1.15. Data Execution Prevention (dep)

It is a security feature within operating system used to prevents applications from executing
code from a non-executable memory location and thus it can help prevent damage to computer
system from viruses and other security threats. DEP can help in protecting the computer by
monitoring programs to make sure that they use system memory safely. If DEP notices a
program using memory incorrectly, it closes the program and notifies the user.

Configuration of dep in computer
In computer system DEP can be configured by following simple steps.

e Right Click on My Computer (This PC in Windows 8 & Above) & click on properties
in the menu open.
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Pin to Quick access
Manage
Pin to Start

Map network drive..
Disconnect network drive...

Create shortcut
Delete

Rename

Properties

Figure 68 : DEP Configuration Step -1

o Click Advanced system settings.

2 system

4 E3 5 Control Panel » System and Security » System

Control Panel Home . - .
View basic information abo

& Device Manager Windows edition
% Remote settings Windows 10 Pro
System protection © 2019 Microsoft Corporation. £
Advanced system settings
System
Processor: Inte

Installed memory (RAM): 8,00
System type: 64-k
Pen and Touch: MNe |

Computer name, dormain, and work:

Computer name: DES

Figure 69 : DEP Configuration Step - 2

e Under Performance, click Settings.

System Properties X

Computer Name  Hardwarg] Advanced § System Protection  Flemote

You must be logged on as an Administrator to make most of these changes.

Performance

Visual effects, processor scheduling, memony usage, and virtual memony

User Profiles
Desktop settings related to your sign4n

Settings...

e Click Figure 70 : DEP Configuration Step - 3 the Data Execution

Prevention tab, and then click Turn on DEP for all programs and services except those
I select.
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Performance Optiens X

visual Effects  Advanced || Data Execution Prevention

" Data Execution Prevention (DEP) helps protect against
3 J damage from viruses and other security threats. How
does it work?

(O Turn en DEP for essential Windows pregrams and services only

IE-Turn on DEP for all programs and services except those | select: I

Add... Remove

Your computer's processor supports hardware-based DEP.

Figure 71 : DEP Configuration Step - 4

1.16. Techniques

for safe internet browsing

Internet is always on cyber risk by using some measures while browsing the internet one can
be safe in the cyber world.

e Be realistic about your presence in cyber space

e Always browse using safe network, with strong password, and safe websites and also
keep an eye on your transactions regularly.

e Be careful while making online friends.

e Always trace your digital steps by making list of all your online accounts with strong
password. Delete your old accounts which are not in use.

e Never disclose your personal confidential details (like accounts passwords, ATM card
number, pin etc.) to anyone.

e To protect against ransomwares, create backup regularly, make copies of your data,
don’t click on unknown links and use a god antivirus tool.

e  While visiting any website check for SSL encryption.

e Develop good security habits.

Cyber Security Framework in India

India has defined various cyber security frameworks to protect the people against cyber-attacks.
Some of them are —

e CERT-In
e NCIIPC
e NTRO

o National Cyber Security Policy (NCSP)

e National Cyber Co-ordination Centre (NCCC)
e Personal Data Protection Bill

o National Security Council of India (NSC)
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2.1 Computer Emergency response team of India (cert - in)9

CERT-In is an acronym for 'Indian Computer Emergency Response Team'. CERT-In is the
National Incident Response Centre for major computer security incidents in its constituency
i.e. Indian cyber community. It has been established by, and runs under the aegis of Ministry
of Electronics and Information Technology, Government of India.

CERT-In's primary role is to raise security awareness among Indian cyber community and to
provide technical assistance and advise them to help them recover form computer security
incidents. It provides technical advice to System Administrators and users to respond to
computer security incidents. It also identifies trends in intruder activity, works with other
similar institutions & organisations to resolve major security issues, and disseminates
information to the Indian cyber community. CERT-In also enlightens its constituents about the
security awareness and best practices for various systems & networks by publishing advisories,
guidelines and other technical documents.

Roles & Responsibilities of Cert —in
Reactive Roles

e Provide a single point of contact for reporting local problems.

e Assist the organisational constituency and general computing community in preventing
and handling computer security incidents.

e Share information and lessons learned with CERT/CC, other CERTS, response teams,
organisations and sites.

e Incident Response.

e Provide a 24 x 7 security service.

e Offer recovery procedures.

e Artifact analysis

e Incident tracing

Proactive Roles

e Issue security guidelines, advisories and timely advise.

e Vulnerability analysis and response

e Risk Analysis

e Collaboration with vendors

e National Repository of, and a referral agency for, cyber-intrusions.

e Profiling attackers.

e Conduct Training

e Interact with vendors and others at large to investigate and provide solutions for
incidents.

functions of cert — in
Reporting

e Central point for reporting incidents

°(In, n.d.)
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e Database of incidents

Analysis

e Analysis of trends and patterns of intruder activity
e Develop preventive strategies for the whole constituency

e In-depth look at an incident report or an incident activity to determine the scope,
priority and threat of the incident.

Response

e Incident response is a process devoted to restoring affected systems to operation

e Send out recommendations for recovery from, and containment of damage caused by
the incidents.

e Help the System Administrators take follow up action to prevent recurrence of similar
incidents

Types of incidents which can be reported to cert —in

Users and System Administrators can report computer security incidents and vulnerabilities to
CERT-In.

e |If anyone encounter any of the violations given below, you may contact CERT-In for
technical assistance
o Attempts (either failed or successful) to gain unauthorised access to a system or
data therein
o Disruption or denial of service
o Unauthorised use of a system for the processing or storage of data
o Changes to system hardware, firmware, or software characteristics without
owner's knowledge, instruction, or consent
o Email-related security issues, spamming, mail bombing etc.
e Users of different systems working on various platforms and using different
applications may report any vulnerability found in these systems, platforms,
applications, services and devices to CERT-In.

Way of reporting an INCIDENT
One can report an incident to CERT-In by filling up the form on our website, electronic mail,
telephone hotline or by Fax.

Website

The incident can be reported by filling up incident reporting form on our website. Fill in as
many of the fields as possible to enable us to assess the severity and nature of the incident and
assist in recovery, as needed.

Electronic Mail

The CERT-In email address for reporting incidents is: incident@cert-in.org.in

For all other inquiries and correspondence, write to:: info@cert-in.org.in
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Occasionally, a compromised system's electronic mail may be under surveillance by the
intruder. If that is suspected, one is advised to use other means (telephone or fax) to file his
report.

Telephone Hotline
One can contact the CERT-In on +91-11-24368572.

Fax
Incident report can be faxed to CERT-In at 91-11-24368546

Reporting a Vulnerability to cert — in

A vulnerability can be reported to CERT-In by filling up the Vulnerability Reporting Form
provided on our website. The information about a particular vulnerability can also be sent to
CERT-In by Fax or by e-mail : vulnerability@ cert-in.org.in

2.2 National Technical Research Organisation (NTRO)10

The National Technical Research Organisation (NTRO) IS a technical
intelligence Agency under the National Security Advisor in the Prime Minister's Office, India.
It was set up in 2004. It also includes National Institute of Cryptology Research and
Development (NICRD), which is first of its kind in Asia. NTRO has the same “norms of
conduct” as the Intelligence Bureau (IB) and the Research and Analysis Wing (R&AW).

2.3 National Critical information infrastructure protection centre
(nciipc)

National Critical Information Infrastructure Protection Centre (NCIIPC) is an organisation of
the Government of India created under Sec 70A of the Information Technology Act, 2000
(amended 2008), through a gazette notification on 16th Jan 2014 based in New Delhi, India. It
is designated as the National Nodal Agency in respect of Critical Information Infrastructure
Protection. It is a unit of National Technical research organisation.

Functions & Duties of NCIIPC
It is a National nodal agency for all measures to protect nation's critical information
infrastructure and its functions are —

e Protect and deliver advice that aims to reduce the vulnerabilities of critical information
infrastructure, against cyber terrorism, cyber warfare and other threats.

e Identification of all critical information infrastructure elements for approval by the
appropriate Government for notifying the same.

e Provide strategic leadership and coherence across Government to respond to cyber
security threats against the identified critical information infrastructure.

e Coordinate, share, monitor, collect, analyse and forecast, national level threat to CIlI for
policy guidance, expertise sharing and situational awareness for early warning or alerts.
The basic responsibility for protecting ClI system shall lie with the agency running that
ClIlL.

10 (Wikipedia, National Technical Research Organisation, n.d.)
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e Assisting in the development of appropriate plans, adoption of standards, sharing of
best practices and refinement of procurement processes in respect of protection of
Critical Information Infrastructure.

e Evolving protection strategies, policies, vulnerability assessment and auditing
methodologies and plans for their dissemination and implementation for protection of
Critical Information Infrastructure.

e Undertaking research and development and allied activities, providing funding
(including grants-in-aid) for creating, collaborating and development of innovative
future technology for developing and enabling the growth of skills, working closely
with wider public sector industries, academia et al and with international partners for
protection of Critical Information Infrastructure.

e Developing or organising training and awareness programs as also nurturing and
development of audit and certification agencies for protection of Critical Information
Infrastructure.

e Developing and executing national and international cooperation strategies for
protection of Critical Information Infrastructure.

e Issuing guidelines, advisories and vulnerability or audit notes etc. relating to protection
of critical information infrastructure and practices, procedures, prevention and response
in consultation with the stake holders, in close coordination with Indian Computer
Emergency Response Team and other organisations working in the field or related
fields.

e Exchanging cyber incidents and other information relating to attacks and vulnerabilities
with Indian Computer Emergency Response Team and other concerned organisations
in the field.

e In the event of any threat to critical information infrastructure the National Critical
Information Infrastructure Protection Centre may call for information and give
directions to the critical sectors or persons serving or having a critical impact on Critical
Information Infrastructure.

Reporting vulnerability & security incidents to nciipc
General Help:

helpdeskl @nciipc .gov .in
helpdesk2 @nciipc .gov .in

Site Administrator: kms @nciipc .gov .in
Incident Reporting: ir @nciipc .gov .in
Vulnerability Disclosure: rvdp @nciipc .gov .in

Malware Upload: mal.repository @nciipc .gov .in

2.4 National cyber security policy (NCSP)
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It is a policy framework by Department of Electronics and Information Technology (DeitY) to
protect the public and private infrastructure from cyber attacks andcy also intends to safeguard
"information, such as personal information (of web users), financial and banking information
and sovereign data".*

Preamble

1. Cyberspace is a complex environment consisting of interactions between people, software
and services, supported by worldwide distribution of information and communication
technology (ICT) devices and networks.

2. Owing to the numerous benefits brought about by technological advancements, the
cyberspace today is a common pool used by citizens, businesses, critical information
infrastructure, military and governments in a manner that makes it difficult to draw clear
boundaries among these different groups. The cyberspace is expected to be more complex in
the foreseeable future, with many folds increase in networks and devices connected to it.

3. Information Technology (IT) is one of the critical sectors that rides on and resides in
cyberspace. It has emerged as one of the most significant growth catalysts for the Indian
economy. In addition to fuelling India’s economy, this sector is also positively influencing
the lives of its people through direct and indirect contribution to the various socio-economic
parameters such as employment, standard of living and diversity among others. The sector
has played a significant role in transforming India’s image to that of a global player in
providing world-class technology solutions and IT business services. The government has
been a key driver for increased adoption of 1T-based products and IT enabled services in
Public services (Government to citizen services, citizen identification, public distribution
systems), Healthcare (telemedicine, remote consultation, mobile clinics), Education (e-
Learning, virtual classrooms, etc) and Financial services (mobile banking / payment
gateways), etc. Such initiatives have enabled increased IT adoption in the country through
sectoral reforms and National programmes which have led to creation of large-scale IT

infrastructure with corporate / private participation.

4. In the light of the growth of IT sector in the country, ambitious plans for rapid social
transformation & inclusive growth and India’s prominent role in the IT global market,
providing right kind of focus for creating secure computing environment and adequate trust
& confidence in electronic transactions, software, services, devices and networks, has

become one of the compelling priorities for the country. Such a focus enables creation of a

11 (Wikipedia, National Cyber Security Policy 2013, n.d.)
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suitable cyber security eco-system in the country, in tune with globally networked

environment.

5. Cyberspace is vulnerable to a wide variety of incidents, whether intentional or accidental,
manmade or natural, and the data exchanged in the cyberspace can be exploited for nefarious
purposes by both nation- states and non-state actors. Cyber-attacks that target the
infrastructure or underlying economic well-being of a nation state can effectively reduce
available state resources and undermine confidence in their supporting structures. A cyber
related incident of national significance may take any form; an organized cyber-attack, an
uncontrolled exploit such as computer virus or worms or any malicious software code, a
national disaster with significant cyber consequences or other related incidents capable of
causing extensive damage to the information infrastructure or key assets. Large-scale cyber
incidents may overwhelm the government, public and private sector resources and services
by disrupting functioning of critical information systems. Complications from disruptions of
such a magnitude may threaten lives, economy and national security. Rapid identification,
information exchange, investigation and coordinated response and remediation can mitigate
the damage caused by malicious cyberspace activity. Some of the examples of cyber threats
to individuals, businesses and government are identity theft, phishing, social engineering,
hacktivism, cyber terrorism, compound threats targeting mobile devices and smart phone,
compromised digital certificates, advanced persistent threats, denial of service, bot nets,
supply chain attacks, data leakage, etc. The protection of information infrastructure and
preservation of the confidentiality, integrity and availability of information in cyberspace is

the essence of a secure cyber space.

6. There are various ongoing activities and programs of the Government to address the cyber
security challenges which have significantly contributed to the creation of a platform that is
now capable of supporting and sustaining the efforts in securing the cyber space. Due to the
dynamic nature of cyberspace, there is now a need for these actions to be unified under a
National Cyber Security Policy, with an integrated vision and a set of sustained &

coordinated strategies for implementation.

7. The cyber security policy is an evolving task and it caters to the whole spectrum of ICT
users and providers including home users and small, medium and large enterprises and
Government & non- Government entities. It serves as an umbrella framework for defining
and guiding the actions related to security of cyberspace. It also enables the individual sectors

and organizations in designing appropriate cyber security policies to suit their needs. The
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policy provides an overview of what it takes to effectively protect information, information
systems & networks and also gives an insight into the Government’s approach and strategy
for protection of cyber space in the country. It also outlines some pointers to enable
collaborative working of all key players in public & private to safeguard country’s
information and information systems. This policy, therefore, aims to create a cyber security
framework, which leads to specific actions and programmes to enhance the security posture

of country’s cyber space.

I.  Vision
To build a secure and resilient cyberspace for citizens, businesses and Government

. Mission

To protect information and information infrastructure in cyberspace, build capabilities to
prevent and respond to cyber threats, reduce vulnerabilities and minimize damage from cyber
incidents through a combination of institutional structures, people, processes, technology and

cooperation.

I1l.  Objectives

1. To create a secure cyber ecosystem in the country, generate adequate trust &
confidence in IT systems and transactions in cyberspace and thereby enhance adoption
of IT in all sectors of the economy.

2. To create an assurance framework for design of security policies and for promotion
and enabling actions for compliance to global security standards and best practices by
way of conformity assessment (product, process, technology & people).

3. Tostrengthen the Regulatory framework for ensuring a Secure Cyberspace ecosystem.

4. To enhance and create National and Sectoral level 24 x 7 mechanisms for obtaining
strategic information regarding threats to ICT infrastructure, creating scenarios for
response, resolution and crisis management through effective predictive, preventive,
protective, response and recovery actions.

5. To enhance the protection and resilience of Nation’s critical information infrastructure
by operating a 24x7 National Critical Information Infrastructure Protection Centre

(NCIIPC) and mandating security practices related to the design, acquisition,
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10.

11.

12.

13.

14.

development, use and operation of information resources.

To develop suitable indigenous security technologies through frontier technology
research, solution-oriented research, proof of concept, pilot development, transition,
diffusion and commercialisation leading to widespread deployment of secure ICT
products / processes in general and specifically for addressing National Security
requirements.

To improve visibility of the integrity of ICT products and services by establishing
infrastructure for testing & validation of security of such products.

To create a workforce of 500,000 professionals skilled in cyber security in the next 5
years through capacity building, skill development and training.

To provide fiscal benefits to businesses for adoption of standard security practices and
processes.

To enable protection of information while in process, handling, storage & transit so as
to safeguard privacy of citizen's data and for reducing economic losses due to
cybercrime or data theft.

To enable effective prevention, investigation and prosecution of cybercrime and
enhancement of law enforcement capabilities through appropriate legislative
intervention.

To create a culture of cyber security and privacy enabling responsible user behaviour
& actions through an effective communication and promotion strategy.

To develop effective public private partnerships and collaborative engagements
through technical and operational cooperation and contribution for enhancing the
security of cyberspace.

To enhance global cooperation by promoting shared understanding and leveraging

relationships for furthering the cause of security of cyberspace.

Strategies

Creating a secure cyber ecosystem
To designate a National nodal agency to coordinate all matters related to cyber security

in the country, with clearly defined roles & responsibilities.

To encourage all organizations, private and public to designate a member of senior
management, as Chief Information Security Officer (CISO), responsible for cyber
security efforts and initiatives.

To encourage all organizations to develop information security policies duly

©CYBER X, SVPNPA HYDERABAD 153



Cyber Crime Investigation Manual Volume- Il

=V

integrated with their business plans and implement such policies as per international
best practices. Such policies should include establishing standards and mechanisms
for secure information flow (while in process, handling, storage & transit), crisis
management plan, proactive security posture assessment and forensically enabled
information infrastructure.

To ensure that all organizations earmark a specific budget for implementing cyber
security initiatives and for meeting emergency response arising out of cyber incidents.
To provide fiscal schemes and incentives to encourage entities to install, strengthen
and upgrade information infrastructure with respect to cyber security.

To prevent occurrence and recurrence of cyber incidents by way of incentives for
technology development, cyber security compliance and proactive actions.

To establish a mechanism for sharing information and for identifying and responding
to cyber security incidents and for cooperation in restoration efforts.

To encourage entities to adopt guidelines for procurement of trustworthy ICT products
and provide for procurement of indigenously manufactured ICT products that have
security implications.

Creating an assurance framework
To promote adoption of global best practices in information security and compliance

and thereby enhance cyber security posture.

To create infrastructure for conformity assessment and certification of compliance to
cyber security best practices, standards and guidelines (Eg. ISO 27001 ISMS
certification, 1S system audits, Penetration testing / Vulnerability assessment,
application security testing, web security testing).

To enable implementation of global security best practices in formal risk assessment
and risk management processes, business continuity management and cyber crisis
management plan by all entities within Government and in critical sectors, to reduce
the risk of disruption and improve the security posture.

To identify and classify information infrastructure facilities and assets at entity level
with respect to risk perception for undertaking commensurate security protection
measures.

To encourage secure application / software development processes based on global
best practices.

To create conformity assessment framework for periodic verification of compliance

to best practices, standards and guidelines on cyber security.
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To encourage all entities to periodically test and evaluate the adequacy and
effectiveness of technical and operational security control measures implemented in
IT systems and in networks.

Encouraging Open Standards

To encourage use of open standards to facilitate interoperability and data exchange
among different products or services.

To promote a consortium of Government and private sector to enhance the
availability of tested and certified IT products based on open standards.

Strengthening the Regulatory framework
To develop a dynamic legal framework and its periodic review to address the cyber

security challenges arising out of technological developments in cyber space (such as
cloud computing, mobile computing, encrypted services and social media) and its
harmonization with international frameworks including those related to Internet
governance.

To mandate periodic audit and evaluation of the adequacy and effectiveness of security
of information infrastructure as may be appropriate, with respect to regulatory
framework.

To enable, educate and facilitate awareness of the regulatory framework.

Creating mechanisms for security threat early warning, vulnerability management and
response to security threats

To create National level systems, processes, structures and mechanisms to generate
necessary situational scenario of existing and potential cyber security threats and
enable timely information sharing for proactive, preventive and protective actions by
individual entities.
To operate a 24x7 National Level Computer Emergency Response Team (CERT-In)
to function as a Nodal Agency for coordination of all efforts for cyber security
emergency response and crisis management. CERT-In will function as an umbrella
organization in enabling creation and operationalization of sectoral CERTs as well as
facilitating communication and coordination actions in dealing with cyber crisis
situations.
To operationalise 24x7 sectoral CERTs for all coordination and communication
actions within the respective sectors for effective incidence response & resolution and
cyber crisis management.

©CYBER X, SVPNPA HYDERABAD 155



Cyber Crime Investigation Manual Volume- Il

Vi
/

=

To implement Cyber Crisis Management Plan for dealing with cyber related incidents
impacting critical national processes or endangering public safety and security of the
Nation, by way of well-coordinated, multi-disciplinary approach at the National,
Sectoral as well as entity levels.

To conduct and facilitate regular cyber security drills & exercises at National, sectoral
and entity levels to enable assessment of the security posture and level of emergency
preparedness in resisting and dealing with cyber security incidents.

Securing E-Governance services
To mandate implementation of global security best practices, business continuity

management and cyber crisis management plan for all e-Governance initiatives in the
country, to reduce the risk of disruption and improve the security posture.

To encourage wider usage of Public Key Infrastructure (PKI) within Government for
trusted communication and transactions.

To engage information security professionals / organisations to assist e-Governance
initiatives and ensure conformance to security best practices.

Protection and resilience of Critical Information Infrastructure
To develop a plan for protection of Critical Information Infrastructure and its

integration with business plan at the entity level and implement such plan. The plans
shall include establishing mechanisms for secure information flow (while in process,
handling, storage & transit), guidelines and standards, crisis management plan,
proactive security posture assessment and forensically enabled information
infrastructure.

To Operate a 24x7 National Critical Information Infrastructure Protection Centre
(NCIIPC) to function as the nodal agency for critical information infrastructure
protection in the country.

To facilitate identification, prioritisation, assessment, remediation and protection of
critical infrastructure and key resources based on the plan for protection of critical
information infrastructure.

To mandate implementation of global security best practices, business continuity
management and cyber crisis management plan by all critical sector entities, to reduce
the risk of disruption and improve the security posture.

To encourage and mandate as appropriate, the use of validated and certified IT
products.

To mandate security audit of critical information infrastructure on a periodic basis.
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7. To mandate certification for all security roles right from CISO / CSO to those involved
in operation of critical information infrastructure.

8. To mandate secure application / software development process (from design through
retirement) based on global best practices.

Promotion of Research & Development in cyber security

1. To undertake Research & Development programs for addressing all aspects of
development aimed at short term, medium term and long-term goals. The Research &
Development programs shall address all aspects including development of trustworthy
systems, their testing, deployment and maintenance throughout the life cycle and
include R&D on cutting edge security technologies.

2. To encourage Research & Development to produce cost-effective, tailor-made
indigenous security solutions meeting a wider range of cyber security challenges and
target for export markets.

3. To facilitate transition, diffusion and commercialisation of the outputs of Research &
Development into commercial products and services for use in public and private
sectors.

4. To set up Centres of Excellence in areas of strategic importance for the point of
security of cyber space.

5. Tocollaborate in joint Research & Development projects with industry and academia
in frontline technologies and solution oriented research.

» Reducing supply chain risks
1. To create and maintain testing infrastructure and facilities for IT security product

evaluation and compliance verification as per global standards and practices.

2. To build trusted relationships with product / system vendors and service providers for
improving end-to-end supply chain security visibility.

3. To create awareness of the threats, vulnerabilities and consequences of breach of
security among entities for managing supply chain risks related to IT (products,
systems or services) procurement.

» Human Resource Development
1. To foster education and training programs both in formal and informal sectors to

support the Nation’s cyber security needs and build capacity.
2. To establish cyber security training infrastructure across the country by way of public
private partnership arrangements.

3. To establish cyber security concept labs for awareness and skill development in key
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areas.
To establish institutional mechanisms for capacity building for Law Enforcement
Agencies.

Creating Cyber Security Awareness
To promote and launch a comprehensive national awareness program on security of

cyberspace.

To sustain security literacy awareness and publicity campaign through electronic
media to help citizens to be aware of the challenges of cyber security.

To conduct, support and enable cyber security workshops / seminars and certifications.

Developing effective Public Private Partnerships
To facilitate collaboration and cooperation among stakeholder entities including

private sector, in the area of cyber security in general and protection of critical
information infrastructure in particular for actions related to cyber threats,
vulnerabilities, breaches, potential protective measures, and adoption of best practices.
To create models for collaborations and engagement with all relevant stakeholders.
To create a think tank for cyber security policy inputs, discussion and deliberations.

Information sharing and cooperation
To develop bilateral and multi-lateral relationships in the area of cyber security with

other countries.

To enhance National and global cooperation among security agencies, CERTS,
Defence agencies and forces, Law Enforcement Agencies and the judicial systems.
To create mechanisms for dialogue related to technical and operational aspects with
industry in order to facilitate efforts in recovery and resilience of systems including
critical information infrastructure.

Prioritized approach for implementation
To adopt a prioritized approach to implement the policy so as to address the most

critical areas in the first instance.

V.

Operationalisation of the Policy

This policy shall be operationalised by way of detailed guidelines and plans of action at

various levels such as national, sectoral, state, ministry, department and enterprise, as may be

appropriate, to address the challenging requirements of security of the cyberspace.

2.5 National Cyber Co-ordination Center (NCCC)12

12 (Wikipedia, National Cyber Coordination Centre, n.d.)
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The National Cyber Coordination Centre (NCCC)is an operational cybersecurity and e-
surveillance agency in India. It is intended to screen communication metadata and co-ordinate
the intelligence gathering activities of other agencies. Some have expressed concern that the
body could encroach on Indian citizens' privacy and civil-liberties, given the lack of
explicit privacy laws in the country.

Components of the NCCC include a cybercrime prevention strategy, cybercrime investigation
training and review of outdated laws. Indian and U.S. intelligence agencies are also working
together to curb misuse of social media platforms in the virtual world by terror groups.

2.6 Personal Data Protection Bill13
The Personal Data Protection Bill 2019 (PDP Bill 2019) was tabled in the Indian Parliament
by the Minister of Electronics and Information Technology on 11 December 2019. As of 17
December 2019, the Bill is being analysed by a Joint Parliamentary Committee (JPC) in
consultation with various groups.

The Bill covers mechanisms for protection of personal data and proposes the setting up of
a Data Protection Authority of India for the same. Some key provisions the 2019 Bill provides
for which the 2018 draft Bill did not such as that the central government can exempt any
government agency from the Bill and the Right to Be Forgotten has been included.

According to this bill -

e WHEREAS the right to privacy is a fundamental right and it is necessary to protect
personal data as an essential facet of informational privacy;

e WHEREAS the growth of the digital economy has meant the use of data as a critical
means of
communication between persons;

e WHEREAS itis necessary to create a collective culture that fosters a free and fair digital
economy,
respecting the informational privacy of individuals, and ensuring empowerment,
progress and innovation;

e AND WHEREAS it is expedient to make provision: toprotect the autonomy of
individuals in relation with their personal data, to specify where the flow and usage of
personal data is appropriate, to create a relationship of trust between persons and
entities processing their personal data, to specify the rights of individuals whose
personal data are processed, to create a framework for implementing organisational and
technical measures in processing personal data, to lay down norms for cross-border
transfer of personal data, to ensure the accountability of entities processing personal
data, to provide remedies for unauthorised and harmful processing, and to establish a
Data Protection Authority for overseeing processing activities.

13 (Wikipedia, Personal Data Protection Bill 2019, n.d.)
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2.7 National Security Council (NSC)14

It is an executive government agency tasked with advising the Prime Minister's Office on
matters of national security and strategic interest. It was established by the former prime
minister of India Atal Bihari Vajpayee on 19 November 1998, with Brajesh Mishra as the
first National Security Advisor. Prior to the formation of the NSC, these activities were
overseen by the Principal Secretary to the preceding Prime Minister.

Besides the National Security Advisor (NSA), the Deputy National Security Advisors
(Dy.NSA), the Ministers of Defence, External Affairs, Home, Finance of the Government of
India, and the Vice Chairman of the NIT1 Aayog are members of the National Security Council.

2.8 National Security Council Secretariat (NSCS)

The Indian Government under the aegis of National Security Council Secretariat through a
well-represented Task Force is in the process of formulating the National Cyber Security
Strategy 2020 (NCSS 2020) to cater for a time horizon of five years (2020-25).

Proposed vision of NSCS is to ensure a safe, secure, trusted, resilient and vibrant cyber space
for our Nation’s prosperity.

Pillars of Strategy We are examining various facets of cyber security under the following
pillars:

e Secure (The National Cyberspace)
o Strengthen (Structures, People, Processes, Capabilities)
o Synergise (Resources including Cooperation and Collaboration)

Cyber Security-Practical Aspects

3.1. CMD Essentials

In windows operating system command prompt (CMD) is an essential utility to perform various
tasks using command line like Linux. It is command line interpreter utility in Windows

14 (Wikipedia, National Security Council (India), n.d.)
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Operating System. With the help of command prompt administrative functions can be
performed to troubleshoot various problems of the system.

I) how to open cmd
There are multiple ways to open CMD in windows operating system. These are —

i) Using Windows Search Bar

e Go to windows search bar and type cmd there.

Best match
- Command Prompt
App
Apps
Command Prompt

=] terrain.emd - in terrain > App
terrain.cmd - in terrain >
terrain.cmd - in terrain > = open

= -
terrain.cmd - in terrain > © Run as administrator

. E Open file location

=] terrain.cmd - in terrain >

3 Pin to Start
[E] terrain.cmd - in terrain >

-9 Pin to taskbar
[l terrain.cmd - in terrain >
Search the web
£ cmd - see web results >

— e y

£ emd| o o Mm@ =Bk ®

Figure 72 : Opening Command Prompt

e On the right panel appeared, click on ‘Run as Administrator’
e Adialog box will appear. Click on yes.

if) Using run utility

e Press ;Window key + R’ on the keyboard. It will open Run utility dialog box.
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e Type ‘cmd’ and press enter.

I Run >

Type the name of a pregram, folder, docurent, or Internet
= rescurce, and Windows will open it for you,

Open: | il

Ok Cancel Browse...

Figure 73 : Opening CMD using RUN

e Command prompt

will
open.

BN C\Windows\system32\cmd exe - a X

Microsoft windows [version 10.0.18363.657] o
(c) 2019 Microsoft corporation. All rights reserved.

C:\Users\HP>_

Figure 74 : Command Prompt Window

I1) Some essential commands of cmd

ASSOC Displays or modifies file extension associations.

ATTRIB Displays or changes file attributes.

BREAK Sets or clears extended CTRL+C checking.

BCDEDIT Sets properties in boot database to control boot loading.
CACLS Displays or modifies access control lists (ACLS) of files.
CALL Calls one batch program from another.

CD Displays the name of or changes the current directory.

CHCP Displays or sets the active code page number.

CHDIR Displays the name of or changes the current directory.
CHKDSK Checks a disk and displays a status report.

CHKNTFS Displays or modifies the checking of disk at boot time.
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CLS Clears the screen.

CMD Starts a new instance of the Windows command interpreter.
COLOR Sets the default console foreground and background colors.
COMP Compares the contents of two files or sets of files.
COMPACT Displays or alters the compression of files on NTFS
partitions.

CONVERT Converts FAT volumes to NTFS. You cannot convert

the current drive.

COPY Copies one or more files to another location.

DATE Displays or sets the date.

DEL Deletes one or more files.

DIR Displays a list of files and subdirectories in a directory.
DISKPART Displays or configures Disk Partition properties.
DOSKEY Edits command lines, recalls Windows commands, and

creates macros.

DRIVERQUERY

Displays current device driver status and properties.

ECHO Displays messages, or turns command echoing on or off.
ENDLOCAL Ends localization of environment changes in a batch
file.

ERASE Deletes one or more files.

EXIT Quits the CMD.EXE program (command interpreter).

FC Compares two files or sets of files, and displays the
differences.

FIND Searches for a text string in a file or files.

FINDSTR Searches for strings in files.

FOR Runs a specified command for each file in a set of files.
FORMAT Formats a disk for use with Windows.

FSUTIL Displays or configures the file system properties.

FTYPE Displays or modifies file types used in file extension

associations.
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GOTO

batch program.

Directs the Windows command interpreter to a labelled line in a

GPRESULT

Displays Group Policy information for machine or user.

GRAFTABL

in graphics mode.

Enables Windows to display an extended character set

HELP Provides Help information for Windows commands.
ICACLS Display, modify, backup, or restore ACLSs for files and
directories.

IF Performs conditional processing in batch programs.

LABEL Creates, changes, or deletes the volume label of a disk.

MD Creates a directory.

MKDIR Creates a directory.

MKLINK Creates Symbolic Links and Hard Links

MODE Configures a system device.

MORE Displays output one screen at a time.

MOVE Moves one or more files from one directory to another
directory.

OPENFILES Displays files opened by remote users for a file share.
PATH Displays or sets a search path for executable files.

PAUSE Suspends processing of a batch file and displays a message.
POPD Restores the previous value of the current directory saved by
PUSHD.

PRINT Prints a text file.

PROMPT Changes the Windows command prompt.

PUSHD Saves the current directory then changes it.

RD Removes a directory.

RECOVER Recovers readable information from a bad or defective
disk.

REM Records comments (remarks) in batch files or CONFIG.SYS.
REN Renames a file or files.
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RENAME Renames a file or files.

REPLACE Replaces files.

RMDIR Removes a directory.

ROBOCOPY Advanced utility to copy files and directory trees

SET Displays, sets, or removes Windows environment variables.
SETLOCAL Begins localization of environment changes in a batch
file.

SC Displays or configures services (background processes).
SCHTASKS Schedules commands and programs to run on a
compulter.

SHIFT Shifts the position of replaceable parameters in batch files.
SHUTDOWN Allows proper local or remote shutdown of machine.

SORT Sorts input.

START Starts a separate window to run a specified program or
command.

SUBST Associates a path with a drive letter.

SYSTEMINFO Displays machine specific properties and configuration.
TASKLIST Displays all currently running tasks including services.
TASKKILL Kill or stop a running process or application.

TIME Displays or sets the system time.

TITLE Sets the window title for a CMD.EXE session.

TREE Graphically displays the directory structure of a drive or path.
TYPE Displays the contents of a text file.

VER Displays the Windows version.

VERIFY Tells Windows whether to verify that your files are written correctly
to a disk.

VOL Displays a disk volume label and serial number.

XCOPY Copies files and directory trees.

WMIC Displays WMI information inside interactive command shell.

©CYBER X, SVPNPA HYDERABAD 165




Cyber Crime Investigation Manual Volume- Il

I11)Other cmd Commands essential for incident response or cyber security

i) systeminfo command
This tool displays operating system configuration information for a local or remote machine,
including service pack levels.

Parameter List:

/S system Specifies the remote system to connect to.

/U [domain\]user Specifies the user context under which the command should
execute.

/P [password] Specifies the password for the given user context. Prompts for

input if omitted.

/FO format Specifies the format in which the output is to be displayed. Valid
values: "TABLE", "LIST", "CSV".
/NH Specifies that the "Column Header" should not be displayed in
the output. Valid only for "TABLE" and "CSV" formats.
Examples:
SYSTEMINFO

SYSTEMINFO /S system
SYSTEMINFO /S system /U user
SYSTEMINFO /S system /U domain\user /P password /FO TABLE

c:\Users\HP>systeminfo

Host Name: DESKTOP-UEOODAC

0S Name: Microsoft windows 10 Pro

0S Version: 10.0.18363 N/A Build 18363

0s Manufacturer: Microsoft corporation

0s Configuration: Standalone workstation

0S Build Type: Multiprocessor Free

Registered owner: HP

Registered Organization:

Product ID: 00331-10000-00001-AA028

original Install Date: 27-02-2020, 18:54:40

System Boot Time: 11-05-2020, 10:45:38

system Manufacturer: Hewlett-pPackard

System Model: HP Pavilion 15 Notebook PC

system Type: x64-based PC

Processor(s): 1 Processor(s) Installed.
[01]: Intel64 Family 6 Model 69 Stepping 1 GenuineIntel ~1900 Mhz

BIOS Version: Insyde F.53, 10-04-2017

windows Directory: C:\Windows

System Directory: C:\Windows\system32

Boot Device: \Device\Harddiskvolume2

System Locale: en-us;English (United States)

Input Locale: 00004009

Time Zone: (UTC+05:30) chennai, Kolkata, Mumbai, New Delhi

Total Physical Memory: 8,122 MB

Available Physical Memory: 4,071 MB
Vvirtual Memory: Max Size: 9,402 MB

Figure 75 : Systeminfo Command
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i) Whoami
This command shows the currently logged on user on the system.

B¥ CA\Windows\system32\emd.exe

Microsoft windows [version 10.0.18363.657]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\HP>whoami
desktop-ueoodac\nitin

C:\Users\HP>_

Figure 76 : whoami Command

WhoAml has three
ways of working:

Syntax 1:
WHOAMI [/UPN | /FQDN | /LOGONID]
Syntax 2:
WHOAMI { [/USER] [/GROUPS] [/CLAIMS] [/PRIV] } [/FO format] [/NH]
Syntax 3:
WHOAMI /ALL [/FO format] [/NH]
Description:

This utility can be used to get user name and group information along with the respective
security identifiers (SID), claims, privileges, logon identifier (logon ID) for the current user on
the local system. l.e. who is the current logged on user? If no switch is specified, tool displays
the user name in NTLM format (domain\username).

Parameter List:

/UPN Displays the user name in User Principal Name (UPN) format.

/FQDN Displays the user name in Fully Qualified Distinguished Name
(FQDN) format.

/USER Displays information on the current user along with the security

identifier (SID).

/GROUPS Displays group membership for current user, type of account,
security identifiers (SID) and attributes.
/CLAIMS Displays claims for current user, including claim name, flags, type
and values.
PRIV Displays security privileges of the current user.
/LOGONID Displays the logon ID of the current user.
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JALL Displays the current user name, groups belonged to along with the
security identifiers (SID), claims and privileges for the current
user access token.

/FO format Specifies the output format to be displayed. Valid values
are TABLE, LIST, CSV. Column headings are not displayed
with CSV format. Default format is TABLE.

/NH Specifies that the column header should not be displayed in the
output. This is valid only for TABLE and CSV formats.
? Displays this help message.
Examples:
WHOAMI

WHOAMI /LOGONID

WHOAMI /USER

WHOAMI /USER /FO LIST

WHOAMI /USER /FO CSV

WHOAMI /GROUPS

WHOAMI /USER /GROUPS

WHOAMI /USER /GROUPS /CLAIMS /PRIV
WHOAMI /ALL

WHOAMI /ALL /FO LIST

WHOAMI /ALL /FO CSV /NH

iii) where comand
It displays the location of files that match the search pattern. By default, the search is done
along the current directory and in the paths specified by the PATH environment variable.

Parameter List:

/R Recursively searches and displays the files that match the given pattern
starting from the specified directory.

Q Returns only the exit code, without displaying the list of matched files. (Quiet
mode)

IF Displays the matched filename in double quotes.

IT Displays the file size, last modified date and time for all matched files.
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Pattern Specifies the search pattern for the files to match. Wildcards * and ? can be used in the
pattern. The "$env:pattern” and “path:pattern” formats can also be specified, where "env" is an
environment variable and the search is done in the specified paths of the "env" environment
variable. These formats should not be used with /R. The search is also done by appending the
extensions of the PATHEXT variable to the pattern.

NOTE: The tool returns an error level of 0 if the search is successful, of 1 if the search is
unsuccessful and of 2 for failures or errors.

Examples:
WHERE myfilenamel myfile????.*
WHERE $windir:*.*
WHERE /R c:\windows *.exe *.dll *.bat
WHERE /Q 22.27?
WHERE "c:\windows;c:\windows\system32:*.dlI"
WHERE /F /T *.dll

= CA\Windows\systern32\cmd.exe

C:\Users\HP>where python.exe
C:\Users\HP\AppData{Loca]\Programs\Python\Python38—32\pyth0n.exe
C:\Users\HP\AppData\Local\Microsoft\WindowsApps\python.exe

C:\Users\HP>

Figure 77 : Where Command

iv) ping command
This command sends ICMP packets to the target specified in the command. The target can be
a URL or an IP address.
Syntax:

ping [-t] [-a] [-n count] [-I size] [-f] [-1 TTL] [-v TOS] [-r count] [-s count] [[-] host-list] | [-
k host-list]][-w timeout] [-R] [-S srcaddr] [-c compartment] [-p][-4] [-6] target_name

Options:
-t Ping the specified host until stopped. To see statistics and continue - type
Control-Break; To stop - type Control-C.
-a Resolve addresses to hostnames.

-ncount  Number of echo requests to send.
-1 size Send buffer size.

-f Set Don't Fragment flag in packet (IPv4-only).
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-iTTL
-v TOS

-r count
-s count
-j host-list
-k host-list
-w timeout

-R

-S srcaddr

Time To Live.

Type of Service (IPv4-only. This setting has been deprecated and has no
effect on the type of service field in the IP Header).

Record route for count hops (IPv4-only).
Timestamp for count hops (IPv4-only).
Loose source route along host-list (IPv4-only).
Strict source route along host-list (IPv4-only).
Timeout in milliseconds to wait for each reply.

Use routing header to test reverse route also (IPv6-only). Per RFC 5095 the use
of this routing header has been deprecated. Some systems may drop echo
requests if this header is used.

Source address to use.

compartment Routing compartment identifier.

Ping a Hyper-V Network Virtualization provider address.
Force using IPv4.

Force using IPv6.

v) nsloolup command
It queries configured DNS server to find IP address of any website URL.

vi) tracert command
It shows the complete route of the path from your computer to website.

Syntax:
tracert [-d] [-h maximum_hops] [-j host-list] [-w timeout][-R] [-S srcaddr] [-4] [-6] target-
name
Options:
-d Do not resolve addresses to hostnames.
-h maximum_hops Maximum number of hops to search for target.
- host-list Loose source route along host-list (IPv4-only).
-w timeout Wait timeout milliseconds for each reply.
-R Trace round-trip path (IPv6-only).
-S srcaddr Source address to use (IPv6-only).
-4 Force using IPv4.
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-6 Force using IPv6.

vii) IPconfig command
This command provides detailed information about each and every network adapter in the
system utilizing TCP/IP.

Syntax:

ipconfig [/allcompartments] [/? | /all | /renew [connection-name] | /release [connection-
name] | /renew6 [connection-name] | /release6 [connection-name] |/flushdns | /displaydns |
[registerdns | /showclassid connection-name | /setclassid connection-name [classid]
|/showclassid6 connection-name |/setclassid6é connection-name [classid] ]

Options:
/all Display full configuration information.
Irelease Release the IPv4 address for the specified adapter.
Irelease6 Release the IPv6 address for the specified adapter.
/renew Renew the IPv4 address for the specified adapter.
/renew6 Renew the IPv6 address for the specified adapter.
/flushdns Purges the DNS Resolver cache.
Iregisterdns Refreshes all DHCP leases and re-registers DNS names
/displaydns Display the contents of the DNS Resolver Cache.
/showclassid Displays all the dhcp class IDs allowed for adapter.
/setclassid Modifies the dhcp class id.
/showclassid6 Displays all the IPv6 DHCP class IDs allowed for adapter.
/setclassid6 Modifies the IPv6 DHCP class id.
Examples:
> ipconfig ... Show information
> ipconfig /all ... Show detailed information
> ipconfig /renew ... renew all adapters
> ipconfig /renew EL* ... renew any connection that has its name starting
with EL
> ipconfig /release *Con* ... release all matching connections, eg. "Wired Ethernet
Connection 1" or "Wired Ethernet Connection 2"
> ipconfig /allcompartments ... Show information about all compartments
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> ipconfig /allcompartments /all ... Show detailed information about all compartments

BN C\Windows\System32\cmd.exe

- O X

~

c:\Windows\system32>ipconfig /all

Windows IP configuration

Host Name
Primary Dns suffix
Node Type
IP Routing Enabled
WINS Proxy Enabled

Ethernet adapter Ethernet:

Media State

. - = « « « . . . . . I Media disconnected

Connection-specific DNS suffix

Description
Physical Address
DHCP Enabled

. . . . . . . .. .:Realtek PcIe FE Family controller
e .« . o« o« . . I BC-C2-17-68-21-8A
I

Autoconfiguration Enabled . . . . : Yes .

Figure 78 : IPCONFIG

viii) System file checker (sfc) command
Scans the integrity of all protected system files and replaces incorrect versions with correct

Microsoft versions.

Syntax:

SFC [/SCANNOW] [/VERIFYONLY] [/SCANFILE=<file>]
[/VERIFYFILE=<file>][/OFFWINDIR=<offline windows directory>
/OFFBOOTDIR=<offline boot directory> [/OFFLOGFILE=<Iog file path>]]

Options:

/ISCANNOW

Scans integrity of all protected system files and repairs files with
problems when possible.

IVERIFYONLY

Scans integrity of all protected system files. No repair operation
is performed.

/ISCANFILE Scans integrity of the referenced file, repairs file if problems are
identified. Specify full path <file>
IVERIFYFILE Verifies the integrity of the file with full path <file>. No repair

operation is performed.

/OFFBOOTDIR

For offline repair, specify the location of the offline boot
directory

/OFFWINDIR
directory

For offline repair, specify the location of the offline windows

/OFFLOGFILE
file path

For offline repair, optionally enable logging by specifying a log
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Example:
sfc /SCANNOW
sfc /IVERIFYFILE=c:\windows\system32\kernel32.dll

sfc /ISCANFILE=d:\windows\system32\kernel32.dll /OFFBOOTDIR=d:\
/OFFWINDIR=d:\windows

sfc /ISCANFILE=d:\windows\system32\kernel32.dll /OFFBOOTDIR=d:\
/OFFWINDIR=d:\windows /OFFLOGFILE=c:\log.txt

sfc /VERIFYONLY

BN Administrator: Command Prompt - sfc /scannow

Microsoft Windows [Version 10.0.18363.657]
(c) 2019 Microsoft Corporation. ALL rights reserved.

C:\Windows\system32>color 0
C:\Windows\system32>sfc /scannow
Beginning system scan. This process will take some time.

Beginning verification phase of system scan.
Verification 0% complete.g

Figure 79 : SFC Command
Note :
SFC Command will work only in administrative mode.

iX) Windows management instrumentation command-line (wmic) command
In windows wmic is a command line utility which allows an administrative user to access all
the detailed information about a windows machine. It is a very powerful tool in windows which
also includes display of detailed information about attributes of thousands of settings and
objects. It contains a lot handles for displaying various things.

Example:

Wmic process list full will show the complete detailed list of windows processes.
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Wmic process list brief will show a brief list of processes.

B Administrator: Command Prompt — o x

C:\Windows\system32>wnic process Llist brief

HandleCount Name Priority Proc

essId ThreadCount WorkingSetSize

0 System Idle Process 0 0
4 8192

3929 System 8 4
155 143360

0 Registry 8 96
4 140283904

53 SMSS . exe 11 356
2 1069056

682 CSrsSs.exe 13 556
12 5275648

156 wininit.exe 13 664
1 6279168

668 csrss.exe 13 680
14 5722112

708 services.exe 9 736
6 9158656

1487 Lsass.exe 9 T44
9 19243008

86 svchost.exe 8 864
1 3796992

Figure 80 : WMIC Command

X) net command
It is very useful command in windows command prompt which can be used by administrators
to see various kind of information related to windows system.

Syntax:

NET [ ACCOUNTS | COMPUTER | CONFIG | CONTINUE | FILE | GROUP | HELP
I[HELPMSG | LOCALGROUP | PAUSE | SESSION | SHARE | START [STATISTICS | STOP
| TIME | USE | USER | VIEW ]

Example:

Net user -- It will display list of all the users of the computer.

Cc:\Users\HP>net user

User accounts for \\DESKTOP-UEOODAC

Administrator DefaultAccount Guest

Nitin WDAGUt1 1ityAccount
The command completed successfully.

Figure 81 : Net Command

Xxi) attrib command
This command is used to display or change/modify the attributes of a file or folder present in
computer system.

Syntax:

ATTRIB [+R | -R] [+A | -A] [+S | -S] [+H | -H] [+O | -O] [+ | -1] [*+X | -X] [+P | -P] [+ U |
-U[drive:][path][filename] [/S [/D]] [/L]

Options:
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+ Sets an attribute.

- Clears an attribute.

R Read-only file attribute.
A Archive file attribute.

S System file attribute.

H Hidden file attribute.

@) Offline attribute.

I Not content indexed file attribute.
X No scrub file attribute.
\ Integrity attribute.

P Pinned attribute.

U Unpinned attribute.

B SMR Blob attribute.

[drive:][path][filename]

Specifies a file or files for attrib to process.

IS Processes matching files in the current folder and all
subfolders.
/D Processes folders as well.
/L Work on the attributes of the Symbolic Link versus the target
of the Symbolic Link
Example:

Command attrib +r +s abc.txt will make the file abc..txt as read only system file.

BN Command Prempt

C:\Users\HP\Desktop>attrib +r +s abc.txt

C:\lleare\HP\Necktnn>

Figure 82 : Attrib Example

Now if anyone tries to delete that file the window will popup a message.
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"4 Delete File — *

The file 'abc’ is a system file. If you remove it, Windows or another
program may no longer work correctly.

Are you sure you want to permanently delete it?

abc

Type: Text Document

Size: 32 bytes

Date modified: 11-03-2020 13:17

Fewer details

Figure 83 : System Popup

3.2. Windows Event Viewer

It is a tool in windows operating system which shows the detailed information about all the
events happening in the operating system. It shows logs of applications and system messages
(including errors, information messages, and warnings). It’s a useful tool for troubleshooting
all kinds of different Windows problems.

I) Steps to open event viewer

e Go to the windows search bar and type event manager.
e In the right-side panel click on ‘Run as administrator’

Apps Documents Web More »

| Best match

1 i!°'l Event Viewer i !
[ App i@ J

| Search the web )
1 Event Viewer
L event viewer - see web results e

App
Open
Run as administrator

Open file location

Pin to Start

840

Pin to taskbar

1

I O event viewer|

Figure 84: Opening Event Viewer
o A system dialog
box will appear in that click on ‘yes’.
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e Event viewer window will open.

8] Event Viewer — m} X
File Action View Help
&= | @ BE

¥ Custom Views [ ey -
a Windows Logs
Applications and Services Lo

-} Subscriptions

= Open Saved Log...

[ Ovenview -]

¥ Create Custom View...
. ¥
To view events that have occurred on Import Custom View...
your computer, select the appropriate
source, log or custom view node in the v Cennect te Another Computer...

‘ Summary of Administrative Events o | View 4

6 Refresh

H rep »

Event Tvpe EventID  Source -
<

‘ Recently Viewed Nodes o |

Name Description  Modified
< >

‘ Log Summary - |

Loa Name Size (Curr..  Modifi &
< >

Figure 85 : Event Viewer

I1) Types of events (or
logs)
Generally, logs can be divided into three categories. These are —
e System Logs : Events & logs related to programs installed in the system.
e Application Logs : These are events & logs related to system components like

drivers installed etc.
e Security Logs : Logs & Events related to security of system like logon attempts etc.

On the basis of type of event occur the event viewer can display various messages related to
failure audit, success audit, system error, system warning etc.

3.3. Log2Timeline Tool®

It is a python-based tool for generating forensic timelines from digital evidence, such as disk
images or event logs. It is based on command line.

Log2Timeline tool can be downloaded from https://github.com/log2timeline/plaso

This tool contains various switches and parameters to perform effective actions. It
extract events from individual files, recursing a directory (e.g. mount point) or storage media
image or device. This tool creates a plaso storage file and this file can be analysed with tools
like pinfo and psort.

The plaso storage file contains the extracted events and various metadata about the collection
process alongside information collected from the source data. It may also contain information
about tags applied to events and reports from analysis plugins.

15 (Palso, n.d.)
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Example of info switch in the tool is presented below :

logZtimeline.py --info

EXEFEFFFETXEXXFEFFFFTXETETXFIEEEX Parser Presets FFFxsxssesiddxsicrdsisixsiriiaes
android : android_app_usage, android_calls, android_sms
linux : bencode, filestat, google_drive, java_idx, olecf,

openxml, pls_recall, popularity_contest, selinux,
skype, syslog, utmp, webhist, xchatlog,
xchatscrollback, zeitgeist

macosx : appusage, asl_log, bencode, bsm_log, cups_ipp,
filestat, google driwve, java_idx, ls_guarantine,
mac_appfirewall log, mac_document_versions,
mac_keychain, mac_securityd, mackeeper_cache,
macwifi, olecf, openxml, plist, skype, utmpx,
webhist

Figure 86 : Log2Timeline Tool

I) How to run log2timeline

e Download the Log2Timeline tool from the above given link.

& github.com/log2timeline/plaso/releases
P ASSers 4

© 20191203 p|aso_20191203

<O~ 3b56b%e
e ¥ Onager released this on Dec 5, 2019 - 88 commits to master since this release

Release of version 20191203

Compare ~

w Assets 6

I plaso-20191203-py3.7-amd64.zip a27vs |

0 plaso-20191203-py3.7-win32.zip a1m8
@ plase-20191203.targz 106 MB

@ plase-20191203.tar.gz.asc 833 Bytes

Figure 87 : Download Log2Timeline
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Extract the zip file using any zip extractor.

‘ » ThisPC » Windows (C) » Users » HP » Downloads »

~

Date modified

Name Type Size
is
~ Today (1)
s Documents 12-05-2020 10:37 File folder
s Mocsosoous T
- B plaso-20191203-py3.7-amd64 11-05-2020 15:00 WinRAR ZIP archive 43,680 KB
aterial T open
te CDR questionnaire Interactive 11-08 E Edit with PyCharm Community Edition
ts ~ Last week (7) Open with Sublime Text
| 05-Solution-1 o0y @ Share with Skype
[& _uss Physics oo B Edtractfiles..
E SysinternalsSuite 04-0j =
Video 10-0 Extract to plaso-20191203-py3.7-amd6d\
Programs 08-0; T otepad++
s
Compressed 06-07 m Scan with Max Secure Total Security
NOW SysinternalsSuite 04-0 12 Share
43
- . Open with >
B ~ Earlier this month (3) G
Figure 88 : Extraction of Plaso Zip file
Look for Log2timeline.exe and psort.exe in the folder.
Manage plaso-20191203-py3.7-amd64
ne Share View Application Tools
™ » ThisPC » Windows (C:) » Users » HP » Downloads » plaso-20191203-py3.7-amd64
) MName Date modified Type Size
ces @ log2timeline 22-12-2019 19:22 Application 5,331 KBI
P # ogiimeline.exe.manife: LTS T2 MANIFEST File ZKE
sads o ﬂ mfcl40u.dil 02-06-2019 Application exten... 5323 KB
ents o A pinfo 22-12-20 Application 4388 KB
s »* | pinfo.exe.manifest 22-12- MANIFEST File 2 KB
- I
Material a psort 22-12- Application 5,252 KB
. || psort.exe.manitest 22-12- MANIFEST File ZKE
1ents ;
.a psteal 22-12- Application 5,349 KB
shots = a1 . . I
u psteal.exe.manifest 22-12- MANIFEST File 2KB
32 [ pybde.cp3T-win_amde4 22-12- Python Extension ... 1,007 KB

Figure 89 : Application Log2Timeline & psort in Folder

Volume- I

open

the

extracted

folder

&

If both the files are there open the command prompt in the folder. (To open CMD in
windows 7 & 8 press shift and right click in the window and click on open command
prompt window here and for windows 8.1 & above go to the address bar and type cmd

there.)

I ¥ = | Manage plaso-20191203-py3.7-amd64
Home Share View Application Tools
« v 4 cmd|
crnd
Search for "cmd"
3 Quick ace
I Desktop * D log2timeline.exe.manifest 122 MAMIFEST File
& Downloads  # [Z] mfct4ou.di 3 Application exten...
%] Documents # A pinfo 122 Application
= Pictures P D pinfo.exe.manifest 2 MANIFEST File
Course Material 3 psort : Application
[ psort.exe.manifest 3 MANIFEST File
Documents . i
a psteal -20 2 Application

Figure 90 : Opening CMD in the same folder
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e CMD window with same folder address will open.

BE C:\Windows\System32\cmd.exe

Microsoft windows [version 10.0.18363.657]
(c) 2019 Microsoft Corporation. All rights reserved.

C:\Users\HP\Downloads\plaso-20191203-py3.7-amd64>]

Figure 91 : CMD Prompt in Plaso Folder
I1) commands to execute

e Open the CMD in the same folder where Log2Timeline.exe is present.
e Execute the following command to run Log2Timeline.exe

log2timeline.exe "Output_File_Name.plaso™ "Input_File_Name"

e It will give a plaso file in output which can be converted into csv by using psort tool
with the following command.

psort.exe -z timezone -0 12tcsv -w "Output_File_Name.csv"
“Input Plaso_File.plaso”

“-0” specifies the format of the output file (L2TCSV).
“-z” specifies the timezone that you want (US/Pacific).
Output_File_Name.csv is the time line CSV output.
Input_Plaso_File.plaso is the input plaso file.

Example-1:

We have taken a PNG file named as screenshot.png. Let’s convert it into plaso file using
Log2Timeline

e Run the command with address & name of input & output file.

BN C:\Windows\System32icmd.exe - O X

Microsoft windows [version 10.0.18363.657] @
(c) 2019 Mmicrosoft Corporation. All rights reserved.

C:\Users\HP\DownTloads\plaso-20191203-py3.7-amd64>log2timeline.exe "C:\User

s\HP\Pictures\screenshots\outputl.plaso" "C:\Users\HP\Pictures\Screenshots
Screensnot.png Output File Address Input File Address

Figure 92 : Running Log2Timeline

e Wait till the process ends.

©CYBER X, SVPNPA HYDERABAD 180



Cyber Crime Investigation Manual Volume- Il

X C - log2timeli “C:\Users\HP\Pictur Output] plaso” "C:\Users\HP\Pictur i " - o X
s\HP\Pictures\screenshots\outputl.plaso” "C:\Users\HP\Pictures\Screenshots~
\Screenshot.png" )

2020-05-12 18:03:31,339 [INFO] (MainProcess) PID:2928 <data_location> Dete
rmined data location: C:\Users\HP\Downloads\plaso-20191203-py3.7-amd64\dat

a

2020-05-12 18:03:31,371 [INFO] (MainProcess) PID:2928 <artifact_definition
s> Determined artifact definitions path: c:\Users\HP\Downloads\plaso-20191
203-py3.7-amd64\artifacts

Checking availability and versions of dependencies.

[OPTIONAL] missing: 1z4.

[ok]

Source path : C:\Users\HP\Pictures\Screenshots\Screenshot.png
source type | : single file

Processing time : 00:00:00

Processing started.

Figure 93 : Log2Timeline Processing

BN C\Windows\System32\cmd.exe - ] X
plaso - log2timeline version 20191203 @
Source path : C:\Users\HP\Pictures\sScreenshots\screenshot.png
source type : single file

Processing time : 00:00:01

Identifier _PID Status Memory sources EV
ents File

Main 2928 completed 0B 1 (0) 3
(€))]

Processing completed.

c:\Users\HP\Downloads\plaso-20191203-py3.7-amd64>_

Figure94 : Process Completion

e Now the plaso file is generated in the output folder whose path is defined in the
command.

e To convert this output plaso file into other desired readable format use psort.ext with
the following commad.
psort.exe -z UTC -0 |12tcsv -w “outpputfile.csv” “inputfile.plaso.

B C:\Windows\System32\emd.exe - psort.exe -z UTC -0 [2tesv -w "C:\Users\HP\Pictures\Screenshots\FINAL_TIMELINE_QUTPUT.csv" "C:\Users\HP\Pictures\Screenshots..  — [m] X

~

C:\Users\HP\Downloads\plaso-20191203-py3.7-amd64>psort.exe -z UTC -o 12tcs
\ "C:\User‘s\HP\P'ICtures\ScreenShOtS{FINAL_TIMELINE_OUTPUT.CSV" "c:\user
s\HP\Pictures\screenshots\outputl.plaso”

Figure 95 : Psort Input Command

e As the process will complete you will see the following screen.
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B C\Windows\System32\cmd.exe - O X
plaso - psort version 20191203 A
storage file : C:\Users\HP\Pictures\screenshots\outputl.plaso
Processing time : 00:00:00
Events: Filtered In time slice Duplicates MACB group
ed Total
0 0 0 3

3

Identifier PID Status Memory Events
. Tags Reports .

Main 7952 exporting 08B 3 (3)

0 (0) 0 (0)

Processing completed.

Figure 96 : Psort Process Complete

e The
csv file is created and stored at output path. It can be viewed by using excel.
[N insert  Pagelayout  Formulas  Data  Review  View  Help Fo«n°W“‘M[;~1::uuiuiv;n[::ln.nnnaa
feemts L T e = e e
Figure 97 : CSV File
[11)Output formats supported by log2timeline
e |2tcsv: CSV format used by legacy log2timeline, with 17 fixed fields.
o Xlsx: Excel Spreadsheet (XLSX) output
o |2ttIn: Extended TLN 7 field | delimited output.
e 4n6time_sqlite : Saves the data in a SQL.ite database, used by the tool 4n6time.
e kml: Saves events with geography data into a KML format.
e dynamic: Dynamic selection of fields for a separated value output format.
e rawpy : “raw” (or native) Python output.
e json: Saves the events into a JSON format.
e null: Output module that does not output anything.
o tin: TLN 5 field | delimited output.
e json_line: Saves the events into a JSON line format.
Example — 2:
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Let’s have a folder named as Test which contains different types of file in it. Now we will
examine it using log2timeline tool.

] = | Test
Home Share View

€ v o » ThisPC » Downloads » Test v

Name Date modified Type Size
7 Quick access

[ Desktop
& Downlozds

= Documents

] 05-Solution-1

u AnyDesk

@ Electric Charges & Electric Field

= original

&= Pictures 6| WhatsApp Image 2020-04-29 at 12.32.04

Movies

Microsoft Word 9... 4B45KB
Application 3,080 KB
Foxit PhantomPD... 1,931 KB
Text Document 1 KB
JPEGFile 40KB

Screenshots

Figure 98 : Test Folder

Use the similar command used above to create a plaso file for test folder.

C:\Users\HP\Downloads\plaso-20191203-py3.7-amd64>1og2timeline.exe "C:\User
s\HP\Downloads\Test_output.plaso” "C:QUsers\HP\Down oads\Test"

2020-05-24 12:15:49,000 [INFO] (MainProcess) PID:8360 <data_location> Dete
rmined data location: C:\Users\HP\Downloads\plaso-20191203-py3.7-amd64\dat

a

2020-05-24 12:15:49,047 [INFO] (MainProcess) PID:8360 <artifact_definition
s> Determined artifact definitions path: C:\Users\HP\Downloads\plaso-20191
203-py3.7-amd64\artifacts

checking availability and versions of dependencies.

%OP{IONAL] missing: 1z4.

0K

Figure 99 : Plaso Generation

Now a plaso file is generated named as Test_Output.plaso. Use psort tool to convert
this plaso file into readable format.

C:\Users\HP\Down1oads\?1aso—20191203—py3.7—amd64> sort.exe -z UTC -0 12tcs

v -w "C:\Users\HP\Downloads\Test_outpput.csv" "C:\Users\HP\Downloads\Test_
Output.plaso”

2020-05-24 12:25:02,861 [INFO] (MainProcess) PID:1764 <data_location> Dete
rmined data location: C:\Users\HP\Downloads\plaso-20191203-py3.7-amd64\dat

a
plaso - psort version 20191203

Storage file : C:\Users\HP\Downloads\Test_output.plaso
Processing time : 00:00:00
Events: Filtered In time slice Duplicates MACB group
ed Total
0 0 0

1040
Identifier PID Status Memory Events

Tags Reports
Main 1764 exporting 0B 1040 (1040
) 0 (0 0 (0

Processing completed.

C:\Users\HP\Downloads\plaso-20191203-py3.7-amd64>_

Figure 100 : Psort Output Generation

Check the output csv file using excel software.
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4 autpput -

Formulas Q Vel me what you we

¢ "
P - . 1 il Sin B [ | X Autesum - A, p

o Calbei - KN e WepTen Gensral E 7] \‘,l il Sr
Pace 81 u- B Merge & Conter + ©7 - % » %) fj Conditomal Fomatas Cell Inent Delete Fomnat Sort @ Fnd &

o Format Painter Bl Murg Formatting = Table - Styles - -« FCert it Seled-

Gipaard = [ aigrment = Numter [ styies cels editing
D) POSSIBLE DATALOSS  Some features might be kst if you save this warkboak in the Ces) format, saveit Don't show agan | | Save s...
a1 - | date

[ < | e | ¢ s W ] K L 0m N o ® Q R | s |

1 [date me  timezone MACB  source sourcetyptype  user  host  short  desc  version filename inode  notes  format extra
2 (03032008 oaso0O UTC .. OLECF  OLECF Sur Documen - - Title: 1 AuTitle: 1 Ay 3596415 - aleci/s 1252; edit_time:
3 11-04-2005 111700 UTC OLECF - Trle: 1 AuTitle: 1 Ay 3946415 -
4 |02/27/2006 13:38:56 UTC oLec - Company:Number o 3546415 - olect/olec6x0022: False; codepage: 1252; heading_pair: bf
5 l02/27/2006 13:38:56 UTC OLECF - Name: Ao Name: Ro 3.04E415 - y 29
6 |02/27/2006 13:38:56 UTC OLECF - Title: 1 AuTitle: 1Ay 354EHLS - oleci/s 1252; edit,
7 l0af28/2006 04u9:51 UTC OLECF  OLECF iterCraation 1- - Name: Ob Name: 0 3.E415 - 56_hash 75
3 ute OLECF  OLECF iter Cantent v - - 3546415 - aleci/olecsha256_hash: 4573ala356755ch302M0602721

9 102/28/2006 04:49:51 UTC
| ute
11 [o2/28/2006 o4msisa uTC

ute
ute
14 |02/28/2006 oaiasis1 T
15 |02/28/2006 utc
16 |02/22/2006 04:45:51 UTC
1710285006 casasst 1Te

OLECF  OLECF iterContent - -
OLECF  OLECF ter Creation1- -
OLECF  OLECF iterContent - -
OLECF  OLECF iterContent b - -
OLECF  OLECF iterContent - -
OLECF  OLECF ter Creation1- -
OLECF  OLECF iterContent - -
OLECF  OLECF teContent - -
OUECE OIFCF et Craar

Figure 101 : Final CSV Output

JMEHLS -
FEFSUN
JMERLS -
354E415 -
JMERLS -
354E415 -
JMERLS -
FEFSUN
2 (SrAlie 10MEH5 -

- -
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